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ABSTRACT

In this chapter a novel data hiding approach by combining Particle Swarm Optimization (PSO) and Pixel
Value Difference (PVD) has been proposed. Pixel-Value-Difference (PVD) method of Steganography
uses the difference between pixels within an image to hide secret data. The proposed method is a block-
based adaptive steganographic approach, which selects MxXN block of pixels from cover image and
embed secret message within pixels using Pixel-value-difference and LSB substitution method. PSO is
used to select most appropriate areas within the image for hiding secret information. Results obtained
using the approach show that distortion due to data embedding is negligible. The proposed approach
is compared with existing methods in terms of bits per pixel. This method could be applied to hide any
digital secret data for secure transfer over internet.

DOI: 10.4018/978-1-5225-0058-2.ch016

Copyright © 2016, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



A Secure Data-Hiding Approach Using Particle Swarm Optimization and Pixel Value Difference

INTRODUCTION

Steganography is an old art of data hiding. It differs from cryptography, in cryptography presence of
hidden data is noticeable, whereas in Steganography nobody except the sender and receiver could be
able to know about hidden message. Modern Digital Steganography uses a covering media (like image,
video, sound etc) to hide secret information using some secret process.

The best-known image steganographic method, LSB (Least Significant Bit) replacement introduced by
Sharp,T. (2001). This method works in the spatial domain. Curran,K. and Bailey,K. (2003) analysed seven
differentimage based steganography methods on LSB bitreplacement. Chan,C.K. and Cheng,L..M.(2004)
proposed another method, which substitutes equal number of bits from each pixel of the cover images for
hiding the secret message. Chang et al.(2002), Thien,C., Lin,J.C.(2003) proposed that LSB substitution
is the most commonly used method which directly replace the LSB bits of pixels from the cover image
with secret bits. LSB substitution algorithm is the simplest scheme to hide message in a host image.
Therefore this method suffers from steganolysis threats. Halder,T. and Karforma,S. (2013), Halder,T.
and Karforma,S. (2014) introduced indexing over the existing LSB matching scheme. Here the secret
message is not stored within the LSB bits directly, instead bits are distributed by matching / replacing
bits within the whole image. An index is used to remember the positions where bits are hidden.

Other than LSB methods Wu,D.C., Tsai,W.H. (2003) proposed a method known as ‘Pixel value
differencing’. In the method a non-overlapping block of two pixels are chosen from the cover image.
Difference between the pixels are used to hide secret message. The absolute Difference value between
the pixels point out smooth and edge areas. More number of bits could be hidden in edge areas rather
than smooth areas.

Chang, K.C.et al.(2003) proposed a method named Tri-way pixel-value-difference, where blocks of
four pixels are chosen to create three pairs. This could hide more number of bits when compared with
Wu and Tsai’s method.

Khodaei,M. and Faez,K.(2012) proposed another algorithm based on PVD method. In this approach
non-overlapping block of three pixels is chosen in raster scan order then within the block of 3 pixels
the middle pixel is altered with secret bits using 3-LSB replacement method. Therefore Optimal pixel
adjustment process(OPAP) (Chan,C.K & Cheng, L..M.2004) is applied on that pixel to reduce embed-
ding error. After altering the middle pixel the difference between first and middle and middle and last
is used to hide secret data using PVD. Following this approach they achieved better capacity with good
PSNR value. The main problem with this approach is that they used raster scan order to select pixels
which ignore other surrounding edges except the left and right one of the middle pixel. This algorithm
is also not flexible while selecting block size, only 1x3 size blocks could be selected to embed data.

Chi-Shiang Chan et al. (2014) therefore extended Khodaei and Faez’s work (2012) for flexible num-
ber of blocks. Block of size MxN could be selected. Here the value of M and N vary between 1 and 7.
Another important change is that in this algorithm pixels are not scanned in raster scan order which is a
better utilization of all edges while hiding bits. Each block is manipulated such a way that middle pixel of
each block is used to embed bits directly using 3-LSB substitution and OPAP. Difference between other
pixel values with middle pixel is calculated and thereafter PVD method is applied to hide secret bits.

Heriniaina,F. and Sang,J. (2011) applied PSO with already existing LSB Steganography in order to
search suitable area within an image for hiding secret bits. This method belongs to DCT domain. This

364



17 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/a-secure-data-hiding-approach-using-particle-

swarm-optimization-and-pixel-value-difference/153821

Related Content

Bio-Inspired Metaheuristic Optimization Algorithms for Biomarker Identification in Mass
Spectrometry Analysis

Syarifah Adilah Mohamed Yusoff, Ibrahim Venkat, Umi Kalsom Yusofand Rosni Abdullah (2012).
International Journal of Natural Computing Research (pp. 64-85).
www.irma-international.org/article/bio-inspired-metaheuristic-optimization-algorithms/73014

A Machine Learning Approach to Tracking and Characterizing Planar or Near Planar Fluid Flow
Mahendra Gooroochurn, David Kerrand Kaddour Bouazza-Marouf (2020). International Journal of Natural
Computing Research (pp. 76-87).
www.irma-international.org/article/a-machine-learning-approach-to-tracking-and-characterizing-planar-or-near-planar-
fluid-flow/258961

Building Distribution Networks Using Cooperating Agents

N. Urquhart (2007). Handbook of Research on Nature-Inspired Computing for Economics and Management
(pp. 557-571).

www.irma-international.org/chapter/building-distribution-networks-using-cooperating/21152

Coverage Maximization and Energy Conservation for Mobile Wireless Sensor Networks: A Two
Phase Particle Swarm Optimization Algorithm

Nor Azlina Ab. Aziz, Ammar W. Mohemmed, Mohamad Yusoff Alias, Kamarulzaman Ab. Azizand Syabeela
Syahali (2012). International Journal of Natural Computing Research (pp. 43-63).
www.irma-international.org/article/coverage-maximization-energy-conservation-mobile/73013

Revolutionizing Healthcare Through Robotics and Al Integration: A Comprehensive Approach
C. Saranya Jothi, M. A. Starlin, R. Roselin kiruba, E. Surya, P. Jeevanasreeand Santhosh Jayagopalan
(2025). Exploring the Micro World of Robotics Through Insect Robots (pp. 213-234).

www.irma-international.org/chapter/revolutionizing-healthcare-through-robotics-and-ai-integration/359279



http://www.igi-global.com/chapter/a-secure-data-hiding-approach-using-particle-swarm-optimization-and-pixel-value-difference/153821
http://www.igi-global.com/chapter/a-secure-data-hiding-approach-using-particle-swarm-optimization-and-pixel-value-difference/153821
http://www.irma-international.org/article/bio-inspired-metaheuristic-optimization-algorithms/73014
http://www.irma-international.org/article/a-machine-learning-approach-to-tracking-and-characterizing-planar-or-near-planar-fluid-flow/258961
http://www.irma-international.org/article/a-machine-learning-approach-to-tracking-and-characterizing-planar-or-near-planar-fluid-flow/258961
http://www.irma-international.org/chapter/building-distribution-networks-using-cooperating/21152
http://www.irma-international.org/article/coverage-maximization-energy-conservation-mobile/73013
http://www.irma-international.org/chapter/revolutionizing-healthcare-through-robotics-and-ai-integration/359279

