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INTRODUCTION

Middlewareis not a new concept in distributed comput-
ing. It was first accepted as a term used to describe
distributed software architecture during the 1990s and
has evolved significantly since then with theincreasein
computer networking and the resulting use of distributed
systems. The following is aA definition of middleware
that was proposed by Emmerich (2000) and embodiesthe
conceptsof middleware: “Middlewareisalayer between
network operating systems and application components
which facilitatescommunication and coordination of dis-
tributed components” (p.120).

Middleware hasbecomewidely adopted inindustry to
simplify the problem of constructing distributed systems
as it resolves the heterogeneity between systems and
provideshigher-level primitivesfor application engineers
to focus on application requirements and not their con-
nectivity.

Wireless middleware, as a specialized subset of
middleware, has come into increased significance in the
current decade due to the proliferation of wireless net-
works. Additionally, inthelast few years, there has been
an upsurge in the development of the mobile devices
sector. Personal Digital Assistants (PDAS) and a new
generation of cellular phones have the ability to access
different typesof network servicesand run many applica-
tions. To copewiththeseinnovations, therole of wireless
middlewarehasbecomeincreasingly important in provid-
ing a reliable channel for data access between mobile
devices and servers on a wired network. This provides
applications running on the mobile client to synchronize
with and participatein the application dialogues that are
hosted on the enterprise servers.

Wirelessmiddlewareisanintermediate software com-
ponent that is generally located on a wired network
between the wireless device and the application or data
residing onawired network. Thepurposeof themiddleware
istoincrease performance of applicationsrunning across
the wireless network by serving as a communication
facilitator between components that run on wireless and
wireddevices(WirelessNets). Wirelessmiddlewareserves
asacommunication facilitator by addressing the numer-
ouswaysinwhich communication canfail among compo-
nentsin adistributed application. Sourcesof communica-
tion failure, among many others, include a component
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going off linevoluntarily but unexpectedly, acomponent
unexpectedly terminating, acomponent failingto respond
to arequest in areasonable amount of time, and commu-
nication being severed in the midst of arequest (Sunsted,
1999).

TYPES OF WIRELESS NETWORKS

Currently there are two distinct types of wireless net-
worksthat can be categorized by their transmission range
and that differ significantly in the latency and bandwidth
characteristics of the transmission.

Fixed Wireless Networks

Fixed WirelessNetworksusewirel esstransmitterswitha
relatively short transmission distance and normally cor-
respondto oneof thel EEE 802.11 standards. Networksof
this type have many of the characteristics of fixed wire
networks, such as low latency, high bandwidth, and
relatively goodreliability. These networkstend to beused
in a specific area such as a Starbucks coffee shop, an
airlinelounge, or acorporateoffice. For wirelessnetworks
of this type, the standard middleware that is normally
employed in wired networks and can be used as such are
thedefacto standard interprocesscommunication mecha-
nisms such as XML and SOAP, which are becoming
increasingly common.

Highly Mobile Wireless Networks

Thesewirelessnetworksareused predominately to serve
highly mobile clients such as mobile cellular phones or
satellite communications. Networks of this type have
extremely high latency, relatively low bandwidth, and
greater unreliability, as any number of interruptions can
occur to disrupt the communication with the client. As
thistype of network isincreasingly becoming usedfor M-
commerce, specialized middlewareisrequired to cater to
the additional challenges.

It isthistype of wireless network (i.e., high latency,
low bandwidth, unreliable, and insecure networks) to
which the remainder of thisentry refers.
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CHALLENGES FOR WIRELESS
MIDDLEWARE

Wireless middlewareis presented with many challenges
by the very nature of the wireless environment. These
challenges are not adequately addressed by standard
data communication methods that were designed for
wired environments. One of the main advantages of
middleware is to allow applications to run on multiple
platforms without the need to rewrite them. As such,
wireless middleware should support heterogeneous de-
vices, permit applicationsto be ported from onedeviceto
another, and, inaddition, handlethelimitationsof mobile
devices, among which arethesmall amount of memory and
the lack of processing power. Wireless middieware on
mobile devices has some distinct issues not present in
traditional fixed line systems.

Disconnected Operation

Wireless communication devicestend to lose and regain
network connectivity much more often than non-mobile
applications. The middleware must be able to cope with
intermittent communication linksand implement software
layersthat ensurethe delivery of important databetween
the server and the wireless device.

Resource Constraints

M obile applications must be optimized aggressively for
small ROM and RAM footprints, aswell asfor low usage
of CPU cycles and battery power.

Multiple Bearers

Internet applicationsonly need to support HTTPor TCP/
IP. Wireless applicationsare written to perform on many
different networks. A bearer in a wireless network is a
transport mechanism of which wireless bearers could be
SMS, GPRS, Infrared, Bluetooth, or HTTP. Anapplication
written for one bearer typically needs to undergo sub-
stantial modificationsin order to run on another bearer.

Heterogeneous Software

There are anumber of operating systemsthat are preva-
lentinthewirelessdevice market. Because of thememory
restrictions placed on these systems, they do not possess
all the features of server operating systems. Thus, it is
often difficult to ensure that the middleware can effec-
tively run on all the required hardware devices. Often,
featuresthat areavailable on onedevicearenot available
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on another device with adifferent operating system. For
example, object serialization, whichisastandard method
of communication for components between clients and
server systems, is not available in Windows CE.Net.
Thus, programming communications between compo-
nentswherethedeviceisaCE devicerequiretheapplica-
tions developer to interface with a middleware product
that cannot serialize objects.

Security

Security isakey concerninamobile environment. I den-
tification, authentication, and data encryption must be
embedded into wireless middleware applications.

Scalability

As a result of the proliferation of wireless devices,
scalability of applicationscan easily grow to hundreds of
thousands of client systems. Ensuring the scalability of
applications to this number of clients presents a major
problem.

Deployment and Management

Deploying applicationsto many clients, managing them,
supporting them, and ensuring their integrity and support
whenthey arenot online, present another major challenge
tothemiddleware.

COMMERCIAL SIGNIFICANCE OF
WIRELESS MIDDLEWARE

The development of application software such as M-
Commerce applications and client/server applications
should not be designed so they are independent of the
network over which they are deployed. Thisensuresthat
applications do not require to be rewritten for new tech-
nologies, and the applications developer and business
enterprise can concentrate on the business benefits of the
application and not the technology on which they reside.
For example, a stock ordering application running on a
PDA for amanufacturing concern should integrate with
the manufacturing schedulein the corporate head office.
The speed of taking the orders, scheduling them, and
getting themin the production scheduleiswhat isimpor-
tant to the manufacturing company. Wirelessmiddleware
provides this network transparency and enables wired
applications to be ported to wireless environments with
the minimum of softwaremodification.
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