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INTRODUCTION

Digital Economy and Risk: A Two-
Edged Sword

The digital economy has been generated by radical
changesto every aspect of business and commercein the
last two decades. These changesarefar moresignificant
than the developments in Information and Communica-
tion Technologies (ICTs) that havelargely facilitated the
digital economy itself. Every business sector has wit-
nessed changes in the competitive structure of the mar-
ketplace, consumer preferences, buying habits, market-
ing and promotional strategies, production operations,
internal administration systems, supply chain arrange-
ments, and the opening up of the global economy. Man-
agers would concede that the uncertainties and risks in
running their businesses, as aresult of such changes, are
not only much greater than previously but increasing.
However, thedigital economy isatwo-edged swordinthe
sense that the ICTs generating the additional uncertain-
ties and risks also provide the means to enable decision
makers to manage them more effectively. The key to
survival inthe digital economy restswith the abilities of
themanagersto utilize | CTseffectively to manageuncer-
tainties and risks.

ICTs have largely been seen as helping to enhance
database access, analytical powers, and the communica-
tions capacity of managers. The justification for these
effortshasbeen based on the premisethat moreand better
quality informationwill resultinreduced uncertainty and
improved risk perceptionsin decisionsituations. Inshort,
the outcome would be reflected in “ better quality” deci-
sions in terms of risk assessment and resolution.

BACKGROUND

The Digital Economy

The term “digital economy” reflected in the title of this
paper may be viewed from avariety of perspectives:

Technology developments, especially those relat-
ing to the digital communication of dataand infor-
mation, areusually considered theprimary driverin
the creation of the digital economy. Increasesin
speed, improvementsin capacity, accuracy, reliabil-
ity, general quality, and ease of use are all features
that have enabled the widespread adoption and
development of digital technologies. The develop-
ments in audiovisual communication technologies
and wireless technologies are opening up further
opportunitiesfor the transmission and exchange of
business intelligence.

Socio-economic changes have been equally influ-
ential intherapid adoption of the new technologies.
Individualsof all ages, educational and social back-
grounds are prepared to regularly use mobile com-
munications, access the Internet and engage in
interactivevideo communications, oftenwithfriends
andfamily indifferent partsof theglobe. Theimpact
that these changes in individual and group social
behaviors have had on the rate of adoption of new
technologies should befully appreciated. Therea-
sons underlying such changes are multifaceted and
complex and beyond the scope of our present dis-
cussion, although they have broadly been influ-
enced by individual social and economic needs.
Micro-economic factors at the level of the indi-
vidual organization havebeenresponsiblefor “ pull-
ing” and “pushing” organizations and their man-
agement towards increased attention and adoption
of the digital economy. Significant “pull” factors
include demands from end users of the product or
service(e.g., requestsfor moredetailedinformation
on the product/service prior to and subsequent to
thepurchase, intermsof performance, maintenance,
modifications, upgrades). The “push” factors are
typically associated with the business organization
seeking to maintain its competitive position by
offering services equivalent to those of its main
competitors, especially if these may be viewed as
providingadistinctivecompetitiveadvantage (e.g.,
providing detailed product informationviathe Web
and enabling customersto order directly). Some of
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Table 1: Key topic areas presented in this article.

Risk Management in the Digital Economy

overview of risk and risk management
risk and uncertainty

management of risks
risk perception

Key topic areasrelating to digital economy and risk presented in thisarticleinclude:
primary elements of the digital economy

individual/organizational response to resolving risk
role of information search and corporate intelligence
contribution of the digital economy to risk resolution
individual characteristics and risk perceptiveness

information processing and risk resolution
risk management within the digital economy

theissuesinvolvedwill bediscussed further inlater
sections of the paper.

4. Macro-economicfactorsareparticularly significant
inenabling thedevel opment of thedigital economy,
althoughthey are oftenlessevident when exploring
individual product/market developments. Changes
inlegislationaffecting consumer rights, guarantees
of financial transactions, security of information
held on computer systems, and commercial con-
tractsnegotiated viathelnternet areall examplesof
the changes in the macro-economic environment
needed to facilitate and support the devel opment of
the digital economy. Without such changes, indi-
vidual organizationsand customers might consider
the risks of such commercial transactionsto betoo
high. In essence, the responsiveness of govern-
ments and other similar institutions have lagged
behind many of the demands placed on them by the
rate of changein the digital economy.

It may be argued that defining the term “the digital
economy” remains problematic due to the number of
perspectivesfrom whichthisterm may beviewed and due
to the number and interactive nature of the variables
involved.

OVERVIEW OF RISK AND RISK
MANAGEMENT

Thekey dimensionsof risk and itsmanagement arerepre-
sented in Table 2.

Risk and Uncertainty
Thisseemingly simpleterm “risk” has proved somewhat
problematic in arriving at an agreed definition. Most

academicfieldsandresearchers(e.g., Dowling & Staelin,
1994; Knight, 1921) provide variations on the theme,
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though most would agree that risk relates to two dimen-
sions: the Likelihood of aparticular event occurring (i.e.,
probability), and the Consequences should this event
occur.

In the case of the consequences, it has been common
to assume that these are generally undesirable, e.g.,
financial lossor evenlossof life. Sitkinand Pablo (1992,
p.9) definerisk as“ theextent to whichthereisuncertainty
about whether potentially significant and/or disappoint-
ing outcomes of decisions will be realised.” Similarly,
MacCrimmon and Wehrung (1986) identified three com-
ponents of risk: the magnitude of |oss, the chance of loss,
and the potential exposureto loss. However, it isimpor-
tant to recognize that there would be no point in taking
risks unless there were some benefits to compensate for
the possi ble negative outcomes (Blume, 1971). An asso-
ciated featureisthat of differingrisk perceptions. Differ-
entindividuals, groups of individuals, and organisations
may view or perceive the risks (i.e., the likelihood of
occurrence, nature and scal e of negative conseguences,
and the potential rewards) differently (e.g., Forlani &
Mullins, 2000; March & Shapira, 1987).

Theterm“uncertainty” typically reflectsthe ambigu-
ity surrounding the decision situation in terms of the
precise nature of the situation, its causes, possible solu-
tions, and thereaction of othersto possible actionstaken.
Rowe (1977) has defined uncertainty as the absence of
information concerning the decision situation and the
need to exercise judgment in determining or evaluating
the situation.

Table 2. Key dimensions of risk and its management

risk and uncertainty
risk solution

role of information search and corporate intelligence
contribution of the digital economy
individual characteristics
management of risk

risk perception
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