197

Automation of American Criminal Justice

J.WilliamHolland
Georgia Bureau of Investigation, USA

INTRODUCTION

Criminal Justice has been one of the public sectorsin the
forefront of the move toward automation and digital
government. The effect of computerization on American
criminal justice hasbeen profound and it hastransformed
the criminal justice process in many fundamental ways.
Starting with President Lyndon Johnson’s government
commission, The Challenge of Crimein a Free Society:
AReport bythe President’ sCommission on Law Enfor ce-
ment and the Administration of Justice, public and pri-
vateexpertsin criminal justiceand technology laid out the
information needs of the criminal justice system and the
computer systemsto meet thosedemands. At atimewhen
computerizationwasminimal throughout thecriminal jus-
tice system, these task force members developed the
blueprint for today’s multilayered automated criminal
justiceenvironment (Dallek, 1998, pp. 405-407, 409-411;
Challenge of crimein afree society, 1967, pp. 268-271).

Among the major recommendations of the commis-
sionwerethecreation of anational directory of offenders’
criminal records, what cameto beknown as Computerized
Criminal History (CCH) and the development of similar
directoriesat the statelevel. Thecommission also called
for federal coordination of standardsfor criminal justice
information and sharing. Finally, the report urged that a
study of fingerprint classification techniques be under-
taken with aview to automating much of the fingerprint
search and identification effort and that work be intensi-
fiedtocreateanational linkageof filesonwanted persons
and stolen vehiclesunder thenameof theNational Crime
Information Center (NCIC) (Challengeof crimeinafree
society, 1967, pp. 255, 268-271; Taskforcereport: Science
and technology, 1967, p. 69).

BACKGROUND

One of the earliest responses to this report was the
creation of the Law Enforcement Assistance Administra-
tion (LEAA) within the United States Department of
Justice(DOJ). In1969, LEAA funded Project SEARCH to
createanationwidecomputerized criminal history system.
Fromthisinitial effort, SEARCH quickly evolvedintoan
independent consortium of states with the mission of
demonstrating a computerized system for the electronic

exchangeof criminal history information. Onthenational
level, the United States Attorney General assigned man-
agement responsibility for the interstate and national
portion of thissystem to the Federal Bureau of Investiga-
tion. The states also formed the National Law Enforce-
ment TelecommunicationsSystem (NLETS) electronically
linking the states aswell asthe FBI and the Royal Cana-
dian Mounted Police. By 1976, 26 stateshad used LEAA
funding to create statelevel central repositoriesfor com-
puterized criminal history information (U.S. Department
of Justice, 2001c, p. 26).

It became apparent during the last half of the 1970s,
however, that greater decentralization of the nation’s
criminal history systems was urgently needed. To re-
spond to these issues and concerns, the various states,
FBI and SEARCH created the Interstate Identification
Index or Triplel (I11) conceptin 1980 (U.S. Department of
Justice, 2001c, pp. 26-27, 76-82, 88). Designed to replace
acentralized national criminal history file, 111 wasanindex
of criminal offenders that pointed to the state or states
wheredetailed criminal history information could befound.
Therewaswidespread acceptance of 111 for criminal jus-
tice purposes: By 2001, 43 states participated. Legal
restrictions and concerns, however, limited use of I11 for
non-criminal justiceuseandweakened any efforttoachieve
a truly decentralized criminal history system. Conse-
quently, the FBI continued to maintain criminal histories
on individuals to meet interstate non-criminal justice
needs (U.S. Department of Justice, 2001c, pp. 76-82).

Another factor that prevented the decentralization of
criminal history information wasthe vast effort required
inthetime-consuming fingerprint identification process.
A new system called the NCIC classification wasimple-
mentedinthe1970s. Itdid little, however, to speed up the
overall identification process (Challenge of crime in a
free society, 1967, p. 255; Task forcereport, 1967, p. 16;
Ms. Shirley Andrews, personal communication, Septem-
ber 9,2002).

Duringthemid 1980s, new technol ogical solutionsfor
fingerprint identification emerged on the market. These
systems, called automated fingerprint identification sys-
tems(AFIS), significantly reduced themanual tasksneeded
to search afingerprint and made true searching of latent
crime scene fingerprints possible. By the close of the
1980s, many states and a few local agencies had pur-
chased these systems. Most were stand alone systems
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dedicated to the fingerprint input, search, and presenta-
tion of potential candidatesfor human comparison. A few
states, however, attempted to expand the capabilities of
these systems and link them to other criminal history
processes. When combined with the proven effective-
nessof the AFI Slatent search capability, the new technol-
ogy contained the potential to transform criminal justice
systems (U.S. Department of Justice, 2001b, pp. 43-44;
U.S. Department of Justice, 2001c, pp. 61-63).

In the early 1990s, efforts were made through the
National I nstitute of Standardsand Technology (NIST) to
devise a national fingerprint transmission standard; an
effort spearheaded by the FBI. By 1993, anational stan-
dardfor theelectronicinterchangeof fingerprintinforma-
tion was approved by NIST and became the basisfor the
electronic linkage of local jurisdictionsto state criminal
history bureaus and the FBI. It formed the basis for the
emerging national network of real-timeidentification and
criminal history systems (See Data format for the inter-
changeof fingerprint, facial, and SMT information, origi-
nally issuedin 1993, amendedin 1997 and further amended
in 2000; U.S. Department of Justice, 2001c, pp. 61-63.)

CURRENT AND FUTURE TRENDS IN
CRIMINAL JUSTICE AUTOMATION

Building onthese past activitiesin fingerprint and crimi-
nal history automation, emphasis within state and na-
tional criminal justice circles has shifted to the need to
share information, what is known as integrated criminal
justice. With the explosion of the Internet and simulta-
neouscost limitationson criminal justice system devel op-
ment, both federal and state funding entities require that
new criminal justice system developments build in the
concept of information sharing, realignment of process-
ing functions, and greater involvement of all criminal
justice parties in individual systems development. The
goal of thisnew focusisto eliminateduplicateentry of the
same information and increase the overall completeness
and accuracy of criminal justiceinformation. (U.S. Depart-
ment of Justice, 2001c, pp. 63-65; Harris, 2000, pp. 7, 14, 18-
20, 41; U.S. Department of Justice, 2001b, pp. 47-48, 50;
Planning the integration of justice information systems,
2002, pp. 2-3.)

Integrated justice efforts, however, have also resur-
rected older worries about privacy of such information
and merged themwith new concernsabout greater linkage
of criminal justiceand non-criminal justiceinformationon
individuals. Questions about release of integrated infor-
mation arelinked to serious questionsabout the accuracy
of theinformationreleased. Thesefearsareintensified as
private companies demand access to criminal history
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information, gathered at public expense, to market to
customers for profit. In many jurisdictions, the old line
between publicand privateresponsibilitiesand authority
hasfaded as private companieshave assumed many of the
traditional criminal justiceinformation systemsfunctions.
In addition, the heightened threat of terrorist attacks has
led to efforts to gather large amounts of information on
individualsinto databasesto search for terrorist patterns.
These efforts have collided with fears about loss of
privacy and misuse of such information by the govern-
ment. Initiativessuchasthe Total Information Awareness
effort and the MATRIX project to correlate private and
public data on suspicious individuals have ground to a
halt in the face of protest from citizensfearful of theloss
of civil liberties. (Ideasthat matteredin 2003:9. Nofuture
forterror market, 2003; MATRIX Updates, 2003; Planning
theintegration of justice information systems, 2002, p.5;
Stanford, 2003; U.S. Department of Justice, 20014, pp. 8,
12; U.S. Department of Justice, 2001b, pp. 2-3, 27-28, 50).

CONCLUSION

In 1967, anational commission devel oped The Challenge
of CrimeinaFree Society, theroadmap for today’ shighly
automated but incomplete criminal justice system. This
report served thenationwell butitistimeto movebeyond
itsconfining vistas, timetorecognizethat dramatic devel -
opmentsin computer technology and digital government
demand new answersto old questionsand theformulation
of entirely new questions. The events of September 11,
2001 have raised anew questions about lack of informa-
tion on potential threats to society and posed new ques-
tions on how we as a nation can weave together govern-
mental and private computerized information to detect
dangerous individuals intent on mass murder without
compromising constitutional safeguards and individual
liberties. It istime to convene a new national task force
charged with theduty to assessthe challengeof crimeand
terror in a free digital society. Only then can criminal
justiceautomation and digital government moveforward
in a planned and comprehensive way.
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