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Design, Architecture, 
and Security Issues in 

Wireless Sensor Networks

ABSTRACT

Wireless Sensor Networks (WSNs) provide a new paradigm for sensing and dissemi-
nating information from various environments, with the potential to serve many and 
diverse applications. In this chapter, we report the latest trends in WSN research, 
focusing on middleware technology and related areas, and including application 
design principles. We give an overview of WSNs and design aspects of applications, 
including existing research prototypes and industry applications. We describe the 
technology supporting these sensor applications from the view of system architecture 
and network communication. We then highlight outstanding issues and conclude 
with future perspectives on middleware technology.

INTRODUCTION

In recent years, advances in miniaturization, yet simple low power circuit design 
and improved low cost, small size batteries have made a new technological vision 
possible: wireless sensor network (WSN) (You, Lieckfeldt, Salzmann, Timmer-
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mann, 2009). Wireless Sensor Networks (WSNs) are designed by sensor nodes that 
communicate each other and also processing data and sensing environment (Li & 
Halpern, June 2001). A conventional Wireless Sensor is illustrated with the help of 
Figure 1. A sensor node is basically a device that converts a sensed attribute (such 
as temperature, vibrations) into a form understandable by the users. A functional 
block diagram of a typical sensor node is given in Figure 2. WSNs, which can be 
considered as a special case of ad-hoc networks with reduced or no mobility, are 
expected to find increasing deployment in coming years, as they enable reliable 
monitoring and analysis of unknown and untested environments These networks 
are “data centric”, i.e., unlike traditional ad-hoc networks where data is requested 
from a specific node, data is requested based on certain attributes such as, “which 
area has temperature over 35C or 95F”. Therefore A large numbers of sensors need 
to be deployed to accurately reflect the physical attribute in a given area. Due to 
lack of a better word, typical sensor consists of transducer to sense a given physical 
quantity with a predefined precision, an embedded processor for local processing, 
small memory unit for storage of data and a wireless transceiver to transmit or re-
ceive data and all these devices run on the power supplied by an attached battery.

It is interesting to note that precise specifications of various components, may 
depend on the type of applications in hand, but the basic characteristics are essen-
tially present to fulfil desired application functionalities. There are few integrated 
sensors commercially available and can be used directly as plug and play unit to 
monitor and control some specific physical parameters as decided by the user.

Figure 1. Wireless sensor diagram



 

 

25 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/design-architecture-and-security-issues-

in-wireless-sensor-networks/139431

Related Content

Web 2.0 in Governance: A Framework for Utilizing Social Media and Opinion

Mining Methods and Tools in Policy Deliberation
Lefkothea Spiliotopoulouand Yannis Charalabidis (2016). Mobile Computing and

Wireless Networks: Concepts, Methodologies, Tools, and Applications  (pp. 1674-

1696).

www.irma-international.org/chapter/web-20-in-governance/138352

ACO-Based Algorithms in Wireless Sensor Networks
Renu Jangra, Ramesh Kaitand Sarvesh Kumar (2020). Industrial Internet of Things

and Cyber-Physical Systems: Transforming the Conventional to Digital  (pp. 308-

320).

www.irma-international.org/chapter/aco-based-algorithms-in-wireless-sensor-networks/257851

A Review on Wireless Communication Protocol and Security Privacy:

Connectivity - UDP Protocols
K. S. Nirmala Bai (2019). International Journal of Wireless Networks and Broadband

Technologies (pp. 11-17).

www.irma-international.org/article/a-review-on-wireless-communication-protocol-and-security-

privacy/243658

QoS Architecture of WiMAX
Rath Vannithambyand Muthaiah Venkatachalam (2010). Quality of Service

Architectures for Wireless Networks: Performance Metrics and Management  (pp. 42-

56).

www.irma-international.org/chapter/qos-architecture-wimax/40750

QoS-Constrained Resource Allocation Scheduling for LTE Network
Hung-Chin Jangand Yun-Jun Lee (2015). International Journal of Wireless Networks

and Broadband Technologies (pp. 1-15).

www.irma-international.org/article/qos-constrained-resource-allocation-scheduling-for-lte-

network/125815

http://www.igi-global.com/chapter/design-architecture-and-security-issues-in-wireless-sensor-networks/139431
http://www.igi-global.com/chapter/design-architecture-and-security-issues-in-wireless-sensor-networks/139431
http://www.igi-global.com/chapter/design-architecture-and-security-issues-in-wireless-sensor-networks/139431
http://www.irma-international.org/chapter/web-20-in-governance/138352
http://www.irma-international.org/chapter/aco-based-algorithms-in-wireless-sensor-networks/257851
http://www.irma-international.org/article/a-review-on-wireless-communication-protocol-and-security-privacy/243658
http://www.irma-international.org/article/a-review-on-wireless-communication-protocol-and-security-privacy/243658
http://www.irma-international.org/chapter/qos-architecture-wimax/40750
http://www.irma-international.org/article/qos-constrained-resource-allocation-scheduling-for-lte-network/125815
http://www.irma-international.org/article/qos-constrained-resource-allocation-scheduling-for-lte-network/125815

