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INTRODUCTION

E-commerce provides different opportunities to small busi-
nesses as it overcomes part of their technical, environmental, 
organizational, and managerial inadequacies (Bergeron, 

-
nesses are an important and integral part of every nation’s 

-

independent business having fewer than 500 employees 

US economy. They employ more than one half of the US 
private sector work force, are responsible for about one-half 

Alternatively, small businesses are often more challenged 
-

nancial capital, and technical or managerial skills, knowledge 

of options available to management (Hodgetts & Kuratko, 

businesses were connected to the Internet, the potential use 
of the Internet in their business was rarely explored. Security 
concerns has a direct impact on every critical part of the small 
business including reputation, productivity, and business 
continuity, as they need to adhere to the legal requirement 
for information management. The research question thus 
designed for this study is what factors inhibit or pose chal-

risks and challenges they encountered when adopting e-com-
merce. The study contributes to managerial and theoretical 
implications by increasing the importance and awareness of 
small businesses in e-commerce adoption. 

BACKGROUND

The rapid growth of the Web, and its importance to the US 
economy, make it imperative to develop a greater under-
standing about the challenges and barriers experienced by 
small businesses. Small businesses use the Internet mainly to 
send electronic mail messages, and to conduct e-commerce, 

-

organizational hierarchy and close proximity to coworkers, 
thereby contributing to effective communication practices 

out face-to-face as the need arises, rather than applying a 
formal standard operating procedure. Small businesses lack 
human resources and budgets allocated for information se-

not at risk because of the size of their business information. 

to the lack of IT, staff leads to no one thinking about the IT 
security of small businesses, thereby leading to the lack of 

large manufacturers to adopt e-commerce. Their systems 
are often vulnerable, and are related to unpatched systems 

factors that inhibit small business adoption. 

Factors Inhibiting E-Commerce Adoption

The factors that inhibit e-commerce adoption stem from 
two perspectives, namely, technology-related factors and 
relationship-related factors. Risks refer to the possibility of 
an adverse outcome and uncertainty. Risks can be derived 
both internally and externally, thereby causing a concern to 
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I
Technology-Related Factors

Technology related factors are derived from misuse of IT, 
-

ability mechanisms. Some of the risks include viruses, worms, 
spy ware, spam, phishing scams, hackers, and bot networks. 
They impact the compatibility, infrastructure, complexity, 
and uncertainties of e-commerce systems and operations. 

Preadoption Negotiation and Integration 
Challenges

E-commerce adoption, unlike traditional information systems 
adoption, demands high levels of negotiation, cooperation, 
and commitment from participating organizations. Select-

performance expectations can burn up hours of employees’ 

businesses, as they lack the technical skills and knowledge 
to negotiate effectively. Previous studies suggest an internal 
fear of opening their organization’s systems to suppliers, 
as implementing e-commerce could affect critical business 
processes including procurement, inventory management, 

-

High Implementation Costs 

Startup costs for implementing e-commerce applications 
can be high. These include connection costs, hardware, 
software, set up, and maintenance (Iacovou, Benbasat, & 

also include conducting an initial search costs, costs of 
writing contracts, and paying staff to update and maintain 
electronic databases. 

Lack of Standards and Policies

Due to the small size and physical environment, most small 
businesses operate with a lack of formal standards and best-
known practices, which can lead to potential compromises in 
network controls, maintenance, data ownership, internal and 

-
tion for structuring data exchanged in extranet applications 
totally ignore how e-commerce applications were designed 

-
cies to set and many do not even have a complete security 

of established standards, regulatory policies, and best busi-
ness practices can impact effective business operations in 
e-commerce.

Technology Uncertainties and Security 
Concerns

The proliferation of e-commerce applications has left most 
small businesses uncertain of e-commerce operations and 
unaware of the full potential of e-commerce technology 

encounter barriers in communication (such as incompatible 

Relationship-Related Factors

Relationship-related risks are derived from mistrust among 
-

ness of a party to be vulnerable to the actions of another 
party based on the expectation that the other will perform a 
particular action important to the trustor, irrespective of the 

training, and a lack of technical knowledge about the secu-
rity concerns, task uncertainties, environment uncertainties, 
false impressions of unreliability, and concerns about the 
enforceability of transaction records in the electronic trade 

-
titudes, poor reputation, lack of training, and reluctance to 
change in business partners. 

Competitive Market Pressure 

Small businesses that form electronic partnerships between 
buyers and suppliers or manufacturers and distributors are 
subjected to competitive pressures in the global environ-

external pressures and organizational readiness may affect 

challenge is not if or when to consider an Internet commerce 
solution, but rather how to select the best Internet commerce 
strategies to develop and sustain competitive advantage. 

Lack of Trust

Security is one barrier, but the real underlying factor is in-

opportunities of Internet commerce, many small businesses 
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