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INTRODUCTION

The focus of this article is secure transport of mobile
agents. A mobile agent is useful for hand phones or
handheld devices (e.g., palmtop or PDA) equipped with
mobile capabilities. Such m-commerce devices usually
have limited computing power. It would be useful ifthe
users of such devices could send an intelligent, mobile
agent to remote machines to carry out complex tasks
like product brokering, bargain hunting, and informa-
tion collection.

An intelligent agent is one solution to providing
intelligence in m-commerce. But having an agent that
isintelligent is insufficient. There are certain tasks that
are unrealistic for agents to perform locally, especially
those that require access to a huge amount of remote
information while local processing power and storage
is limited. Therefore, itis important to equip intelligent
agents with roaming capability.

Unfortunately, with the introduction of roaming
capability, more security issues arise (Guan & Yang,
2004). As the agent needs to move among external
hosts to perform its tasks, the agent itself becomes a
target of attack. The data collected by agents may be
modified, the credit carried by agents may be stolen,
and the mission statement on the agent may be changed.
Asaresult, transport security is an immediate concern
to agent roaming. The SAFE (Secure roaming Agent
For E-commerce) transport protocol is designed to
provide a secure roaming mechanism for intelligent
agents to satisfy their needs to roam from hosts to
hosts for remote data collection or processing when
local storage or computing power is limited. In SAFE,
both general and roaming-related security concerns are
addressed carefully. Furthermore, several protocols
are designed to address different requirements. An
m-commerce application can choose the protocol that
is most suitable based on its need.

BACKGROUND

There has been a lot of research done in the area of
intelligent agents, focusing on various aspects of agents
(Guilfoyle, 1994; Johansen, Marzullo, & Lauvset, 1999).
Unfortunately, thereis no standardization inthe various
proposals, resulting in vastly different agent systems.
Efforts were made to standardize some aspects of
agent systems so that different systems can inter-op-
erate with each other. Knowledge representation and
exchange is one of the aspects of agent systems for
which KQML (Knowledge Query and Manipulation
Language) (Finin & Weber, 1993) is one of the most
widely accepted standards. Developed as part of the
Knowledge Sharing Effort, KQML was designed as a
high-level language for runtime exchange of informa-
tion between heterogeneous systems. Unfortunately,
KQML was designed with little security considerations
because no security mechanism is built to address
common security concerns, not to mention specific
security concerns introduced by mobile agents. Agent
systems using KQML will have to implement security
mechanisms on top of KQML to protect the agents.

While KQML acts as a sufficient standard for agent
representation, it does not touch upon the security
aspects of agents. In an attempt to equip KQML with
‘built-in’ security mechanisms, Secret Agent was
proposed by Thirunavukkarasu, Finin, and Mayfield
(1995).

Secret Agent defines a security layer on top of
KQML. Applications will have to implement some
special message format in order to make use of Secret
Agent. Secret Agent has a number of shortcomings
and is handicapped by the design of KQML. Firstly,
one requirement of Secret Agent is that every agent
implementing the security algorithm must possess a
key (master key). This master key is either a symmet-
ric key or based on Public Key Infrastructure (PKI).
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If the key is based on a symmetric key algorithm, it
requires each agent to have a separate key with every
other agent it corresponds with. If the agent intends
to communicate with another agent with which it has
no common pre-established master key, a central au-
thentication server is required to generate such a key.
The problems introduced by the implementation of the
secret agent, therefore, are key database management,
authentication server protection, and key transport/ex-
change security.

If the master key is based on PKI, the agent iden-
tity must be tightly tied with the key pair. This was
insufficiently addressed in the design of Secret Agent,
subjecting the algorithm to man-in-the-middle attack.
For example, when agent 006 and 007 starts a hand-
shake, if a third agent 003 can intercept all messages
between 006 and 007, agent 003 can pretend to be
agent 006 while talking to agent 007, and vice versa.
If key and ID are not tightly integrated (like that in
digital certificate), there is almost no way agent 006
or 007 can detect this attack. In the SAFE transport
protocol, agent identity and key pair are tightly tied
using digital certification.

Another prominent transportable agent system is
Agent TCL developed at Dartmouth College (Gray,
1997, Kotz et al., 1997). Agent TCL addressed most
areas of agent transport by providing a complete suite
of solutions. Its security mechanism aims at protecting
resources and the agent itself. In terms of agent protec-
tion, Gray (1997) acknowledged that “it is clear that it
is impossible to protect an agent from the machine on
which the agent is executing...it is equally clear that it
is impossible to protect an agent from a resource that
willfully provides false information.” As a result, the
author “seeks to implement a verification mechanism
so that each machine can check whether an agent was
modified unexpectedly after it left the home machine”
(Gray, 1997). The other areas of security, like non-
repudiation, verification, and identification, were not
carefully addressed.

Compared with the various agent systems discussed
above, SAFE is designed to address the special needs
of m-commerce. The other mobile agent systems are
eithertoo general or too specific to a particular applica-
tion. By designing SAFE with m-commerce application
concerns in mind, the architecture will be suitable for
m-commerce applications. The mostimportant concern
is security as discussed in previous sections. Due to the
nature of m-commerce, security becomes a prerequisite
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for any successful m-commerce application. The other
concerns are mobility, efficiency, and interoperability.
Inaddition, the design allows certain flexibility to cater
to different application needs.

SECURE AGENT TRANSPORT
General Agent Transport

Asaprerequisite, cach SAFE entity must carry adigital
certificate issued by the SAFE Certificate Authority, or
SCA. Inthis way, each agent, agent owner, and host will
carry its own unique digital certificate. The certificate
itself is used to establish the identity of a SAFE entity.
Because the private key to the certificate has signing
capability, this allows the certificate owner to authen-
ticate itself to the SAFE community. An assumption
is made that the agent private key can be protected by
function hiding (Baldi, Ofek, and Yung, 2003).

General Message Format

In SAFE, agent transport is achieved via a series of
message exchanges. The format of a general message
is as follows:

SAFE Message = Message Content + Timestamp +
Sequence Number + MD(Message Content + Time-
stamp + Sequence Number) + Signature(md)

@D

The main body of a SAFE message comprises mes-
sage content, a timestamp, and a sequence number. The
message content is defined by individual messages.
Here MD stands for the Message Digest function
(elaborated in equation (2) shortly). The first ‘MD’ is
the function applied to Message Content, Timestamp,
and Sequence Number to generate a message digest.
The second ‘MD’ in the equation is the application of
a digital signature to the message digest generated. A
timestamp contains the issue and expiry time of the
message.

To prevent replay attack, message exchanges be-
tween entities during agent transport are labeled ac-
cording to each transport session. A running sequence
number is included in the message body whenever a
new message is exchanged. In this way, if a message
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