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INTRODUCTION

As software becomes pervasive in our daily lives, its 
values from a purely human perspective are brought to 
light. Ethical conduct is one such human value.

There are various reasons for discussing the issue of 
ethics within a software engineering context. By par-
ticipating in a software development process, software 
engineers can influence the final product, namely the 
software itself, in different ways including those that 
may be contrary to public interest. In other words, they 
could engage in an unethical behavior, inadvertently 
or deliberately. This could lead to personal harm, and 
potentially result in loss of confidence in software 
and loss of trust in organizations that own them. This 
can adversely affect the acceptance of software as a 
useful product, question the credibility of software 
engineering as a profession, lead to legal implications, 
and impact the bottom line of the software industry 
at-large.

This article is organized as follows. We first outline 
the background necessary for later discussion. This is 
followed by a proposal for a quality-based framework 
for addressing ethics, and software quality treatment of 
a software engineering code of ethics. Next, avenues 
and directions for future research are outlined, and 
finally, concluding remarks are given.

bACKGROUND

By viewing software engineering as a profession, we 
define ethics as a code of professional standards, con-
taining aspects of fairness and duty to the profession 
and the general public.

Since a software can either be a benefit or a hazard 
to its potential users, the issue of ethics in its engineer-
ing arises. Software failures (Sipior & Ward, 1998) 
that have led to loss of human life, rendered computer 
systems unusable, led to financial collapse, or caused 
major inconveniences are grim reminders of that.

In this article, we discuss the issue of ethics from the 
viewpoint of software product quality considerations 
in practice. There is an apparent symbiosis between 
ethics and quality. For example, the causes of the 
aforementioned failures were attributed to violations 
of one or more quality attributes such as reliability, 
safety, and so forth, and/or to lack of proper valida-
tion/verification of these.

Indeed, in the Software Engineering Body of Knowl-
edge (SWEBOK) (Abran, Moore, Bourque, & Dupuis, 
2001), ethics has been placed within the software 
quality “knowledge area.” The issue of information 
technology in general, and the role of quality in soft-
ware development in particular, have been addressed 
in (Reynolds, 2003; Tavani, 2004). Moreover, software 
quality is viewed as an ethical issue from a philosophical 
perspective (Peslak, 2004). However, these efforts are 
limited by one or more of the following issues: quality 
and ethics are often viewed as a tautology, treatment 
of software quality is at a very high level and often as 
a single entity, and there is lack of specific guidance 
for improvement of software quality within the domain 
of software ethics.

One way to enforce ethical standards in a soft-
ware project is by explicitly documenting the ethical 
expectations from stakeholders such as via a code of 
ethics. The Software Engineering Code of Ethics and 
Professional Practice (SECEPP) is a recommendation 
of the ACM/IEEE-CS Joint Task Force on Software 
Engineering Ethics and Professional Practices. SECEPP 
puts forth eight categories of principles decomposed 
further into clauses that software engineers should ad-
here to in teaching and practicing software engineering. 
However, these principles and associated clauses suffer 
from several issues (expounded in the next section): 
lack of separation (of concerns), recency, precision, 
completeness, reachability (to certain audience), and 
specificity, which makes their realization difficult. 
The relevance of SECEPP for practical purposes has 
been questioned (Qureshi, 2001), however the view is 
largely managerial rather than oriented towards the 
software product.
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ETHICS IN SOFTWARE ENGINEERING 
AND SOFTWARE PRODUCT QUALITY

For the purpose of this article, our understanding of the 
discussion on ethics in software engineering is based 
on the following interrelated hypothesis:

Hypothesis 1. Ethical behavior is dynamic, rather than 
static. Specifically, by appropriate means (such as code 
of ethics), ethical actions of software engineers could 
be regulated and with education even be instilled.

Hypothesis 2. Ethics is a “meta-concern” (Qureshi, 
2001) leading us to adoption of steps for software 
quality assurance and evaluation. Specifically, ethics 
and software quality are related by direct proportion-
ality, and so overall improvement in the quality of a 
software product leads to an improvement in ethical 
considerations related to that product.

A Theoretical Framework for Addressing 
Ethics from a Software Product Quality 
Perspective

In order to address the practicality of introducing the 
ethical dimension in software engineering, we first 
need a theoretical foundation. To do that, we separate 
the concerns involved as follows:

1. View ethics as a qualitative aspect and attempt to 
address it via quantitative means so as to mini-
mize the potential for heuristics and to make the 
evaluation repeatable.

2.  Select a theoretical basis for communication of 
information, and place ethics within its setting.

3. Address software product quality in a systematic 
and practical manner by means of adopting a 
quality model. In particular, select the quality 
model that separates internal and external quality 
attributes.

Using this as a basis, we propose a framework for 
ethics from the perspective of software product qual-
ity (see Table 1).

We now describe each of the components of the 
framework in detail.

Semiotic Levels

The first column of Table 1 states the semiotic levels. 
Semiotics (Stamper, 1992) is concerned with the use 
of symbols to convey knowledge. From a semiotics 
perspective, a representation can be viewed on six 
interrelated levels: physical, empirical, syntactic, se-
mantic, pragmatic, and social, each depending on the 
previous one in that order.

The physical level is concerned with the physical 
representation of signs in hardware and is not of direct 

Table 1. A framework for ethics in a semiotic approach to software product quality

Ethical 
Concern Software Product

Semiotic 
Level

Levels of Quality 
Attribute Example(s) of Quality Attributes Decision 

Support

Social

External: Tier 1 Credibility, Trust

Feasibility

External: Tier 2 Legality, Safety

External: Tier 3 Privacy, Security

Pragmatic
External: Tier 1 Accessibility, Maintainability, Usability

External: Tier 2 Interoperability, Portability, Reliability

Semantic Internal Completeness, Validity
Syntactic Internal Correctness
Empirical Internal Characters, Character Set
Physical Internal Hardware Characteristics



 

 

5 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage: www.igi-

global.com/chapter/ethics-software-engineering/13483

Related Content

Effects of Individual Trust in Broadcast Media and the Internet on Privacy-Risking Uses of E-Health:

An Expanded Analysis
E. Vance Wilson, David D. Dobrzykowskiand Joseph A. Cazier (2011). Pervasive Information Security and

Privacy Developments: Trends and Advancements  (pp. 90-104).

www.irma-international.org/chapter/effects-individual-trust-broadcast-media/45805

Hybrid Optimization and Deep Learning for Detecting Fraud Transactions in the Bank
Chandra Sekhar Kolliand Uma Devi T. (2022). International Journal of Information Security and Privacy (pp. 1-

20).

www.irma-international.org/article/hybrid-optimization-and-deep-learning-for-detecting-fraud-transactions-in-the-bank/300323

Integration of STEAM Education Supports the Future of Cybersecurity
Dana L. Smerda-Mason (2023). Handbook of Research on Current Trends in Cybersecurity and Educational

Technology (pp. 140-155).

www.irma-international.org/chapter/integration-of-steam-education-supports-the-future-of-cybersecurity/318725

i-2NIDS Novel Intelligent Intrusion Detection Approach for a Strong Network Security
Sabrine Ennaji, Nabil El Akkadand Khalid Haddouch (2023). International Journal of Information Security and

Privacy (pp. 1-17).

www.irma-international.org/article/i-2nids-novel-intelligent-intrusion-detection-approach-for-a-strong-network-security/317113

Cybersecurity Issues in the Middle East: Case Study of the Kingdom of Saudi Arabia
Ahmad Aljuryyed (2022). Cybersecurity Capabilities in Developing Nations and Its Impact on Global Security

(pp. 62-82).

www.irma-international.org/chapter/cybersecurity-issues-in-the-middle-east/296832

http://www.igi-global.com/chapter/ethics-software-engineering/13483
http://www.igi-global.com/chapter/ethics-software-engineering/13483
http://www.irma-international.org/chapter/effects-individual-trust-broadcast-media/45805
http://www.irma-international.org/article/hybrid-optimization-and-deep-learning-for-detecting-fraud-transactions-in-the-bank/300323
http://www.irma-international.org/chapter/integration-of-steam-education-supports-the-future-of-cybersecurity/318725
http://www.irma-international.org/article/i-2nids-novel-intelligent-intrusion-detection-approach-for-a-strong-network-security/317113
http://www.irma-international.org/chapter/cybersecurity-issues-in-the-middle-east/296832

