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ABSTRACT

Developing security systems to protect the storage systems are needed. The main objective of this paper is to
study the security of file storage server of an organization. Different kinds of security threats and a number of
security techniques used to protect information will be examined. Thus, in this paper, an assessment plan for
evaluating cyber security of local storage systems in organizations is proposed. The assessment model is based
on the idea of cyber security domains and risk matrix. The proposed assessment model has been implemented
on two prestigious and important organizations in the Kingdom of Bahrain. Storage systems of the assessed
organizations found to have cyber security risks of different scales. This conclusion gives certainty to the fact
that organizations are not capable of following the cyber security evolution and secure their storage systems
from cyber security vulnerabilities and breaches. Organizations with local storage systems can improve the

cyber security of their storage systems by applying certain techniques.
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INTRODUCTION

In the old days, organizations and enterprises
have had almost always a file server that is
located in a corner without being used because
employees were relying on their local disk
drives. Nowadays everything has changed and
storage systems are of high importance and of
different applications and formations. Storage
Systems is becoming a specialization by itself
and companies acquire hardware and software
storage specialists. The decision of choosing
a particular storage system over another for a
specific application and the way the system is
managed after commissioning is not straight
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forward and depends on a lot of factors one of
which is the cyber security which is the area of
research and concern in this paper.

Cyber Security of systems is becoming a
major issue worldwide and it is being discussed
on the highest level of decision makers. Hav-
ing this said, the security of important systems
which affects the performance of organizations
should be assessed and improved. One of these
systems is the storage system which has cur-
rently a lot of breaches and vulnerabilities in
most of the organizations. Some of those vul-
nerabilities are the lack of access control, weak
password policies and ineffective firewall rules.
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This study is motivated by the mentioned
factors to assess the traditional storage servers
from security point of view, and finds a solution
to the threats found. In addition, using cloud
storage services instead of the traditional storage
server is studied from cyber security point of
view as well. Amodel is proposed in conclusion
for organizations to consider.

The main objective of this paper to study
the security of file storage server of an organi-
zation. Different kinds of security threats and
anumber of security techniques used to protect
information will be examined. Thus, this paper
is to answer the following questions regarding
the cyber security of the current storage system:

1.  What are the current challenges in the cur-
rent locally hosted storage servers?

2. What are the security threats of storage
servers used in Bahrain?

3. What are the security techniques which
can mitigate these threats?

4. How the security techniques can be inte-
grated in a one secure system design?

The big transition which has happened in
the last decade from paperwork to electronic
work and from manual operations to automatic
is because ofthe heuristic magnificent develop-
mentin computerized systems. Nowadays, alot
of computerized systems and components are
a must for any organizational operations. Ex-
amples of such systems are: Databases Server,
Mail Server, Web Server and Storage Server.
Storage systems which are systems of interest
in the research of this paper are one of the most
important, if not the most, because the whole
datathatother systems are dependent onresides
init. For thisreason storage systems has evolved
rapidly in terms of storage medium, architecture,
communication protocols, encryption ...etc.

Storage systems attracted many authors;
they studied their evolution, types, features,
access techniques, and architecture (Richeard,
1977; Skondric, Konjicija, 2011; Tripathi,
Mishra, 2011;Peng, Zhu, Luo, 2012;).More-
over, securing the storage system is one of the
important issues which have been studied by

many researches, because of various security
attacks and threats (Richardson, 2010; Ateeq,
2012). Therefore, developing security systems
to protect the storage systems are needed. A
number of researchers have studied the security
of storage systems and they proposed differ-
ent solutions to solve the problems of secur-
ing storage systems (Miller, Long, Freeman,
Reed, 2001; Niu, et. al., 2007;Stanton,2004;
Xu, Jiang,2009).

In order to improve the security ofasystem,
we have to assess the current security system.
Stambulin2011(Stambul, 2011) has suggested
an assessment model for information security.
Authors concluded that the model they have
suggested can be used by organizations to as-
sess the level of maturity of the cyber security
framework of the organization. Another paper
(Vonsolms, Thomson, Maninjwa,2011) has sug-
gested a policy architecture that can be used for
complete control and better governance of cyber
security. In (Riedel, Kallahalla, Swaminathan,
2002), they proposed methodology for evaluat-
ing storage systems based upon certain cyber
security aspects is presented. For this reason,
two axes have been the basis of the evaluation:
performance axes and security axes.

Inthis study, the traditional storage systems
is assessed and audited from security point of
view, by identifying clearly the current security
threats and risks. After that, different techniques
and solutions which are needed to harden the
security of the server and close the vulnerabili-
ties available are studied.

STORAGE SYSTEMS
BACKGROUND

Storage in computer systems is normally re-
ferred to as a set of computer components and
media that forms a technology that is able to
keep digital data. This technology nowadays is
of different forms, one of which is a function-
ality form that is core in all of computerized
systems. All computer systems need to boot from
amemory into which the main boot program is
stored(Ahmadi, Maleki, 2010).
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