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ABSTRACT

This paper provides a literature review and survey of maturity and process capability models, Critical
Infrastructure Protection (CIP) tools and frameworks to identify strategies for assessing and measuring
resilience and risk management capabilities, with a specific focus on the electricity generating sector.
The focus is on the use of models such as CERT-RMM, and others, as a means of addressing challenges
associated with cyber security and risk management. Foundational concepts, terminology and definitions
are provided; examples of maturity and process capability models are presented and discussed, tools
that enable process capability and resilience are identified, including those specific to the electricity
generating sector. The evolution of models and how they have addressed challenges is presented, in ad-
dition to the characteristics and differences of models and the growth in domains where they can be used.
The benefits of the application of process capability and maturity models in maintaining and enhancing
resilience and cyber security protection is supported in this paper and recommendations for research
opportunities that may yield further insight and measurement capabilities are offered.
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INTRODUCTION
Motivation

The motivation for this paper is to achieve an en-
hanced understanding of the evolution of maturity
and process capability models, how they have
influenced organizations responsible for critical
infrastructure protection, and how they can serve
as a means for promoting and ensuring resilience.
This research was performed in the context of
models that could be used in the electricity gen-
eration sector, and specifically in preparation for
using the CERT-RMM model as means of evaluat-
ing maturity and process capabilities that would
promote cybersecurity protection, risk manage-
ment best practices, and service reliability. This
paper and associated research also serve as an
informational resource to both practitioners and
researchers in the area of resilience, maturity and
process capability models, critical infrastructure
protection methodologies and tools, cyber security
protection and information assurance.

Paper Organization

This paper is organized by first exploring the
evolution and current state of maturity and process
capability models, then addressing CIP tools and
frameworks as enablers of process capability and
resilience, followed by the application of process
capability models in the electricity generating
sector. It closes with conclusions and recom-
mendations for future research.

Concepts, Terms, and Definitions

Concepts, terms, and models introduced and dis-
cussed in this paper include capability, capability
maturity model, CERT-RMM, critical infrastruc-
ture, maturity, operational resilience, process,
process capability, and resilience. Definitions

for these are provided in the following section
to provide a foundation for the discussion and
review in this paper:

e  Capability: Capability is the degree to
which a process has been ingrained in the
way that work is defined, executed, and
managed, and where there is commitment
and consistency to performing the process
(Software Engineering Institute, 2010);

e  Capability Maturity Model: The
Capability Maturity Model is a model
from the Software Engineering Institute at
Carnegie-Mellon University that was in-
troduced as a means of providing a more
holistic assessment of a workgroup’s ca-
pability in the area of process assurance,
specifically relating to software develop-
ment and project management (Anderson,
2001);

e CERT-RMM: CERT-RMM (CERT
Resilience Management Model) was de-
veloped at Carnegie Mellon University as
part of the CERT program, and is a metrics
foundation and framework upon which to
evaluate organizations tasked with critical
infrastructure protection (Caralli, Allen,
Curtis, White, & Young, 2010);

e  C(ritical Infrastructure: Critical in-
frastructure as defined in Presidential
Decision Directive 63 (United States
White House, 1998) is the systems and as-
sets, both physical and cyber, so vital to the
nation that their incapacity or destruction
would have a debilitating impact on na-
tional security, national economic security,
and/or national public health and safety
(USA Patriot Act, 2001);

e  Maturity: Maturity denotes the stages of
growth or evolution (Nolan, 1973). A ma-
turity level is a well-defined evolutionary
plateau toward achieving a mature software
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