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ABSTRACT

Thispaper drawsupon Normal Accident Theory and the Theory of High Reliability Organizations
to examine the potential impacts of Information Technology being used as a target in terrorist
and other malicious attacks. The paper also argues that Information Technology can also be
used as a shield to prevent further attacks and mitigate their impact if they should occur. A
Target and Shield model is developed, which extends Normal Accident Theory to encompass
secondary effects, change and feedback loops to prevent future accidents. The Target and
Shield model is applied to the Y2K problem and the emerging threats and initiatives in the Post
9/11 environment.
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INTRODUCTION

In the Post 9/11 environment, Infor-
mation Technology (IT) Security has be-
come a growing issue. Throughout the
1990s, thefield of I T security faced awide
range of new challenges. Yourdon (2002)
placesthese challengesin three categories:

1. Moreorganizationsare dependent onthe
Internet for day-to-day operations.

2. Anincreasing number of computer sys-
tems, networks and databases make up
agloba IT infrastructure. Individuals, or-
ganizationsand nationsare“increasingly
‘wired,” increasingly automated andin-
creasingly dependent on highly reliable
computer systems.” (p. 96)

3. IT managers face more sophisticated
and malevolent forms of attackson these
systems. UnliketheY 2K problem, which
was the result of an innocent bad judg-
ment, “the disruptive shocks to our or-
ganizationsare no longer accidental, be-
nign or acts of nature; now they are de-
liberate and malevolent.” (p. 205)

Furthermore, | T-based systems may
not only bethetargetsthemselves, they may
be used as a weapon in attacks against
other key infrastructure systems (National
Research Council, 2002). Designing secure,
resilient systems in the face of these new
threats will be a major challenge for IT
managersin the next decade. Robust meth-
odologies will be needed to identify the
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sources of these threats, eliminate them if
possible, contain their impact if they do
materialize and prevent damagethey cause
from propagating further.

Asthe events of 9/11 illustrated, 1 T-
based threats are not the only source of
disasters, and | T-based systems not the only
target of malevolent individuals. However,
on 9/11, 1T-based systems were used to
mitigate theimpacts of the damage and, as
thisanalysiswill indicate, could have done
SO to an even greater extent with proper
design, implementation and training. This
analysiswill argue, therefore, that | T-based
systems are not only atarget, a source of
vulnerability, but that they also can be a
shield, a means of combating the threats
and mitigating the damage maliciousindi-
viduals are able to accomplish.

IT managers and educators, there-
fore, must face two new challenges:

1. How to design more secure, resilient | T-
based systems in the future

2. How to use IT to combat threats to I T-
based systems, as well as physical
threats

To address these two issues, this re-
searchwill develop a“ Tar get and Shield”
conceptual model of the sources; propaga-
tion and potential impacts of IT-related
threats; and the means by which IT can be
used to identify, eliminate and mitigate the
damages caused by other sources of
threats. The model will focus on:

1. how thecurrent IT infrastructure allows
for the propagation of | T-based threats;

2. means by which available IT tools can
help identify potential | T-based threats
and mitigate their impacts; and

3. means by which IT can be used to
counter physical attacks.

The Y2K problem and the informa-
tion technology implicationsof 9/11 will be
usedtoillustratetheanalysis. Implications
for managers planning future I T-based sys-
tems, aswell asfor educators, will emerge
from the anaysis.

The conceptual model will draw on
two theoretical perspectives, an extended
version of Perrow’s Normal Accident
Theory and the Theory of High Reliability
Organizations.

NORMALACCIDENT THEORY
ANDTHE THEORY OFHIGH
RELIABILITY ORGANIZATIONS

Normal Accident Theory arguesthat
characteristics of a system’s design make
it more or less prone to accidents. Acci-
dents are defined as “a failure in a sub-
system, or the system asawhole, that dam-
ages more than one unit and in doing so
disruptsthe ongoing or future output of the
system.” (Perrow, 1984, p. 66) Perrow
distinguishes between disastrous “acci-
dents,” which are system-wide and seri-
oudly impact the system’soverall function-
ing, and “incidents,” which involve single
failuresthat can be contained withinalim-
ited area and do not compromise the
system’soverdl functioning. Perrow argues
that no system can be designed to com-
pletely avoid incidents, but that inherent
qualities of the system determine how far
and how fast the damage will spread. Sys-
tems that are not designed to contain the
negativeimpact of incidentswill, therefore,
be subject to accidents in the course of
their normal functioning.

The first key characteristic of acci-
dent-prone systems is their complexity.
Normal Accident Theory argues that as
systems become more complex, they be-
come more accident prone. Normal Acci-
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