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INTRODUCTION

Today a significant amount of research has focused on
trying to apply the advances in information technology to
governmental services. One endeavor has been the at-
tempt to apply it to “electronic voting.” Unfortunately,
while questionable secure e-voting technology has been
widely deployed, the same cannot be said for crypto-
graphic based ones. There is one type of “voting” which
has received only limited attention concerning applying
these technology advances, the type of voting that takes
place within a legislative body. At first glance, it may not
appear difficult to institute electronic voting in a legisla-
ture, for it may seem that one only needs to apply the
traditional security mechanisms that are used to safe-
guard networked systems, but as we soon outline there
will be significant security risks associated with an elec-
tronic legislature. One of our concerns is that entities may
attempt to implement an electronic version of a legislature
without realizing all the risks and implementing all the
needed security mechanisms. In fact, there have been
occasional instances of some entities attempting to create
some electronic/digital form of legislature, for example
(Weidenbener, 2004).

In any legislative vote, the legislature’s ability to pass
or to not pass legislation should be interpreted as the
legislature deciding whether to “sign the proposal” into
“law.” Thus, “law” is a signature; anyone can verify that
a “proposal” is a “law” by applying the signature verifi-
cation procedure. As we move towards electronic appli-
cations of governmental services, it is only natural when
this is applied towards legislatures we will replace the
“written law” by a “digital signature” (here the use of the
term law can be replaced by any internal regulation and a
legislature by any regulatory body). The underlying as-
pect of the article is the security considerations that need
to be applied when this is implemented.

The question why consider an electronic legislature
is important. The fundamental reasons for applying today’s
information technology to government and its services

have always focused on that it would bring improved
services and allow greater accessibility of government to
its constituents. An electronic legislature would most
certainly improve the legislative service. It will allow for
the legislators to be mobile, they will no longer need to be
tied to the legislative house to provide representation.
Many industrial employers allow their workers to
telecommute to work, it is a realization by the employers
that these workers are valuable, as well as a recognition
that the workforce and the time constraints on the workforce
has changed. In many cases, without this option, these
workers may leave the workplace. This same reasoning of
a valued worker should be applied to our legislators.
Further, it does not make sense that today we would allow
a subset of the legislature to make and pass laws due to
absenteeism, especially in light that many of the required
mechanisms to bring about a mobile “electronic legisla-
ture” are available. One can argue that by allowing legis-
lators to occasionally telecommute will provide an im-
proved workforce (this argument is motivated by the same
reason that private industry utilizes “telecommuting”).
We also observe that an electronic legislature should
provide the constituents greater access to their legisla-
tors. A final argument for an electronic legislature is that
it will provide continuation of government in the case of
some drastic action like a terrorist attack. In the fall of 2001,
the legislative branch of the U.S. federal government came
under two attacks. The first attack was performed by Al
Qaeda operatives (who it is speculated intended to fly one
of the planes into the U.S. capital), and a second attack by
an unknown entity who contaminated parts of the U.S.
senate (and it offices) with anthrax spores. This second
attack was successful in that it denied the Senate the
ability to convene for several days. Although such
terrorist’s attacks on the legislative branch may appear
novel, at least in the U.S., such attacks have been precipi-
tated in other countries for some years (PBS, 2001). The
U.S. government has recognized the need to develop a
means for the continuity of government in the wake of
such disasters (Continuity of Government Commission,
2002), one such solution is to utilize an e-legislature.
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The concept, model, and a protocol for an e-legislature
was first described in Desmedt and King (1999). In Ghodosi
and Pieprzyk (2001), the authors described an alternative,
which required the use of a trusted administrator. Later in
Desmedt and King (2002), we pointed out the weaknesses
and disadvantages of the system in Ghodosi and Pieprzyk
(2001) and clarified some aspects of the protocol in
Desmedt and King (1999).

SECURITY CONCERNS

One reason to be concerned about the security of an
electronic legislature (e-legislature) is that one can “view”
the e-legislature as a “network.” Represent the legislators
as computers/hosts and their communications as the
network communications. All problems that affect a net-
work can affect an e-legislature; however there are several
more reasons to be concerned. First observe that as a “law
making body,” an e-legislature and the results derived
from its communications need to possess a high integrity.
In addition, the participation of members from the legisla-
tive body will dynamically vary from time-to-time. Further,
since the decisions made by the body (i.e., law) are
determined by some fixed percentage of those members
present/active, there will need to be some “transfer of
power” which allows this percentage of the legislators
present to pass legislation. For example, suppose that the
legislature makes decisions based on majority rules and
that the original legislature contains 50 members. Thus 26
legislators are required to approve a proposal into law.
Later we have seven legislators absent. At this time, 22
legislators are needed to pass legislation. Thus, there will
need to be some mechanism that allows the original body
to transfer signing power from the 50 to the 43 (so in the
latter case 22 can pass legislation). This in turn becomes
a great risk to the integrity of the legislature. The reason
is that a legislature is a political body and their members
will certainly act this way. The moment at which a transfers
needs to occur will be the moment when the risk to the
integrity of the legislature is the highest (unless mecha-
nisms are enacted to ensure the integrity).

THRESHOLD SIGNATURES

As we have described earlier the mechanism that is used
to pass a “law” is equivalent to creating a signature,
whereas the “legislature” will construct the signature.
This is done as a collective body. The first realization
question is “how do we model this construction” in an
electronic legislature. We could of course provide each
legislator with a public-key/private-key pair (Menezes,

van Oorschot, & Vanstone, 1996), and when a legislator
wishes to vote on a proposal they sign it. If enough
legislators sign the proposal then the proposal becomes
“law.” The problem is that this is unsuitable. First the
essence is that this system of law making is generated by
a “group-decision,” hence the signature should be a
signature created by a group and not individually signed.
There are several other reasons why it is not reasonable
to have each legislator individually sign, one is the pro-
cedure of verification. To verify that the proposal has
been passed one will need to verify each of the individual
signatures using each of the individual public-keys, and
then they will need to verify that a suitable number of
legislators have signed1. Since the verification of a law can
take place at various times by various parties, there would
be a need to “securely store this information concerning
who was present and how many.” This information would
need to be authenticated; hence some signature may need
to be applied. But no one party can sign this information
otherwise they would possess a power, concerning the
signature of proposals (making law), that others don’t
possess. Thus we need a signature created by a group to
authenticate this information, but we were trying to avoid
such a signature. Consequently, a signature created by a
group is required and so we should make the signature of
a proposal a “group generated signature” which is called
threshold signatures.

The next question would be “how do we generate this
signature generated by a group?” The solution is to use
a cryptographic tool called “threshold secret sharing.”2,

3 The tool is such that a distributor4 generates a single
“legislative signing key” and divides it into shares—one
for each of the legislators, so that any k of the legislators
can reconstruct the signing key5. Here k is the quorum
number. When a proposal is considered each of the n
legislators decide to vote on it. If they decide to vote
“yes” they create a partial signature by applying the
signature generation function with their share. This pro-
cess of using a threshold secret sharing scheme within a
signature scheme is called threshold signature sharing or
threshold signatures, for short.

Consider a legislative body P1,…,Pn. They each pos-
sess shares of the signing key, so they collectively
possess the signing power, for which when a proposal is
made this body has the power to sign it into law (as long
as a quorum of legislators are present). The number of
legislators present will vary from time to time. As long as
a quorum k exists (a pre agreed minimum number of
legislators needed to be present), a proposal can be
passed, according to some fixed percentage (threshold),
for simplicity we will assume a simple majority vote. i.e. a
kt out of nt vote where nt represents the number of legis-
lators present at  time t, and  kt = nt/2+1; and so we must
transfer from a k out of n vote to a kt out of nt vote.



 

 

4 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/securing-electronic-legislature-using-

threshold/11695

Related Content

Public Involvement in Public Administration in the Information Age: Speculations on the Effects

of Technology
John Clayton Thomas (2004). eTransformation in Governance: New Directions in Government and Politics

(pp. 67-84).

www.irma-international.org/chapter/public-involvement-public-administration-information/18623

A Heuristic Model to Implement Government-to-Government Projects
Luis Antonio Joia (2007). International Journal of Electronic Government Research (pp. 1-18).

www.irma-international.org/article/heuristic-model-implement-government-government/2024

Strategic Knowledge Management in Local Government
Ari-Veikko Anttiroiko (2002). Electronic Government: Design, Applications and Management  (pp. 268-298).

www.irma-international.org/chapter/strategic-knowledge-management-local-government/10005

Business Process Change in E-Government Projects: The Case of the Irish Land Registry
Aileen Kennedy, Joseph P. Coughlanand Carol Kelleher (2010). International Journal of Electronic

Government Research (pp. 9-22).

www.irma-international.org/article/business-process-change-government-projects/38961

The First Leg of E-Government Research: Domains and Application Areas 1998-2003
Kim Viborg Andersonand Helle Zinner Henriksen (2005). International Journal of Electronic Government

Research (pp. 26-44).

www.irma-international.org/article/first-leg-government-research/2007

http://www.igi-global.com/chapter/securing-electronic-legislature-using-threshold/11695
http://www.igi-global.com/chapter/securing-electronic-legislature-using-threshold/11695
http://www.irma-international.org/chapter/public-involvement-public-administration-information/18623
http://www.irma-international.org/article/heuristic-model-implement-government-government/2024
http://www.irma-international.org/chapter/strategic-knowledge-management-local-government/10005
http://www.irma-international.org/article/business-process-change-government-projects/38961
http://www.irma-international.org/article/first-leg-government-research/2007

