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INTRODUCTION

Ensuring security for its information systems, including
computers and networks, is a fundamental prerequisite for
a digital government to function to the expectation of its
people. The security problem can be “visualized” by
projecting it onto a three-level hierarchy: management
level, system level, and application and data level. The key
elements of information security include integrity, confi-
dentiality, availability, authentication and non-repudia-
tion, which have to be taken into account at different
levels within the hierarchy. Since there are specific ar-
ticles in this encyclopedia to address the security issues
at the lowest two levels, this article will focus on the
management level at the top level of the hierarchy.

At the management level, the main emphases are to
prevent security breaches from happening and to mini-
mize the impact when security events happen. The deci-
sion of security investment and deployment requires clear
identification of risks posed to the information systems
and feasible cost analyses. In addition, to ensure that the
investment and deployment are worthwhile, information
security policies and procedures have to be thoughtfully
devised and effectively enforced. Therefore, at the man-
agement level, risk assessment, cost analysis,
policymaking, procedure definition, and policy and
procedure enforcement have to be looked into.

RISK ASSESMENT

Risk assessment is a systematic approach to identify
critical risks, analyze the impacts of the risks and mitigate
them. With limited resources for putting in place a security
process, a digital government has to assess potential
risks to ensure that resources are deployed in an optimal
manner. Therefore, the following steps, namely risk iden-
tification, risk impact analysis and risk mitigation, have
to be taken.

Risk Identification: The objective of risk identifica-
tion is to delineate those risks that can have signifi-
cant impact on the functionality and credibility of
the digital government. Aspects to be looked into
include technical source of risks, procedural source
of risks and probability of security breach (Rajput,
2000).

Technical Source of Risks: Weaknesses and
limitations inherent in the employed tech-
niques, such as the encryption, firewall and so
forth, need to be identified. For example, as
computing power keeps increasing, the
strength of the data encryption standard (DES)
(Stallings, 1998), which has been in widespread
use for some 20 years, is pushed to its limit and
no longer deemed as secure for critical pro-
cesses.

Procedural Source of Risks: Procedural con-
trols in administration processes and system
access processes may also have some loop-
holes to be covered. Personal behavior and
organizational culture may also have influence
on procedure and practice.

Probability of Security Breach: Probability of
the occurrence of potential risks needs to be
studied so that risk impact can be objectively
analyzed. A model for calculating the probabil-
ity of a breach occurrence can be found in
Coleman (2003).

Risk Impact Analysis: With the potential risks
identified, impacts on the following aspects need to
be analyzed.

Credibility of the Government: “Visible” se-
curity breaches, physically significant or in-
significant, can harm the credibility of the
government and reduce its people’s confi-
dence in it. For example, the reputation of a
government’s ability to protect its information
or even its people may be compromised if the
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images of the national flag on its governmental
portals are replaced by its rival nation with the
images of the latter’s national flag.

*  Information Availability and Service Continu-
ity: 24-hours-a-day/7-days-a-week information
availability and service continuity are the key
requirements and characteristics that distin-
guish digital governments from traditional
governments. Unavailability and discontinu-
ity of information services will certainly have
prominent impact on the functionality of the
government, and therefore need to be ana-
lyzed.

. Risk Mitigation: Risk mitigation is the process of
using effective controls to minimize the impact of
the risks to an acceptable level. This process en-
ables the government to determine how much risk it
is prepared to take and to what extent its assets and
data should be protected. To mitigate the impacts of
the potential risks on the digital government, essen-
tial technological security controls need to be putin
place, and procedures and practice guidelines have
to be drawn up.

The level of acceptable security is determined by
weighing the probability of threat against the cost of
putting up resistance against the threat. Within the level
of acceptable security, identifying and attempting to
mitigate the risks with low probability of occurrence have
insignificant value. There is a wide spectrum of implica-
tions stemming from the need for risk mitigation, such as
cost, policy formulation or even cultural change among
the civil servants of the digital governments.

COST ANALYSIS

Effective security mechanisms require a process that
allows digital governments to determine informatively the
acceptable level of security within which risks are miti-
gated to aminimum. Once the security level is determined,
cost analysis aiming at reaching that level can then be
carried out. Cost analysis includes:

. Direct financial costs incurred by the acquisition or
lease of security assets and services, such as net-
work monitoring devices, firewalls, encrypting rout-
ers and lease of Virtual Private Network (VPN) ser-
vices. In addition to the hardware and software, a
department charged with the responsibility of en-
suring information security has to be established.
External or independent audits also have to be
involved regularly for reviewing the security prac-

tices and procedures, assessing unidentified risks,
and making recommendations and reports. These all
add up to a significant overhead.

. Indirect performance costs incurred by the incor-
poration of processes of authentication, adminis-
tration, encryption, integrity verification, policy en-
forcement and so forth. Some of these processes
will directly reduce the performance and efficiency
of'the IT systems. Some (e.g., policy enforcement,
security controls and security audit) may result in
rivalry between government agencies, which may
cause ill effect on the performance of the govern-
ment itself rather than on the information technol-
ogy (IT) systems.

POLICYMAKING

Security policy is a set of rules that regulate how a digital
government manages the risks and protects its data and
information systems. This has to take into account the
management, uses and distribution of'its information and
IT assets. Aspects to be looked at when formulating
security policies include:

. Standards: Any digital government committing to
information security needs to look for guidance to
achieve consistent, comprehensive and assessable
security. Several standards providing useful guid-
ance are now available. BS 7799/ISO 17799 (BS 7799
Part1,2000) is one of the most prominent standards.

. Data Classification: Over-protection might have
negative impact on the performance of the govern-
ment, while under-protection may compromise the
security. Data classification facilitates selective
security enforcement.

. Regulation of Use of Data and Assets: For example,
the use of live information for development and
testing should be prohibited and the use of sniffers
(i.e., software or devices monitoring data flowing
over networks) has to be regulated.

. Human Rights and Privacy: Regulations governing
the protection of human rights and privacy is the
part of a digital government’s commitment that has
to be addressed in the security policy.

. Response to Warnings: Digital government agen-
cies should set up pre-defined procedures and ac-
tions to take in response to security incidents of
different levels of security concerns or warnings
issued by security organizations, such as the Com-
puter Emergency Response Team (CERT), so that
the agencies could respond promptly.
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