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ABSTRACT

Quality assurance tasks such as testing, verification and validation, fault tolerance, and fault prediction
play a major role in software engineering activities. Fault prediction approaches are used when a soft-
ware company needs to deliver a finished product while it has limited time and budget for testing it. In
such cases, identifying and testing parts of the system that are more defect prone is reasonable. In fact,
prediction models are mainly used for improving software quality and exploiting available resources.
Software fault prediction is studied in this chapter based on different criteria that matters in this research
field. Usually, there are certain issues that need to be taken care of such as different machine-learning
techniques, artificial intelligence classifiers, variety of software metrics, distinctive performance evalu-
ation metrics, and some statistical analysis. In this chapter, the authors present a roadmap for those
researchers who are interested in working in this area. They illustrate problems along with objectives
related to each mentioned criterion, which could assist researchers to build the finest software fault
prediction model.

1. INTRODUCTION

Astoday’s software grow rapidly in size and com-
plexity, the prediction of software reliability plays
a crucial role in a software development process
(Catal, 2011). Software fault! is an error situation
of the software system. The explicit and potential
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violation of security policies at runtime causes
these faults because of wrong specification and in-
appropriate development of configuration (Dowd,
MC Donald, & Schuh, 2007). Early detection of
fault-prone software components could enable
verification experts to concentrate their time and
resources on the problematic areas of the system
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under development. In fact, when limited budget
and time do not allow for complete testing of an
entire system, software managers can use predic-
tors for software quality to focus on testing parts
of the system that seems to be defect prone. So the
defect prone trouble spots can then be examined
in more detail by model checking and intensive
testing. In fault prediction approaches, previous
reported faulty data with the help of distinct
metrics could identify the fault-prone modules.
Inaddition, important information about location,
number of faults and distribution of defects are
extracted to improve test efficiency and software
quality of the next version of the program. In other
word, fault prone modules can be identified prior
to system test by using these models. Application
of defect predictors in software developments
helps the managers allocate the resources such
as time and effort more efficiently. It would also
be cost effectively to test some certain section of
the code (Calikli, Tosun, Bener, & Celik, 2009).

Area of software fault prediction still poses
many challenges and unfortunately, none of the
techniques proposed within the last decade has
achieved widespread applicability in the software
industry due to several reasons including the lack
of software tools to automate this prediction pro-
cess, the unwillingness to collect the fault data,
and other practical problems (Catal, Sevim, &
Diri, 2009).

According to (Catal & Diri, 2009b), analyzing
and predicting defects are needed for three main
purposes, firstly, for assessing project progress
and plan defect detection activities for the project
manager. Secondly, for evaluating product quality
inorder to assess the finished product, and thirdly,
for improving capability and assessing process
performance for process management.

Any fault prediction model could be built based
on variety of learning methods, distinctive soft-
ware metrics, and different performance evaluation
metrics; each of them has its own challenges. We
should mention that the type of applications that
software metrics extracted from them could also

be varied. In this chapter, we reviewed all related
parameters to build a finest prediction model.
Although literature review paper (Catal, 2011)
and many systematic literature review papers
(Arisholm, Briand, & Johannessen, 2010; Catal &
Diri, 2009b; T. Hall, Beecham, Bowes, & Counsell,
2011; Radjenovic¢, Hericko, Torkar, & Zivkovié,
2013) are available, but to our knowledge none of
them has classified the fault prediction issues and
challenges as we have done here. Figure 1 shows
the overall structure of building any software fault
prediction model. All problems and objectives
related to each part of this diagram are discussed
and reviewed throughout this chapter.

Often, fault prediction approaches are most
suitable in less critical domains such as software
packages and telecommunication companies.
Anyhow, in limited time and budget and specially
for testing different versions of the software that
have been completely tested before, using software
prediction model would be a good choice. One of
the practical examples could be found in Chapter
24 entitled “Building Defect Prediction Models
in Practice”. Key questions and consequences
arising when establishing defect prediction in a
large software development project are answered
in the mentioned chapter.

This chapter is organized as follows: section
2 presents background of the problem. Section 3
describes different fault predictionissues. Related
works are presented in section 4. Section 5 presents
fault prediction challenges and finally section 6
is conclusion.

2. BACKGROUND OF THE PROBLEM

Testing is the most popular method for defect
detection in most of the software projects. How-
ever, when project’s sizes grow in terms of both
lines of code and effort spent, the task of testing
becomes more difficult and costly. According
to Bohem (1988), fault removal is considerably
less costly when performed in the design phase
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