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ABSTRACT

This chapter delineates the theory and practice of ethical big data mining for socio-economic develop-
ment in four parts. The first part enunciates the ethical role of big data mining for socio-economic de-
velopment by theorizing big data as a 20" Century phenomenon and its surging significance in the 21*
Century digital era. The second part elucidates ethical values relating to big data mining with particular
emphasis on the interplay of theory and practice. The third part connects classical theories of ethics to
propose a code of conduct that relates to core ethical values such as privacy, confidentiality, objectiv-
ity, transparency, conflict of interest, and common good. The fourth and final part identifies privacy as
a major challenge of ethical big data mining and postulates needed research directions. This chapter
also features a list of additional reading and big data terms with concise definitions explicating their
relevance to big data mining for socio-economic development.
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Big Data Dilemmas

These quotations signify words of wisdom that
explicate complex ethical issues surrounding big
data mining for socio-economic development and
its related research processes that enhance human
knowledge. While big data' may uncover patterns
of human behavior and help predict social, eco-
nomic and political trends, unethical use of big
data may disrupt the data mining landscape. For
instance, some corporations monopolize big data
for illicit profits and unscrupulous government
administrators may use big data to manipulate
their citizens’ rights to privacy to foster a digital
surveillance state.

From asocio-economic development perspec-
tive, people in all modern societies are surrounded
by big data surveillance with meticulously-
designed computer algorithms that sift through
big datatoreveal important insights about people,
products and perspectives. Ethical big data mining
has the unique potential to measure and monitor
trends that are critical for socio-economic de-
velopment. For instance, ethical big data mining
may include analyses of population census data to
identify low income regions that need economic
aid, insights into consumer behavior based on
web-browsing trails of online shopping trends,
warnings about natural disasters predicted by
weather sensor signals, studies to improve pub-
lic transit with global positioning system (GPS)
tracking, development of healthcare intervention
based on disease trends, and unification of social
network messages to predict changes in public
opinion, crime and job opportunities among other
indicators of socio-economic development.

A commitment to ethical values and best
practices sustains big data mining (Chhabra &
Rahman, 2011; Rahman, 2009a; 2009b; 2009c¢).
By situating big data mining within a larger intel-
lectual context of ethics, this chapter presents big
datadilemmas and analyzes the theory and practice
of ethical big data mining for socio-economic
development at the international level. Drawing
upon a meta-analysis of the theory and practice
of big data mining, this chapter delineates in four

parts some big data dilemmas for ethical big data
mining for socio-economic development.

The first part enunciates the ethical role of
big data mining for socio-economic develop-
ment by delineating the evolution of big data
as a 20™ century phenomenon and their surging
significance in the 21* century digital era. The
second part elucidates ethical values relating to
big data mining with particular emphasis on the
interplay of theory, concept and practice. The third
part connects classical theories of ethics with the
central purpose of big data mining to propose a
code of conduct for ethical big data mining. This
code of conduct relates to core ethical values such
as privacy, confidentiality, objectivity, transpar-
ency, conflict of interest, and common good.
The fourth and final part identifies privacy as a
major challenge of ethical big data mining and
postulates needed research directions by exploring
theoretically-grounded implications that advance
the field of ethical data mining. This chapter also
features a list of additional reading and big data
terms with concise definitions explicating their
relevance to big data mining for socio-economic
development.

INTRODUCTION

Empowered by big data applications, data miners
can now identify statistically significant trends
in human behavior, shopping habits and other
preferences. Big data are transforming data min-
ing research (Ratner, 2003; Koops, 2011; Boyd
& Crawford, 2012; Kundra, 2012; Oboler, Welsh,
& Cruz, 2012; Mohin, 2012). Big data mining
blends large, diverse, complex, longitudinal, and
distributed data sets generated from instruments,
sensors, Internet transactions, email, video, click
streams, and all other myriad sources (Bollier,
2010; Brynjolfsson et al., 2011; Franks, 2012;
Davis & Patterson, 2012). Big data originate
from “everywhere: sensors used to gather climate
information, posts to social media sites, digital
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