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Chapter  12

1. INTRODUCTION

An event is an occurrence within a computer 
system that converses with other systems or 
users. Computer and network systems contain 
event logs that holds enormous amount of data. 
These event logs hold records of any behaviors or 
actions a network device performs. Events may 
also involve illegal activities such as malicious 
attacks or unexpected data movement. The plan 
is to assemble these events and to examine their 

relationships with research and recording each 
activity into a knowledge database. This informa-
tion will help avoid further incidents or risks after 
events have occurred.

Event analytics is a complex scheme therefore 
we have created subcategories for our research. We 
divided this into four major components: computer 
event surveillance, computer event monitoring, 
computer event forensic and computer event se-
curity. In this paper, we have combined computer 
event surveillance and computer event monitoring 
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together and computer event forensic and com-
puter event security together shown on Figure 1. 
An extensive research was conducted throughout 
these subcategories. We have selected the articles 
written by professionals in their respected fields.

This paper will be divided into four sections: 
Section 2 will be on state of the arts, which is the 
highest level of development or technique at this 
time, a range or systems and techniques will be 
introduced here. Section 3 will be on existing 
systems and algorithms. The last section will then 
be the conclusion that will encapsulate our insights 
on what was useful and what we have learnt from 
this research.

2. THE STATE OF THE ARTS

This section covers the highest level of develop-
ment of computer analytics; it includes topics 
such as computer surveillance systems, computer 
forensic events, monitoring events and network 
events security related methodologies, which are 
currently being employed. This section contains up 
to date ideas and knowledge of computer analytics, 
which can help to make advancements in already 
existing methodologies.

2.1. Event Based Surveillance 
and Monitoring

In surveillance, events retrieved from video, 
audio and image sensors (Bolderheij, Absil, & 
Genderen, 2005; Gonzalez, 2007; Guennoun, 
Khattak, Kapralos, & El-Khatib, 2008; Bouhats, 
Marebati, & Mokhatr, 2007). The purpose does 
not focus mainly on event detection; instead 
it focuses more on the event itself. In order to 
improve unusual event detection, all events must 
be analyzed individually and categorized based 
on type. The events are stored in a database to 
compare relationships for future use, so it can 
be retrieved when needed. If all events that are 
recorded and examined are logged into a database 
it can be used as an event library.

By collecting these events we can examine 
the reasons of occurrence in which comparisons 
can be made so as to what events are normal and 
which ones are not. The application is very simi-
lar to youtube and is made to be used by anyone 
so using the application for the first time should 
be straight forward (Hameed & Abdullah, 2008; 
Hannemann, Donohue, & Dietz, 2007; Kieran & 
Yan, 2010).

Figure 1. Structure of event analytics



 

 

13 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/comprehensive-survey-event-analytics/75671

Related Content

Techniques for Analysis of Mobile Malware
Gopinath Palaniappan, Balaji Rajendran, S. Sangeethaand  NeelaNarayanan V (2019). Countering Cyber

Attacks and Preserving the Integrity and Availability of Critical Systems (pp. 193-210).

www.irma-international.org/chapter/techniques-for-analysis-of-mobile-malware/222224

A Novel Watermarking Scheme for Audio Data Stored in Third Party Servers
Fuhai Jia, Yanru Jia, Jing Liand Zhenghui Liu (2024). International Journal of Digital Crime and Forensics

(pp. 1-13).

www.irma-international.org/article/a-novel-watermarking-scheme-for-audio-data-stored-in-third-party-servers/340382

LUARM: An Audit Engine for Insider Misuse Detection
G. Magklaras, S. Furnelland M. Papadaki (2011). International Journal of Digital Crime and Forensics (pp.

37-49).

www.irma-international.org/article/luarm-audit-engine-insider-misuse/58407

On-Line Governance
Gráinne Kirwanand Andrew Power (2012). The Psychology of Cyber Crime: Concepts and Principles  (pp.

227-241).

www.irma-international.org/chapter/line-governance/60692

Insider Trading and Front Running as the Basis of Money Laundering: The Case of Pakistan
Tooba Akram, Muhammad Naveed, Suresh Ramakrishnanand Adnan Ali (2023). Theory and Practice of

Illegitimate Finance (pp. 68-83).

www.irma-international.org/chapter/insider-trading-and-front-running-as-the-basis-of-money-laundering/330624

http://www.igi-global.com/chapter/comprehensive-survey-event-analytics/75671
http://www.irma-international.org/chapter/techniques-for-analysis-of-mobile-malware/222224
http://www.irma-international.org/article/a-novel-watermarking-scheme-for-audio-data-stored-in-third-party-servers/340382
http://www.irma-international.org/article/luarm-audit-engine-insider-misuse/58407
http://www.irma-international.org/chapter/line-governance/60692
http://www.irma-international.org/chapter/insider-trading-and-front-running-as-the-basis-of-money-laundering/330624

