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ABSTRACT
Information infrastructures are an eclectic mix of open and closed networks,
private and public systems, the Internet, and government, military, and civilian
organisations. Significant efforts are required to provide infrastructure
protection, increase cooperation between sectors, and identify points of
responsibility. The threats to infrastructures are many and various, and are
increasing daily: information warfare, hackers, terrorists, criminals, activists,
and even competing organisations all pose significant threats that cannot be
sufficiently dealt with using the current infrastructure model.  We present a
National Information Infrastructure model that is based on defence against
threats such as information warfare.
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INTRODUCTION
Information technology has removed many of the traditional barriers that exist

between organisations, both nationally and internationally. As links are formed within
and between organisations, resources, services, and information are integrated into
infrastructures of interrelated, interoperable, and interconnected elements. These
infrastructures have rapidly grown to incorporate not only equipment and services,
but elements deemed critical for survival or necessary for national capability.

Information infrastructures have become necessary and vital elements for
nations worldwide, and are an eclectic mix of open and closed networks, private and
public systems, the Internet, and government, military, and civilian organisations.
They are important vehicles for the generation of wealth, and can influence the
power and capability not only of organisations, but also nations (Westwood, 1996).
However a problem with many infrastructures is that they are excessive, continually
growing, regularly reconfigured and reengineered, and lack suitable staff and
resources to oversee them (Brock, Jr., 2000). With the growing trend for private
ownership of critical infrastructure elements, responsibility shifts from government
to private organisations and raises issues of who is involved, what their responsibili-
ties and requirements are, and determining a focal point of authority for infrastructure
control (Cordesman, 2000; PCCIP, 1997b; Waltz, 1998).

Numerous countries have developed national information infrastructures to
reap the benefits they offer. However, with the growing demand on these infrastruc-
tures, along with the reliance and dependability on their operation, the threats and
vulnerabilities they face have also increased (Stagg & Warren, 2001). This requires
new methods of protection and security, especially when dealing with new and
emerging threats such as information warfare.

NATIONAL INFORMATION INFRASTRUCTURE
A National Information Infrastructure (NII) has been defined as a system of

high-speed telecommunications networks, databases, and advanced computer
systems that make electronic information widely available and accessible
(OMB, 1995). It has also been described as an inchoate, multidimensional
phenomenon, a turbulent and controversial mix of public policy, corporate
strategies, hardware and software that shapes the way consumers and citizens
use information and communications (Wilson, 1997).

Defining and describing an NII is no easy process. Wladkowski (1996)
describes an NII as a hierarchal structure with a base consisting of networks
belonging to the power industry, a middle level of networks belonging to the
telecommunications industry, and a high level of multiple networks involving
government, business, finance, transportation, emergency functions, and the military.
Garigue (1995) points out that with the introduction of such infrastructures, the strict



 

 

12 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/national-information-infrastructure-model-

information/7386

Related Content

Data Smog, Techno Creep and the Hobbling of the Cognitive Dimension
Peter R. Marksteiner (2009). Cyber Security and Global Information Assurance:

Threat Analysis and Response Solutions  (pp. 141-163).

www.irma-international.org/chapter/data-smog-techno-creep-hobbling/7414

Factors Impacting Behavioral Intention of Users to Adopt IoT In India: From

Security and Privacy Perspective
Sheshadri Chatterjee (2020). International Journal of Information Security and

Privacy (pp. 92-112).

www.irma-international.org/article/factors-impacting-behavioral-intention-of-users-to-adopt-iot-in-

india/262088

Does Gold React as a Safe Haven and Hedge for G7 Stock Markets?:

Comparative Assessment of the COVID-19 Pandemic vs. Global Financial

Crisis
Bassem Ghorbali, Kamel Naouiand Abdelkader Mohamed Sghaier Derbali (2024).

Blockchain Applications for Smart Contract Technologies (pp. 48-71).

www.irma-international.org/chapter/does-gold-react-as-a-safe-haven-and-hedge-for-g7-stock-

markets/344175

Intrusion Detection Algorithm for MANET
S. Srinivasanand S. P. Alampalayam (2013). Privacy Solutions and Security

Frameworks in Information Protection (pp. 163-176).

www.irma-international.org/chapter/intrusion-detection-algorithm-manet/72744

Ontology-Based Analysis of Cryptography Standards and Possibilities of

Their Harmonization
Alexey Y. Atiskov, Fedor A. Novikov, Ludmila N. Fedorchenko, Vladimir I.

Vorobievand Nickolay A. Moldovyan (2013). Theory and Practice of Cryptography

Solutions for Secure Information Systems (pp. 1-33).

www.irma-international.org/chapter/ontology-based-analysis-cryptography-standards/76509

http://www.igi-global.com/chapter/national-information-infrastructure-model-information/7386
http://www.igi-global.com/chapter/national-information-infrastructure-model-information/7386
http://www.igi-global.com/chapter/national-information-infrastructure-model-information/7386
http://www.irma-international.org/chapter/data-smog-techno-creep-hobbling/7414
http://www.irma-international.org/article/factors-impacting-behavioral-intention-of-users-to-adopt-iot-in-india/262088
http://www.irma-international.org/article/factors-impacting-behavioral-intention-of-users-to-adopt-iot-in-india/262088
http://www.irma-international.org/chapter/does-gold-react-as-a-safe-haven-and-hedge-for-g7-stock-markets/344175
http://www.irma-international.org/chapter/does-gold-react-as-a-safe-haven-and-hedge-for-g7-stock-markets/344175
http://www.irma-international.org/chapter/intrusion-detection-algorithm-manet/72744
http://www.irma-international.org/chapter/ontology-based-analysis-cryptography-standards/76509

