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ABSTRACT

Security is an important issue related to the storage and communication of data and information. In data and
information security, cryptography and steganography are two of the most common security techniques. On one
hand, there is cryptography, which is the secret communication between two parties by message scrambling
on the sender s side and message unscrambling on the receiver s side so that only the intended receiver gets
the secret message. Cryptography and cryptanalysis constitute cryptology (or crypto) while steganography
and steganalysis make up steganology (or stegano). This paper presents a comparative survey of various
cryptology and steganology techniques by analyzing and comparing different methodologies using a set of
predefined parameters. It also offers to the reader valuable knowledge on the state of the art techniques used
on cryptanalysis.
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INTRODUCTION

Cryptography is the secret communication
between two parties by message scrambling
on the sender’s side and message unscrambling
on the receiver’s side. An unintended inter-
ception of the message reveals a scrambled
message, which is useless to the attacker. If an
attacker undoes this process by unscrambling
the intercepted unintelligible message to get the
intelligible message, then we get cryptanalysis,
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which is the reverse engineering of cryptog-
raphy (Jacobs, 2011; Gebbie, 2002; Nguyen
& Stern, 2001; Cheddad, Condell, Curran,
& McKevitt, 2010; Nemati & Yang, 2011).
Cryptography and cryptanalysis both constitute
cryptology. Since cryptanalysis works against
cryptography, the second section of the paper
will look at cryptography, the third will focus
on cryptanalysis and the fourth will be on the
works of contemporary cryptologists.
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Basic Cryptology Concepts

Cryptography is the process where an individual
or party sends a message to another individual
or party in a scrambled unintelligible manner
such that only the intended party will get the
scrambled message, which will be unscrambled
to get the original message. The reverse engi-
neering of cryptography is known as cryptanaly-
sis. Cryptography and cryptanalysis together
constitute cryptology.

A cryptography system is known as a
cryptosystem, or a cipher. Any cryptosystem
must have a sender, plaintext, an enciphering
(encrypting) function, an enciphering (encrypt-
ing) key, an algorithm, ciphertext, a transmission
medium, a decrypting (deciphering) function,
a decrypting (deciphering) key and a receiver
(Figure 1).

Plaintextisthe original intelligible message
a sender sends to the receiver. In order to
scramble the plaintext to make it unintelligible
to the potential attacker, an algorithm, along
with a key, maps the plaintext to the unintelli-
gible message known as ciphertext. This plain-

Figure 1. A cryptosystem

Direction of communication

text to ciphertext scrambling is known as en-
ciphering. An algorithm is a mathematical
function that maps one message to another
message. A key is a variable that gives a unique
output map when used with an algorithm. In
enciphering, the function is referred to as an
enciphering function and the key is referred to
as an enciphering key. After encryption, the
ciphertext is sent through a transmission me-
dium to the receiver. When a receiver receives
the ciphertext, he reverses the encryption to get
the original plaintext. This reversing is referred
to as deciphering. A deciphering function and
adeciphering key are synonymous to their cor-
responding counterparts in encryption.

CRYPTOGRAPHY
Types of Cryptography

There are two types of cryptography: Symmetric
(private or secret) key cryptography and Asym-
metric (public or shared) key cryptography. In
symmetric key cryptography, the same key is
used to decryptand encrypt the message. While
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A cryptology system consisting
of the cryptography system
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and cryptanalysis system

Copyright © 2012, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



35 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/article/comparative-survey-cryptology-based-
methodologies/72722

Related Content

A Reliable Hybrid Blockchain-Based Authentication System for 10T Network
Ambika N. (2021). Revolutionary Applications of Blockchain-Enabled Privacy and
Access Control (pp. 219-233).
www.irma-international.org/chapter/a-reliable-hybrid-blockchain-based-authentication-system-
for-iot-network/274705

The Sense of Security and Trust

Yuko Murayama, Carl Hauser, Natsuko Hikageand Basabi Chakraborty (2009).
Handbook of Research on Social and Organizational Liabilities in Information Security
(pp. 493-502).

www.irma-international.org/chapter/sense-security-trust/21359

Exploring the Roles of Police Leaders in Countries in Transition
Gerald Dapaah Gyamfi (2020). International Journal of Risk and Contingency
Management (pp. 1-17).
www.irma-international.org/article/exploring-the-roles-of-police-leaders-in-countries-in-
transition/261205

Building a Trusted Environment for Security Applications

Giovanni Cabiddu, Antonio Lioyand Gianluca Ramunno (2013). Theory and Practice
of Cryptography Solutions for Secure Information Systems (pp. 334-360).
www.irma-international.org/chapter/building-trusted-environment-security-applications/76522

Security Policies and Procedures
Yvette Ghormley (2009). Handbook of Research on Information Security and
Assurance (pp. 320-330).

www.irma-international.org/chapter/security-policies-procedures/20661



http://www.igi-global.com/article/comparative-survey-cryptology-based-methodologies/72722
http://www.igi-global.com/article/comparative-survey-cryptology-based-methodologies/72722
http://www.igi-global.com/article/comparative-survey-cryptology-based-methodologies/72722
http://www.irma-international.org/chapter/a-reliable-hybrid-blockchain-based-authentication-system-for-iot-network/274705
http://www.irma-international.org/chapter/a-reliable-hybrid-blockchain-based-authentication-system-for-iot-network/274705
http://www.irma-international.org/chapter/sense-security-trust/21359
http://www.irma-international.org/article/exploring-the-roles-of-police-leaders-in-countries-in-transition/261205
http://www.irma-international.org/article/exploring-the-roles-of-police-leaders-in-countries-in-transition/261205
http://www.irma-international.org/chapter/building-trusted-environment-security-applications/76522
http://www.irma-international.org/chapter/security-policies-procedures/20661

