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ABSTRACT

While literatures on women in technology and women in the military are well-developed, the field of
cybersecurity has yet to be addressed within either of them. Therefore, this analysis charts a typology
of work in global ICTs, an “information hierarchy,” and explores the presence and contributions of
women at multiple levels. It identifies selected jobs for women in cybersecurity as illustrations of these
dynamics. This starts with “networkers” at the top. the infoczars who lead the nation's agencies for
military and information security, and engineers who design the military technology systems. In the
middle “networked” level, this includes cyber spies (posing from their homes as Al Qaeda militants
on the internet) and customer service workers (enforcing US homeland security on the phone with the
public). At the bottom, it includes “switched off” workers: flight attendants and transit screeners, who
use security information embedded in computers for the surveillance of people’s bodies. This chapter
takes focus on the middle level of the hierarchy in particular. The discussion considers the transforma-
tions women make in this field, as well as their political tradeoffs in supporting US political campaigns
in the Global South.
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The Case of the U.S. Mother / Cyberspy / Undercover Iraqi Militant

INTRODUCTION

Women are not thought of very often when it
comes to the front lines of cyber security and the
war on terror. However, women are playing key
roles in a variety of different settings where they
use advanced technical equipment and sometimes
risk their lives. These women may not be the insti-
gators or chiefs of the war on terror, but they are
often responsible for carrying out the everyday
tasks which support the U.S. administration’s
campaigns.

Shannen Rossmiller, as a prime example, is
the homemaker-cyberspy who has become one
of the FBI’s first and most accomplished cyber
counter-terrorists. She is just one sign of under-
lying shifts in the global economy which have
opened doors for women in the work of security
and military technology. Cybersecurity is the new
field that has been generated by a convergence of
spheres: the integration of information technology
into the military, and the diffusion of militarism
throughout the information society. With this
process, the work of fighting “terrorists” is done
in everyday life — especially where women are.
It is done in transportation, service industries,
and even people’s homes. This process has also
been transnational, as US women interact online
with political actors in the Middle East, and as
the outsourcing of ICT work incorporates women
in the Global South in security campaigns for
the Global North. As a networked employee in
the information hierarchy, Rossmiller represents
women’s agency in using the virtual to participate
in counter-intelligence work.

LITERATURE REVIEW
The Dawn of Cybersecurity

War is going cyber. ICTs are being integrated into
many aspects of military staging (Latham 2003;
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Osler and Hollis 2001). This encompasses a wide
range of activities, from the use of physical mili-
tary force to control media and communication
outlets, to the manipulation of information for war
propaganda, to the infiltration of online networks
and databases for the purposes of disruption or
theft, and the use of ICTs to coordinate political
actors who are geographically dispersed.

In the US context, the technology agenda has
hadalong history inmilitary institutions. However,
several circumstances have changed its path and
vigor in the twenty-first century.

First is the sudden expansion of the ICT sector
through the internet, satellite and mobile phone
communications, and computer technology. Sec-
ond is 9/11, an era which ushered in a heightened
military drive by the US administration in its
war on terror. Third is the Obama administration
which has favored science and technology as key
features of governance, unlike its predecessors.
Just in time: attempts to infiltrate government’s
networks have multiplied exponentially in the last
few years, with thousands of episodes a day. In
turn, there is a “heightened awareness across the
military that it must treat the threat of a computer
attack as seriously as it does an attack carried by
a bomber or combat brigade. There is hardly an
American military unit or headquarters that has
not been ordered to analyze the risk of cyberat-
tacks to its mission —and to train to counter them”
(Kilgannon and Cohen 2009, A14).

Cybersecurity is the military’s response to
cyberwar. It involves using technology to protect
military activities and installations, and the use
of the military to protect information and data.
While the term is often used in a limited sense
to describe the act of securing of online data, I
use it in a much broader manner to describe the
variety of ways in which militarism, security,
information, and technology are intertwined in
the configuration of new jobs. I’ll return to this
later, but first let me turn to the issue of gender.
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