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ABSTRACT

The purpose of this chapter is to discuss regulation of cybercafés in Nigeria. It describes cyber crime
in relation to cybercafé, the incidents of cybercrime as well as crime associated with cyber usage. The
chapter reveals why cybercafés are used as havens for cybercrimes in Nigeria and looks at efforts made by
Nigerian government to regulate cybercafé as well as challenges of regulating cybercafés in the country.

INTRODUCTION

Cybercafé which is also known as Internet café
is a place where people can get connected to/ac-
cess the internet. Modern cybercafés also have
wireless connection in their local area (LAN),
where people can bring their own lap tops and
get connected to the internet by paying a small
fee. (Google, 2007).

InNigeria, cybercafés have become an integral
part ofthe business, and social environment. They
appeared as a result of the introduction of the
internet which gave rise to the widespread use of
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instant electronic communication among people,
irrespective of their location. Cybercafés have
developed to a booming business as the internet
has been found to be useful for business trans-
action, education, entertainment and everyday
communication. As aresult of this, cybercafés are
springing up in major cities in Nigeria in order to
meet the needs of members of the society. Also
cybercafés have become a hit in Nigeria because
of limited telecommunication infrastructure in
the country. (Tiemo & Iyoha, 2008).

Cybercafés are setup in order for entrepreneurs
to make money and to enable their clients access
the Net. Ayatokun (2006) pointed out that con-
venience associated with information technology
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(IT)and the internetis now being exploited to serve
criminal purposes. Also, Emiri (2008) observed
that information technology is a double edged
sword, which can be used for destructive purposes
as well as constructive work. Thus cybercafés
can be used by cyber criminals to launch attacks
on individuals and organisations. Criminals can
explore the anonymity provided by cybercafés
to commit cyber defamation, terrorism, hacking,
etc. (Adomi, 2008).

In order to stem the incidents of crimes com-
mitted in cybercafés, the Nigerian Government
has taken some steps to regulate the operations
of cybercafés in the country. One of such was
the recent enactment of the “Advance Fee Fraud
and other Related Offences Act, 2006”. These
measures have been taken in order to help correct
negative international image which cyber crimes
have brought to the country. There are some chal-
lenges facing these laudable Government efforts
at present.

The purpose of this chapter is to explore the
cybercafé regulatory efforts of Nigerian Govern-
ment. [tdwells on incidents of cybercrime; crimes
associated with cybercafé usage, why cybercafés
are used as havens for cybercrime in Nigeria;
government efforts to regulate cybercrime in cy-
bercafés; challenges of regulating cybercafés and
future trends of control of cybercafés in Nigeria.

BACKGROUND

A cybercafé is a general place where people can
access the internet for a fee. A cybercafé is a place
where people can get connected to the internet by
using publicly accessible computer. It could have
10 or more computers for clients, devices (print-
ers, scanners, routes etc) and a server used for a
remote administration and which share common
resources. (Ajewole, 2008)

Cybercafé could be described as a virtual
market where all kinds of business transactions
take place. Adomi, Okiy and Ruteyan, (2003)
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define cybercafés as places where entrepreneurs
provide internet public access services for a fee.
They have been variously described as places
where people of diverse culture and characters
meet and engages in internet surfing and e- com-
munication. There is proliferation of cybercafés
especially in developing countries because of two
strong drives: because people want to make money
by opening/operating cybercafés and many users
want to surfthe internet which offer easy access to
newsreports, chatrooms, pornography, gambling,
exchange of letters and so forth (Igun, 2008).
Cybercafé play an important role in accessing
information and communication technology (ICT)
particularly in region of economic deprivation or
low infrastructural development (Adomi, Okiy
& Ruteyan, 2003; Mutala, 2003; Adomi, 2008).

Regulation according to the Hornby, (2000) is
an official rule made by a government or some
other authority. The rules, laws and acts enacted
by government in order to regulate the behaviour
and activities of individuals and organizations are
regulations.

Cyber crime has to do with unlawful conduct
carried out with the use of computers, electronic
and ancillary devices. It involves disruption of
network traffic: denial of service attacks/e-mail
bombing, creation/distribution of viruses, identity
theft, cyber stalking, cyber squatting, pornogra-
phy, extortion, fraud and impersonation. (Adomi
& Igun, 2007).

Activities of cyber crime include abuse of credit
cards, pornography, cyberspying, cyber stalking,
spamming, hate crime, solicitation, cyberpiracy,
money laundering and bribery. In spite of the
fact that cyber crime is a criminal activity, a lot
of jurisdictions have been faced with challenges
in resolving litigation arising; in this context,
of the activities surrounding cyber crime. Such
challenges which involves identifying the origin
of the crime/location of the offenders, requires
active laws to be applied in trying the offender
among others. Cyber crimes are, to a great extent,
committed in cybercafés and this occurs both in
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