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Chapter I

An Introduction to
Biometrics Image

Discrimination (BID)

ABSTRACT
In this chapter, we briefly introduce biometrics image discrimination (BID) technologies.
First, we define and describe types of biometrics and biometrics technologies. Then,
some applications of biometrics are given. The next section discusses biometrics
systems and discrimination technologies, followed by a definition of BID technologies.
The history and development of BID technologies is offered, and an overview and
taxonomy of appearance-based BID technologies, respectively, is provided. Finally,
the last section highlights each chapter of this book.

DEFINITION OF
BIOMETRICS TECHNOLOGIES

Biometrics image discrimination (BID) is a field of biometrics, the statistical analysis
of biological characteristics. A common interest in biometrics is technologies that
automatically recognize or verify individual identities using a measurable physiological
or behavioral characteristic (Jain, Bolle, & Pankanti, 1999; Zhang, 2000a, 2000b). Physi-
ological characteristics might include facial features, thermal emissions, features of the
eye (e.g., retina and iris), fingerprints, palmprints, hand geometry, skin pores or veins
in the wrists or hand. Behavioral characteristics include activities and their artefacts,
such as handwritten signatures, keystrokes or typing, voiceprints, gaits and gestures.
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Biometrics lays the foundation for an extensive array of highly secure authentica-
tion and reliable personal verification (or identification) solutions. The first commercial
biometrics system, Identimat, was developed in the 1970s as part of an employee time
clock at Shearson Hamill, a Wall Street investment firm (Miller, 1994). It measured the
shape of the hand and the lengths of the fingers. At the same time, fingerprint-based
automatic checking systems were widely used in law enforcement by the FBI and by
United States (U.S.) government departments. Advances in hardware, such as faster
processing power and greater memory capacity, made biometrics more viable. Since the
1990s, iris, retina, face, voice, palmprint, signature and DNA technologies have joined
the biometrics family (Jain, Bolle, & Pankanti, 1999; Zhang, 2000b).

Rapid progress in electronics and Internet commerce has made more urgent need
for secure transaction processing using biometrics technology. After the September 11,
2001 (9/11) terrorist attacks, the interest in biometrics-based security solutions and
applications increased dramatically, especially in the need to identify individuals in
crowds. Some airlines have implemented iris recognition technology in airplane control
rooms to prevent entry by unauthorized persons. In 2004, all Australian international
airports will implement passports using face recognition technology for airline crews,
and this will eventually become available to all Australian passport holders (Zhang,
2004). As the costs, opportunities and threats of security breaches and transaction fraud
increase, so does the need for highly secure identification and personal verification
technologies.

The major biometrics technologies involve finger scan, voice scan, facial scan, palm
scan, iris scan and signature scan, as well as integrated authentication technologies
(Zhang, 2002a).

Finger-Scan Technology
Finger-scan biometrics is based on the distinctive characteristics of a human

fingerprint. A fingerprint image is read from a capture device, the features are extracted
from the image and a template is created. If appropriate precautions are followed, the
result is a very accurate means of authentication. Fingerprint matching techniques can
be placed into two categories: minutiae-based and correlation-based. Minutiae-based
techniques first find minutiae points and then map their relative placements on the finger.
However, there are some difficulties with this approach when the fingerprint image is of
a low quality, because accurate extraction of minutiae points is difficult. Nor does this
method take into account the global pattern of ridges and furrows. Correlation-based
methods are able to overcome the problems of a minutiae-based approach. However,
correlation-based techniques require the precise location of a registration point and are
affected by image translation and rotation. Fingerprint verification may be a good choice
for in-house systems that operate in a controlled environment, where users can be given
adequate training. It is not surprising that the workstation access application area seems
to be based almost exclusively on fingerprints, due to the relatively low cost, small size
and ease of integration of fingerprint authentication devices.

Voice-Scan Technology
Of all the human traits used in biometrics, the one that humans learn to recognize

first is the voice. Speech recognition systems can be divided into two categories: text-



 

 

17 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/introduction-biometrics-image-

discrimination-bid/5917

Related Content

Design and Early Simulations of Next Generation Intelligent Energy Systems
Rafik Fainti, Antonia Nasiakou, Eleftherios Tsoukalasand Manolis Vavalis (2014).

International Journal of Monitoring and Surveillance Technologies Research (pp. 58-

82).

www.irma-international.org/article/design-and-early-simulations-of-next-generation-intelligent-

energy-systems/123955

Metamorphic Relations Based Test Oracles for Image Processing

Applications
Tahir Jameel, Mengxiang Linand Liu Chao (2017). Biometrics: Concepts,

Methodologies, Tools, and Applications  (pp. 892-906).

www.irma-international.org/chapter/metamorphic-relations-based-test-oracles-for-image-

processing-applications/164632

Secure Face Recognition for Mobile Applications
Brian C. Lovelland Daniel F. Smith (2014). Face Recognition in Adverse Conditions

(pp. 359-386).

www.irma-international.org/chapter/secure-face-recognition-for-mobile-applications/106991

On Visual Information Retrieval Using Multiresolution Techniques for Web

Usage Mining Applications
Prashant Srivastavaand Ashish Khare (2017). Biometrics: Concepts, Methodologies,

Tools, and Applications  (pp. 710-736).

www.irma-international.org/chapter/on-visual-information-retrieval-using-multiresolution-

techniques-for-web-usage-mining-applications/164625

A Novel Hybrid Cyber Range for Security Exercises on Cyber-Physical

Systems
Bil Hallaq, Andrew Nicholson, Richard Smith, Leandros Maglaras, Allan Cook, Helge

Janickeand Kevin Jones (2021). International Journal of Smart Security Technologies

(pp. 16-34).

www.irma-international.org/article/a-novel-hybrid-cyber-range-for-security-exercises-on-cyber-

physical-systems/272099

http://www.igi-global.com/chapter/introduction-biometrics-image-discrimination-bid/5917
http://www.igi-global.com/chapter/introduction-biometrics-image-discrimination-bid/5917
http://www.igi-global.com/chapter/introduction-biometrics-image-discrimination-bid/5917
http://www.irma-international.org/article/design-and-early-simulations-of-next-generation-intelligent-energy-systems/123955
http://www.irma-international.org/article/design-and-early-simulations-of-next-generation-intelligent-energy-systems/123955
http://www.irma-international.org/chapter/metamorphic-relations-based-test-oracles-for-image-processing-applications/164632
http://www.irma-international.org/chapter/metamorphic-relations-based-test-oracles-for-image-processing-applications/164632
http://www.irma-international.org/chapter/secure-face-recognition-for-mobile-applications/106991
http://www.irma-international.org/chapter/on-visual-information-retrieval-using-multiresolution-techniques-for-web-usage-mining-applications/164625
http://www.irma-international.org/chapter/on-visual-information-retrieval-using-multiresolution-techniques-for-web-usage-mining-applications/164625
http://www.irma-international.org/article/a-novel-hybrid-cyber-range-for-security-exercises-on-cyber-physical-systems/272099
http://www.irma-international.org/article/a-novel-hybrid-cyber-range-for-security-exercises-on-cyber-physical-systems/272099

