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INTRODUCTION

Increasing numbers of organizations are operating 
multi-nationally, if not globally. Some of these 
organizations employ workers in locations across 
the globe; others serve global markets. In either 
case, these organizations face unique challenges 

implementing information policy – their stated 
goals and procedures for managing and securing 
internal and external information and the systems 
for storing, transferring, and processing that infor-
mation. While information security policy deals 
with every aspect of protecting information, one of 
the most vulnerable areas of information security 
is the unethical decisions made by agents of an 
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organization who were trusted to act otherwise, 
such as employees and sometimes customers. In 
information security, this is known as the insider 
threat. Sometimes information security challenges 
stem from conflicting technological standards, 
but more often are due to a lack of awareness 
of different ethical and social norms from one 
location to another (Lu, Rose, & Blodgett, 1999; 
Volkema, 2004). For multi-national companies, 
cultural differences could be a relevant factor 
when considering insider threats and information 
security policy.

The importance of both cultural differences 
and ethical attitudes for information security was 
recently recognized by world organizations as be-
ing highly influential for maintaining information 
security. Recently, the United Nations Education, 
Science, and Cultural Organization (UNESCO) 
has taken as a priority the discussion of what it 
calls “info-ethics” and the challenges of under-
standing ethical technology use in different regions 
of the world, such as Africa, Latin America, and 
Europe (http://www.unesco.org/webworld). A 
prominent example is the copying of software 
outside of licensing agreements, which in some 
cultures is not seen as unethical, but in others is 
deemed unethical and illegal. Another example 
shows that married couples and members of col-
lectivist communities such as Australian aboriginal 
groups routinely share confidential passwords 
and personal identification numbers (PINs), de-
spite bank warnings that such information must 
be kept private (Singh, Cabraal, Demosthenous, 
Astbrink, & Furlong, 2007). A third example is 
the Maori people of New Zealand. The Maori 
have the concept of kaitiakitanga—guardian-
ship and care of data about Maori. Kaitiakitanga 
introduces the concept of tiaki. Tiaki means to 
look after and guard, wherein, the emphasis is 
placed on collective ownership in order to serve 
purposes of improvement and benefit for all 
first and foremost. For the Maori, rights of data 
ownership and intellectual property are subsets, 
not supersets, of the broader ethic of collective 

ownership (Kamira, 2007). Cultural differences 
do not just span countries. Take, for example, the 
conflicting records management practices in the 
United States with so-called “sunshine laws”. 
Florida and Ohio (Sitton, 2006) mandate open 
access to records that contain personally identify-
ing information, compared to states such as Texas 
and Iowa that more tightly control government 
records disclosure.

Laws come from ethics, not the other way 
around. Cultural norms and laws of a country 
co-evolve; they influence each other, and both are 
intimately reflective of the relevant ethics. It is 
our belief however, that while organizations must 
take local laws into account when formulating 
and implementing information security policies, 
they do not always take into account local cultural 
differences. This is problematic. Understanding 
laws is only part of the picture; understanding 
cultural differences is a critical piece of the puzzle. 
Because the internet operates as one, large and 
globally interconnected system, the information 
security practices in one country have implica-
tions worldwide. When cultural norms conflict, 
or are misunderstood, it is difficult to guarantee 
that information security policies generated in the 
context of a given cultural norm (such as in the 
United States) will be effective elsewhere.

Organizations crossing boundaries must not 
only be sensitive to local laws, but must institute 
policies that will allow them to successfully in-
terface with local populations. Often laws alone 
cannot help organizations shape these policies and 
identify differences, but a better understanding of 
the needs and expectations of users (internal, such 
as employees, and external, such as customers) 
might provide needed insight (Mitrakas, 2006; Sit-
ton, 2006). The significance of this research then 
is based on the premise that organizations will be 
able to better formulate information security poli-
cies given enhanced understanding of differences 
in cultural norms specific to information security.

In most organizations - commercial, private, or 
public - information security policy is a necessity. 



 

 

24 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/international-ethical-attitudes-behaviors/46341

Related Content

Protecting ASP.NET Web Services
Konstantin Beznosov (2008). Securing Web Services: Practical Usage of Standards and Specifications

(pp. 206-227).

www.irma-international.org/chapter/protecting-asp-net-web-services/28520

Analysis of the European ICT Competence Frameworks
Luis Fernández Sanz, Josefa Gómez-Pérezand Ana Castillo-Martinez (2018). Multidisciplinary

Perspectives on Human Capital and Information Technology Professionals (pp. 225-245).

www.irma-international.org/chapter/analysis-of-the-european-ict-competence-frameworks/198259

Issues, Controversies, and Problems of Cybercafés Located in a University Campus
Henrietta O.C. Otokuneforand Hudron K. Kari (2008). Security and Software for Cybercafes (pp. 62-83).

www.irma-international.org/chapter/issues-controversies-problems-cybercafés-located/28530

An Effective Intrusion Detection System Using Homogeneous Ensemble Techniques
Faheem Syeed Masoodi, Iram Abrarand Alwi M. Bamhdi (2022). International Journal of Information

Security and Privacy (pp. 1-18).

www.irma-international.org/article/an-effective-intrusion-detection-system-using-homogeneous-ensemble-

techniques/285018

A Confidence Interval Based Filtering Against DDoS Attack in Cloud Environment: A Confidence

Interval Against DDoS Attack in the Cloud
Mohamed Haddadiand Rachid Beghdad (2020). International Journal of Information Security and Privacy

(pp. 42-56).

www.irma-international.org/article/a-confidence-interval-based-filtering-against-ddos-attack-in-cloud-environment/262085

http://www.igi-global.com/chapter/international-ethical-attitudes-behaviors/46341
http://www.irma-international.org/chapter/protecting-asp-net-web-services/28520
http://www.irma-international.org/chapter/analysis-of-the-european-ict-competence-frameworks/198259
http://www.irma-international.org/chapter/issues-controversies-problems-cybercaf�s-located/28530
http://www.irma-international.org/article/an-effective-intrusion-detection-system-using-homogeneous-ensemble-techniques/285018
http://www.irma-international.org/article/an-effective-intrusion-detection-system-using-homogeneous-ensemble-techniques/285018
http://www.irma-international.org/article/a-confidence-interval-based-filtering-against-ddos-attack-in-cloud-environment/262085

