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INTRODUCTION

The 9/11 attacks on the World Trade Center and 
Pentagon and the subsequent terrorist actions 
in Madrid and London provided the catalyst 
for a surge of border security initiatives in the 
United States (US) and the European Union (EU). 
Deployment of a variety of “state of-the-art” 
state-of-the-art information and communication 

technologies (ICTs) has been at the heart of this 
border work. At least two trends characterize this 
policy preference for increasingly relying on ICT-
related border controls. First, myriad surveillance 
initiatives have been implemented or proposed to 
fortify or “harden” the various manifestations of 
the traditional border. For example, the US gov-
ernment’s ongoing Secure Border Initiative seeks 
to build a network of “next generation” detection 
technologies (e.g., sensors, cameras, radars and 
unmanned aerial vehicles) along the nation’s 
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southwestern border to deter or help detain illicit 
border crossers. In the EU context, the Spanish 
government’s Integrated System of External Sur-
veillance, a maritime border surveillance system 
that deploys a combination of fixed and mobile 
detection technologies, also exemplifies this trend.

Second, and more innovatively, a plethora of 
other surveillance initiatives are involved in the 
creation of new frontiers away from the traditional 
boundary. More specifically, these initiatives 
“push out” from the edges of the territory by de-
ploying anticipatory measures aimed at extensive 
“pre-inspection” and sorting of individuals, goods 
and conveyances. In the US context, pre-screening 
initiatives such as the Secure Electronic Networks 
for Travelers’ Rapid Inspection Program (SEN-
TRI), the Free and Secure Trade Program (FAST) 
and the US Visitor and Immigrant Status Indicator 
Technology Program (US-VISIT) illustrate this 
trend. These programs use a combination of data-
base and biometric technologies to both pre-screen 
and verify the identity of in-bound travelers. In 
February 2008, the European Commission called 
for the deployment of similar pre-screening sys-
tems as part of its new Border Package entitled, 
“Preparing the next steps in border management 
in the European Union” (Commission of the 
European Communities, 2008).

Policy makers on both continents have caste 
this high tech two-pronged approach as fundamen-
tal to reconciling the tension between potentially 
colliding policy imperatives. While the first im-
perative involves the ramped-up commitment to 
security and stiffer borders, the second concerns 
the perceived need to maintain or even increase 
the velocity of cross-border commerce, with its 
attendant pressure for more permeable borders. 
Thus, President Bush justified the two-pronged 
approach in terms of the need to keep “pace with 
expanding trade while protecting the United States 
and its territories from the threats of terrorist at-
tack, illegal immigration, illegal drugs, and other 
contraband” (Office of the President of the United 
States, 2003, p. 16). Similarly, Franco Frattini, 

EU Commissioner, argued that the approach is 
necessary “to be one step ahead [of] the increas-
ingly better organized networks of terrorists and 
criminals who have discovered the lucrative 
trafficking in human beings, drugs and weapons. 
Innovative and effective border controls have to 
strike a difficult balance between ensuring the 
free movement of a growing number of people 
across borders and guaranteeing greater security 
or Europe’s citizens” (Frattini, 2008, p. 1).

Focusing on US and EU contexts, this chapter 
has two objectives. The first goal is to provide 
a detailed mapping of this two-pronged border 
security approach. In doing so, the intention is 
to move beyond two deficiencies in the relevant 
literature. The first involves a tendency to focus 
only on one kind of ICT-related security initiative 
either those that bolster the traditional borderline 
or those that de-territorialize border controls. The 
second is the tendency of focusing only on initia-
tives that have been rolled out on one side of the 
Atlantic or the other. The first tendency works 
against producing a comprehensive picture of 
the role ICTs are playing in US and EU border 
security policies. The second obscures the fact 
that US and EU authorities are developing broadly 
similar ICT-related border security initiatives. This 
chapter addresses these problems.

The second objective is to critically assess the 
two-pronged border security approach. The ap-
proach assumes information is vital to enhancing 
security and control. More specifically, the two 
kinds of ICT-related border security initiatives that 
constitute the approach assume government actors 
can progressively annihilate the risk of terrorism 
and other perceived security problems if they can 
harness the latest technological developments 
to gather, process, analyze and share the right 
bits of information about particular individuals, 
conveyances and cargo. This perspective equates 
information with knowledge, the antithesis of 
uncertainty, a source of transparency and control. 
This chapter assesses this perspective and the 
ICT-related border security initiatives it informs.
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