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ABSTRACT

Mobile Grid includes the characteristics of the Grid systems together with the peculiarities of
Mobile Computing, with the additional feature of supporting mobile users and resources in a
seamless, transparent, secure and efficient way. Security of these systems, due to their distributed
and open nature, is considered a topic of great interest. In this article we present the practical
results of applying a secured methodology to a real case, specifically the approach that define,
identify and specify the security requirements. This methodology will help the building of a se-

cured grid application in a systematic and iterative way. [Article copies are available for purchase
from InfoSci-on-Demand.com]
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INTRODUCTION (TanFosterand Kesselman, 1999; Ian Foster

etal., 2002).

Grid computing is concerned with the shar-
ingand coordinated use of diverse resources
indistributed “Virtual Organizations (VO)”
(Ian Foster, Kesselman, Nick, and Tuecke,
2002). Grid manages resources and services
distributed across multiple control domains

Mobile computing is pervading our
society and our lifestyles with a high
momentum. Mobile computing with net-
worked information systems help increase
productivity and operational efficiency.
This however, comes at a price. Mobile
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computing with networked information
systems increases the risks for sensitive
information supporting critical functions in
the organization which are open to attack
(Talukder and Yavagal, 2006).

Mobile Grid, in relevance to both Grid
and Mobile Computing, is a full inheritor
of Grid with the additional feature of sup-
porting mobile users and resources in a
seamless, transparent, secure and efficient
way (Litke, Skoutas, and Varvarigou,2004).
Grids and mobile Grids can be the ideal
solution for many large scale applications
being of dynamic nature and requiring
transparency for users.

Security has been a central issue in
grid computing from the outset, and has
been regarded as the most significant
challenge for grid computing (Humphrey,
Thompson, and Jackson, 2005). The char-
acteristics of computational grids lead to
security problems that are not addressed
by existing security technologies for dis-
tributed systems (lan Foster, Kesselman,
Tsudik, and Tuecke, 1998; Welch et al.,
2003). Security over the mobile platform
is more critical due to the open nature of
wireless networks. In addition, security is
more difficult to implement into a mobile
platform due to the limitations of resources
in these devices (Bradford, Grizzell, Jay,
and Jenkins, 2007).

Because of the difficulty of incorporat-
ing mobile devices into a grid environment
(Guan, Zaluska, and Roure, 2005; Jameel,
Kalim, Sajjad, Lee, and Jeon, 2005; Kwok-
Yan, Xi-Bin, Siu-Leung, Gu, and Jia-Guang,
2004; Sajjad et al., 2005), and by adding
the appearance of a new technology where
security is fundamental and the advances
that mobile computation has experienced
inrecent years, the need to define, consider
and develop a methodology or process of
development appears in which, within the

whole software lifecycle (Anderson, 2001;
Baskerville, 1993), all the requirements
and security aspects related to Mobile
Grid systems are analyzed and integrated
obtaining as a result a secure, robust and
scalable Mobile Grid system.

In this article, we will apply the stage
of security requirements analysis for ob-
taining a set of security requirements on a
mobile grid environment for a case study
of media domain where the mobile devices
participate as actives resources. Using mis-
use cases and security use cases we obtain
a vision about the threats and risks of the
system and about the security requirements
and mechanisms that we mustuse to protect
to our mobile grid system.

The rest of article is organized as fol-
lows: Section II will describe some of the
security requirements most important on
grid environments and will identify the
common attacks that can appear on a on
mobile grid system. In section III, we give
a brief overview of our methodology of
development for mobile grid systems, we
will describe the analysis stage and we will
study one of the activities of this stage, the
Mobile Grid Security Requirement Analy-
sis activity. In section IV, we will present a
case study and we will apply the activity of
security requirements analysis for obtain-
ing a set of security requirements for our
real application. We will finish by putting
forward our conclusions as well as some
research lines for our future work.
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