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ABSTRACT

Understanding data gathered so far in a criminal or terrorist threat investigation is of great
importance, particularly in guiding the future course of the investigation. One established
method of better understanding the data is to visualize it as a network, showing how objects of
interest are connected. In this article, we briefly describe this form of visual data analysis, the
products available to support it and why current database support islacking; plus, we present
an experimental database interface for exploring data in this manner.
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INTRODUCTION

Data is best comprehended when
presented as a network if connections be-
tween the objects of interest in the prob-
lem domain, such as people or locations,
are of as great an importance, if not more
30, than the information known about ob-
jects, such as the age or occupation of a
person. For example, if we have theinfor-
mation that David is a friend of Andrea,
who is the sister of Paul, who frequents
the King George public house, as does
David, Fiona and Edward, who works at
Daltons bank where he has a colleague
called Christine, who is married to Brian,

whoisthebrother of Angela, whoisFiona's
friend, then this information may be pre-
sented asin Figure 1.

Presenting such data in this manner
increasesits comprehensibility and enables
the user to establish visually if objectsare
connected. Thus, if we ask if there is a
connection between Christine and Paul,
who we believe are not known to each
other, the possible connections are easily
seen.

Visualizing the information we have
as anetwork of connectionsin thisway is
of importance in investigative work,
whether of particular serious crimes or
atrocities or of terrorist or crimina net-
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Figure 1. The connections between a set of people displayed as a network
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works. It has been found to aid consider-
ably agood understanding of what isknown
so far, which is necessary to guide and di-
rect further lines of enquiry in the most
timely and productive way.

In an investigation of a murder with
an unknown perpetrator, say, we may well
begin by investigating the social network
of the victim(s), their friends, the places
they visit, their work colleagues and so on
inlooking for possible motivesand suspects;
and then build alink chart to clearly under-
stand what we know so far as we proceed.
If investigating a suicide terrorist attack,
the approach is necessarily similar. Iden-
tify the immediate perpetrator(s) and then
investigate where they are from, what is
their socia network, from where did they
obtain the explosives, what was their per-
sonal mative, the organi zation behind them
and so on; again, building one or morelink
charts to record and understand what we
know as we proceed. In this chapter, we
discuss and argue for the development of
database interface systems based on this
link-charting paradigm for use as a tool
during the course of such investigations.

The visualization of information as
shown in Figure 1, generally termed Link
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Analysis (LA), isnow atool of wide appli-
cability and also used in the study of Social
Networks (Freeman, 2000). In relation to
terrorism it can aso be used for after-the-
event studies of the socia networksof those
involved using the techniques of Social
Network Analysis. A good example of this
use can be found in the paper by Krebs
(2002), which studies the network of rela-
tionshipsamong those reported in the press
as having beeninvolved or connected with
theimmediate perpetrators of the Al Qaeda
air terrorist attacks of September 11, 2001.
Krebs' information comes from the press,
but nonetheless, the link chartshe givesin
his paper, although restricted only to nodes
of type person and links indicating the
strengths of their connectedness, are in-
teresting examples to which the reader is
referred of the general link analysis ap-
proach. Doubtless more sophisticated
charts involving these persons were built
up by the investigators of September 11
during the course of their work and con-
taining information well beyond that which
appeared in the press. Krebs then goes on
to study the nature of the networks he has
constructed from a sociological perspec-
tive using the metrics of social network

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written

permission of Idea Group Inc. is prohibited.



13 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/article/database-interface-link-analysis/3327

Related Content

Fuzzy Querying Capability at Core of a RDBMS

Ana Aguilera, José Tomas Cadenasand Leonid Tineo (2011). Advanced Database
Query Systems: Techniques, Applications and Technologies (pp. 160-184).
www.irma-international.org/chapter/fuzzy-querying-capability-core-rdbms/52301

Model Driven Engineering for Quality of Service Management: A Research
Note on the Case of Real-Time Database Management Systems

Salwa M'barek, Leila Baccoucheand Henda Ben Ghezala (2016). Journal of
Database Management (pp. 24-38).
www.irma-international.org/article/model-driven-engineering-for-quality-of-service-

management/178634

Online Analytical Mining for Web Access Patterns

Joseph Fong, Hing K. Wongand Anthony Fong (2004). Advanced Topics in Database
Research, Volume 3 (pp. 294-326).
www.irma-international.org/chapter/online-analytical-mining-web-access/4365

Inherent Fusion: Towards Scalable Multi-Modal Similarity Search

Petra Budikova, Michal Batko, David Novakand Pavel Zezula (2016). Journal of
Database Management (pp. 1-23).
www.irma-international.org/article/inherent-fusion/178633

Geometric Quality in Geographic Information IFSAR DEM Control

José Francisco Zelasco, Judith Donayo, Kevin Ennisand José Luis Fernandez
Ausinaga (2009). Handbook of Research on Innovations in Database Technologies
and Applications: Current and Future Trends (pp. 403-409).
www.irma-international.org/chapter/geometric-quality-geographic-information-ifsar/20725



http://www.igi-global.com/article/database-interface-link-analysis/3327
http://www.igi-global.com/article/database-interface-link-analysis/3327
http://www.irma-international.org/chapter/fuzzy-querying-capability-core-rdbms/52301
http://www.irma-international.org/article/model-driven-engineering-for-quality-of-service-management/178634
http://www.irma-international.org/article/model-driven-engineering-for-quality-of-service-management/178634
http://www.irma-international.org/chapter/online-analytical-mining-web-access/4365
http://www.irma-international.org/article/inherent-fusion/178633
http://www.irma-international.org/chapter/geometric-quality-geographic-information-ifsar/20725

