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ABSTRACT
An issue factually challenging the peer-to-peer nature of the Internet
is the increase of spam trafficking. Having reached record levels at the
beginning of this year, it raised consciousness that Internet communi-
cation was endangered by an erosive threat similar to the uncontrollable,
massive free circulation of MP3s that devastated the musical industry.
Recent combined advances in the software industry and in the legal front
have reduced the phenomenon. The technical, social, financial and legal
parameters of this campaign are examined in this paper under the prism
of a networked economy.

INTRODUCTION
A significant problem of our times, accelerated by the advances in
technology, is the plethora of commercial Internet messages usually
defined as spam, while the equivalent in classic television emission is the
frequent and uncontrollable advertisement. Advertisement, perceived as
an expression and factor of the economy, is legitimate and desirable.
However, abusive advertising practices cause multipledamage: invasion in
our private communication space, homogenisation of morals and customs
leading to globalized overconsumption. Variations and cloning of spam
and advertisement include spim, distributed instant messaging using bulk
SMS’s over mobile telephone networks or the web, wireless attacks and
penetration, targeted unsolicited online harassment and others.

PROBLEM FORMULATION
Spam is usually defined as “unsolicited bulk e-mail”. This is generally
done for financial reasons, but the motive for spamming may be social
or political. Unsolicited means that the recipient has not granted
verifiable permission for the message to be sent. Bulk means that the
message is sent as part of a larger collection of messages, all having
substantively identical content (Cheng, 2004).

Rough estimates conclude that e-mails like “Buy this product” or
“Participate in this campaign” are more than 60% of what is the normal
daily load (Doyle, 2004). Generally, the longer an email address has been
in use, the more spam it will receive. Moreover, any email address listed
on a website or mentioned in newsgroups postings will be spammed
disproportionally. Mailing lists are also a good target.

A variation of spam is spim. It is defined as unsolicited commercial
messaging produced via an instant messaging (IM) system. It disperses
messages to a pre-determined set of screen names, which are generated
randomly or are harvested off the Internet.

Spam as a social phenomenon arises from an on-line social situation that
technology created. First, it costs no more to send a million e-mail
messages than to send one. Second, hits are percentage of transmissions,
so sending more spam means expecting more profit (Whitworth, 2004).
So, from the advertising point of view, the important characteristic of
spam is that it is practically with no charge. It is not the best e-mail
communication technique, it is not the most efficient but it attracts
people because of its free ride.

LEGAL ASPECTS OF SPAM

USA
Since 1996 many cases1 between Internet Service Providers (ISPs) and
spammers found their way to the court; however the problem has always
remained the same: lack of specific legal regulation, which led to
objectionable decisions (Frank, 2003, Kasprzycki, 2004). The need for
an ad hoc federal law was obvious and after many rejected drafts, on
01.01.2004, the “CAN SPAM Act 20032”was finally put into force. This
Act includes a variety of measures for the prevention and the restriction
of the problem and provides serious penalties for the spammers. More
specifically, among others:

• spammers face penalties of imprisonment up to 5 years and/or
high fines.

• the falsification of the sender identity or header information,
the harvesting of electronic addresses and the unauthorized
manipulation of computers and servers is penalized (Sec. 4).

• advertisers are obliged to include an “Opt-out” option in each
advertising e-mail (Sec. 5).

• e-mail advertisements must be labelled as such, with the addition
of the abbreviation “ADV” in the line of subject (Sec. 11).

• the formation of a “Do-Not-E-Mail registry” is foreseen (Sec.
9)3, where the internet users can register themselves in order to
avoid receiving advertising e-mails. Advertisers owe, theoreti-
cally, to consult this list before launching a mass electronic
advertising campaign.

EU
European Union has demonstrated its prompt reflex as far as the
protection of European consumers is concerned, by publishing the
Directive 1997/7/EC “on the protection of consumers in respect of
distance” and preventing the use of certain means of distance commu-
nication (telephone, fax), without the prior consent of the consumer
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