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ABSTRACT

Nowadays, improvement of governance, ensuring security and timely detection of propaganda against 
the government are major problems of e-government. The extraction of hidden social networks operat-
ing against the state in e-government is one of the key factors to ensure the security in e-government. In 
this article, a method has been proposed for extracting hidden social networks to improve e-government 
management, prevent promotion against the government and ensure the security. In this approach, hid-
den social networks are extracted through the analysis of user’s comments via opinion and text mining 
technologies. The authors assume that all comments are written in one language. Unlike previous meth-
ods, to detect social relationships between actors, content analysis technology, namely opinion mining 
technology was used in the proposed approach.

1. INTRODUCTION

The last decade society has witnessed the revolutionary spread of Information and Communication 
Technologies (ICT), which have become a major element in daily life (Vicente & Novo, 2014). ICT is 
one of the main factors that affect to the structure, work principle, activity, and changes of organiza-
tions. The rapid development of ICT and the Internet opens new possibilities for the relationship among 
citizens, governments, and institutions. The government has passed to the electronic government (e-
government) era using the ICT in order to fulfill its functions more advanced and ensure transparency. 
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Levy and Danet (2010) studied the impact of users’ involvement, resistance, and computer self-efficacy 
on the implementation success of a centralized identification system. The results of this study indicated 
a strong reliability for the measures of all constructs - user involvement, computer self-efficacy, user’s 
resistance, and information system (IS) usage. The authors also demonstrated that user’s resistance has 
no significant impact on IS usage, while end user involvement had a strong negative impact on user’s 
resistance.

The rapid development of the Internet at the same time contributes the wide spread of social networks 
in the web. The wide use of social media tools among citizens makes the government agencies to think 
about how to take an advantage by joining to these sites. Several studies related with e-government ser-
vices are studying the relation networks between the people, businesses and government. E-government 
sites are considered as public sites and citizens who are able to access these sites, directly take part in 
the decision-making process of government.

The government is a political organization, management process of the citizens living within certain 
borders. Today there are more than 200 countries in the world. These countries differ from each other 
according to the administration form, internal structure, and economic prosperity, and so on. The main 
goal of the government is to provide citizens’ satisfaction and to improve their living standards.

Nowadays, the improvement of governance, ensuring the security and the timely detection of pro-
paganda against the government are major problems of e-government. The extraction of hidden social 
networks operating against the state in e-government is one of the key factors to ensure the security in 
e-government. It is known that the users are able to respond to any information via their comments in 
e-government. These comments should be analyzed to determine whether is there any criminal groups 
and propaganda behind these comments against the government or not. At present, text mining is one 
of the most advanced and efficient technologies in text analysis.

As seen, the extraction of hidden social networks is one of the most actual problems in the term of 
national security. In the information society era suspected groups can commit malicious activities against 
the state and society not only in the real world, but also in a virtual environment (Internet, e-government). 
These activities usually have various purposes, including propaganda against the state, which can pro-
mote terrorism and shake the foundations of national and spiritual values. The timely detection of this 
groups in e-government is very important in ensuring the security of the state and society, which is one 
of the most pressing scientific-theoretical and practical problems of our time (Aliguliyev & Niftaliyeva, 
2015). Based on the urgency of the problem, this study proposes an approach for extracting of hidden 
social networks from the e-government. The paper is organized as follows. The role of social networks in 
e-government management is given in Section 2. Section 3 discusses social network extraction methods 
in different environments. In Section 4, an approach to extract hidden social networks from e-government 
is proposed. A conclusion and future work are provided in Section 5.

2. THE ROLE OF SOCIAL NETWORKS IN E-GOVERNMENT MANAGEMENT

E-government is defined in the literature as “the use of ICT, particularly the Internet, to enhance the access 
to and delivery of government information and services to citizens, businesses, government employees, 
and other agencies” (Hernon et al., 2002, p. 388; Almarabeh & AbuAli, 2010; Zandi & Madjid, 2011). 
The main difference between the classic government and e-government is the services provided faster, 
be more efficient in terms of time and finance.
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