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Abstract

Thetechniquesdescribed inthischapter will devel op an under standing of
threecritical areasinsensor networ k security, namely, data confidentiality,
anonymity, and integrity along with associated security-performance
tradeoffs. These results should contribute toward the design of a security
framework for a common sensornet architecture and enable the flexible
deployment and use of sensor networksfor alargevariety of applications,

including homeland security.
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Introduction

The IT revolution has led to the development of sophisticated information
systemsthat play a crucial role in the national economy. These information
systemsare notstand-alone; rather, they are fully distributed with connectivity
through a mix of heterogeneous networks, for example, sensor networks,
wirelessand cellular networks, mobile and distributed systems, along with the
Internet. Figure 1illustratesatypical information system consisting of wireless
sensor networks for gathering data, which is then transmitted to data processing
sitesover awired backbone.

The changing trends in information management, diverse user information
needs, and the widespread use of the Internet coupled with significantadvances
in hacking technology has made it crucial to shield information systems by
developing robust trustand security schemes. Our information systems are
characterized by the vast amounts of data generated continuously by their
components, especially the large and easily deployable networks of small
autonomous devices, and transported toward processing and dissemination
centers. Thiswhole processis vulnerable to serious security threats at various
levels. Consequently, amajor technical challenge is to design security solutions
for managing this data over such heterogeneous environments.

Currentresearch efforts are focused on solving the problem of data security in
large information systemsinanad hoc or patchy manner. Such efforts do not

Figure 1. Information security mechanisms
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