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Abstract

This chapter focuses on the key challenges in the design of multimedia-
based scalable techniques for threat management and security of
information infrastructures. It brings together several multimedia
technologies and presents a conceptual architectural framework for an
open, secure distributed multimedia application that is composed of
multiple domains employing different security and privacy policies and
variousdata analysisand miningtool sfor extracting sensitiveinfor mation.
The challengeisto integrate such disparate componentsto enable large-
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scale multimedia applications and provide a mechanism for threat

management. The proposed framework provides a holistic solution for
large-scal edistributed multi-domai n multimedia application environments.

| ntroduction

Security of informationinfrastructures, bothinpublicor privatesectors, isvita
tooverall national security goals. Suchinfrastructuresprovidecapabilitiesfor
gathering, managing, and sharingvital informati onamong numerousorganiza-
tionsthat canformlargee-enterprisesand generally interoperateintheformof
afederation of autonomousdomains(Joshi, Ghafoor, Aref, & Spafford, 2001,
Thurai singham, 2003). I nformation shared among multi pledomainscan come
invariousformsincludingtext, audio, video, andimageswhich canincreasethe
complexity of security and privacy management. Thekey security challenges
includeintegration of diversesecurity policiesof coll aborating organizations
intoacoherent capability for protectinginformationand using collaborative
knowledgefor detecting and respondingto any emergingthreats. Inaddition,
information privacy isgenerally anoverriding concern (Adams& Sasse, 1999).
Furthermore, aplethoraof dataanalysisand miningtoolshaveemerged that
cyber defenderscanuseto extract sensitiveinformationfrompublicand private
multimediaapplicationsand detect patternsand activitiesindicating potential
threatstoaninfrastructure. Thus, twokey challengestothedesign of multime-
dia-based scal abl etechni quesfor threat management and security of informa-
tioninfrastructuresaredata mining and security, whichwebriefly overview
inthenext section.

Key Issues in Data Mining
and Multimedia Security

Multimedia Data Analysis and Mining

Emerging multimediaapplicationsrequirelarge-scal eintegration, mining, and
anaysisof multimediadatathatisgenerally distributed over multiplesecurity
domains. Most of theseapplicationsusesensitiveinformationfor identifying
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