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Abstract

Network, service, and application management today faces numerous
challenges, onesthat ol der ways of doing things cannot sol ve. The concept
of policy-based management (PBM) addresses some of these problems
and offers possible solutions. It provides a system-wide view of the
network and its services and applications, and shifts the emphasis of
network management and monitoring away from specific devices and
interfaces toward users and applications. This chapter describes the
technol ogy onthe policy-based management paradigmwhichisconsidered
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relevant for providing a common base for researchers and practitioners
who need to understand the current status of this emerging technology
and how it can be applied to the Web and information systems security
field.

| ntroduction

Oneof themain goal sof policy-based management (K osiur, 2001; Strassner,
2003; Verma, 2000) isto enablenetwork, service, and application control and
management at ahigh abstractionlayer. Theadministrator specifiesrulesthat
describedomain-widepolicieswhichareindependent of theimpl ementati on of
theparticular network node, service, and/or application. Itisthenthepolicy
management architecturethat providessupport totransformand distributethe
policiesto each node and thus enforce aconsistent configurationin all the
elementsinvolved. Thisisaprerequisitefor achieving end-to-end security
servicesor consi stent accesscontrol configurationindifferent Web servers, for
example.

Theuseof policiesisanintrinsically layered approach allowing several levels
of abstraction. There may be, for example, general policiesexpressing an
abstract businessgoal, and ontheother end, theremay bepoliciesthat express
amorespecificdevice, service, or applicationdependent rule.

Policy rulesareindependent of aspecific deviceandimplementation, but they
defineadesired behavior inabstract terms. They arestored andinterpreted by
thepolicy framework, which providesaheterogeneousset of componentsand
mechanismsthat areableto represent, distribute, and manage policiesinan
unambiguous, i nteroperablemanner, thusproviding aconsi stent behavior inall
affected policy enforcement points(i.e., entitieswherethepolicy decisionsare
actually enforcedwhenthepolicy ruleconditionsevaluateto”true”).

Themainfunctionsof policy management architecturesareenforcement, that
is, toimplement adesired policy statethrough aset of management commands;
monitoring, an ongoing active or passive examination of the network, its
services, and applicationsfor checkingitsstatusand whether policiesarebeing
satisfied; and decision making, that is, to compare the current state of the
communication systemto adesired statedescribed by apolicy (or aset of them)
andto decide how the desired state can be achieved or maintained.
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