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ABSTRACT
This chapter introduces the CORAS  methodology in which Unified Modeling Language
(UML) and Unified Process (UP) are combined to support a model-based risk assessment
on security-critical systems. The hypothesis is that modeling techniques like UML
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contribute to increased understanding for the different stakeholders involved during
a risk assessment. In the CORAS methodology, a traditional risk management process
is integrated with UP, which is a well-accepted system development process. CORAS
tries to show how UML can contribute to better understanding, documentation, and
communicating during the different phases of the risk management process. CORAS
addresses both systems under development and systems already in use.

INTRODUCTION
After the development of information technology (IT) in the last part of the previous

century, it has become impossible to imagine a world without IT systems. The impact of
this development has been enormous and has opened up a lot of new possibilities and
challenges. One of these challenges regards risks. To make use of these new techniques
in a dependable way, it is of vital importance to get an overview and understanding of
the different risks connected to the use of IT systems. This chapter addresses model-
based risk assessment; a methodology developed in the CORAS project. CORAS (2000)
is funded by the European Union and develops a tool-supported framework for precise,
unambiguous, and efficient risk assessment of security-critical systems. CORAS aims at
a methodology for risk assessment that is easy to understand and that functions as a
natural part of both the IT system development and the maintenance life cycle. To achieve
this CORAS leans on the knowledge gained from the use of models in graphical, semi-
formal languages like the Unified Modeling Language (UML) (OMG, 2001b). The main
focus of this chapter lies on the part of the CORAS project that addresses the integration
of risk management and system development.

The remainder of this chapter is divided into five sections. First, some background
is presented. The section thereafter addresses model-based risk assessment and some
of the problems connected to this. The main part of the chapter is contained in the section
on the risk management process and the integrated risk management and system
development process. After a section on related work, a brief conclusion is given.

BACKGROUND
The CORAS approach focuses on the tight integration of viewpoint-oriented UML

modeling in the risk management process. An important aspect of the CORAS project is
the practical use of UML and the Unified Process (UP) (Kruchten, 1999) in the context
of security and risk assessment. This chapter concentrates on the integration of UML
and UP in the risk assessment process.

CORAS addresses security-critical systems in general, emphasizing IT security. IT
security includes all aspects related to defining, achieving, and maintaining confiden-
tiality, integrity, availability, non-repudiation, accountability, authenticity, and reliabil-
ity of IT systems (ISO/IEC TR 13335:2001). An IT system, in the sense of CORAS, is not
just technology. It is also the humans interacting with the technology and all relevant
aspects of the surrounding enterprise context.
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