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ABSTRACT

Distributeddenialofservice(DDoS)attackremainsoneofthemajorissuesthatcompromisesthe
resourcesandservicesofthecomponentsinsoftwaredefinednetwork(SDN)environments.The
implementation of intrusion prevention system (IPS) in OpenFlow-based SDN architecture has
emergedtostrengthenthesecuritymechanismsbyexploitingtheconceptsofSDNandOpenFlow
protocols.Thisarticleprovidestheanomalydetectionofthelivetrafficflowwithbackpropagation
neuralnetwork(BNN)fortheonlinedetectionandmitigationofDDoSattacks.Thedatasetfromthe
testbedisusedtoemulatetheefficiencyoftheproposedmethod.Theresultsachievemorethan90%
detectionaccuracywithlessthan6%falsealarmrate.CUPutilizationonthecentralizedcontroller
isalsomeasuredbymeansofSYNandUDPfloodingtocalculatetheeffectofmalicioustrafficon
theresourcesofthesystem.
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INTRoDUCTIoN

The public and private cloud have gain popularity in recent years. The complexity of network
infrastructureisrapidlyincreasingindeployment.Theexistingtraditionalnetworks,ontheotherhand,
havebecomeveryslowandtoocomplex.Thiswouldmakeitharderfornetworkadministratorsto
manageandmaintainthenetwork,inthecontextofmodificationforrapidinnovationandcost-efficient
development.OpenNetworkFoundation(ONF)developedanewapproachcalledSoftware-Defined
Networking(SDN)in2011.SDNisaninnovativenetworkarchitectureinwhichthecontrolplanes
aredecoupledfromthedataplanesofeverynetworkdevicewithinthenetwork.Thecontrollogic
ofeverynetworkingdeviceshiftstothecentralizedcontrolunitsthatarelocatedatthecontrolplane
withinthenetwork.Thedataplaneconsistsofthesimplepacketforwardingdevicesthatexecutethe
instructionsfromthecontrolplaneandtrafficforwarding.ThemostwidelyusedprotocolinSDNsis
OpenFlow.SDNenablestheprogrammabilitytodirectlycontrolthenetworks,centrallymanageable
thatmakemoreflexibleandsimplertroubleshooting.SDNbecomespopularinbothacademicand
industrialresearch.SDNenablesdynamicandscalablewaystomanagethenetworks.

AlthoughSDNcanhavemanyadvantages,itstillhascertainchallengestoovercome,suchas
scalability,performance,andsecurity.Themostchallengingissueissecurity.AccordingtoKreutzet
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al.,(2013),sevenkindsofthreatvectorstargetSDNcomponentsandthecommunicationbetweenthem.
TheDDoSattackisoneoftheutmostchallengesandhasthehighestimpactinSDNenvironmentsforits
centralizedcontrolnature.CAIDA,DARPA,KDD,andNSLKDDarethestandarddatasetsusedbythe
researchersforIntrusionDetectionSystem(IDS)inbothSDNandtraditionalnetworks.Thefeaturesin
thesedatasetsaregeneralizedtrafficscollectedfromnetworksimulationorlaboratory.Therefore,specific
featuresareessentialtoimprovingclassificationaccuracy.Fortrafficgeneration,normal,DDoS,LAND,
andSmurfattacks,trafficaregeneratedintheirpreviouswork(Lwinetal.,2021).Duetotheflow-based
nature of SDN, the authors proposed hybrid IPS, Snort with the flow-based anomaly approach. Six
specificfeaturesareextractedfromtheflowandstoredasalabeleddataset.Theauthorsusedtheerror
backpropagationalgorithmtotrainandevaluatetheirmodelbyaccuracy,falsealarmrate,anddetection
rate.Forreal-timeDDoSprediction,thecontrollerwillcollectflowstatisticsfromswitchessuspectedof
thatontheattacker’spathways.

Thisarticleprovidesflow-basedanomalydetectionusingBackpropagationNeuralNetwork(BNN)on
SDNenvironments.Therestofthepaperisorganizedasfollows.Thetheoreticalbackgroundisintroducedin
thesecondsection.Relatedworksarepresentedinthethirdsection.Thisarticlegivesthedesignandevaluation
offlow-basedanomalydetectioninthefourthsection.Theconclusionisdoneinthefinalsection.

BACKGRoUNDS

Software-Defined Networking
Thetraditionalnetworksarebuiltonproprietarydeviceswithembeddedsoftwaretomanuallyconfigure
forhigh-levelpolicybyusinglowerlayercontrolsandvendor-specificconfiguration.Thefunctionsare
segregatedintothreediscretecategories:themanagementplane,thecontrolplane,andthedataplane,
whicharebundledinsideofdevicesvertically,asinfigure1.Asthecontrolanddataplanesaretightly
coupled,theexistingtraditionalnetworkshavebecomeveryslowandthedevelopmentofnewfunctionality
iscostly.In2011,ONFaddressedthisproblemwithanapproach,Software-DefinedNetworking(SDN).

SDNisanetworkparadigmthatseparatesthecontrolplanefromthenetworkdevices.Italsosupports
thelogicalcentralizationandprogrammabilityofthenetworkservices.SDNisdirectlyprogrammable,
centrallymanageable,andvendor-neutral.SDNiscomprisedofapplication,control,andinfrastructure
layers,asshowninfigure2.Thefirstoneimplementsthenetworkfunctionalitiessuchasroutingalgorithms,
security, network policy management via programmable interfaces and communicates with the SDN
controllersvianorthboundApplicationProgrammingInterface(API).Thesecond layermaintains the
globalmapoftheentirenetwork.Thenetworkoperatingsystemusuallyrunsonthecontrollerswithinthe
controlplane.Duetoitslogicallycentralizednature,SDNprovidesabstractionsfortheapplicationlayerand
communicateswiththeforwardingdevicesoftheinfrastructurelayerviasouthboundAPIs.Thestandard
southboundprotocolisOpenFlow.Thethirdlayerisalsoknownasthedataplane,wheretrafficdataare

Figure 1. Structure of the traditional network devices
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