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ABSTRACT

The development of blockchain technology relies on avariety of disciplines, including
cryptography, mathematics, algorithms, and economic models. All cryptocurrency
transactions are recorded on a digital and decentralized public ledger known
as the blockchain. Customers may keep track of their crypto-transactions by
looking at a chronological list rather than a centralized ledger. The blockchain’s
application potential is bright, and it has already produced results. In various fields,
blockchain technology has been incorporated and deployed, from the earliest days of
cryptocurrencies to the present day withnew-age smart contracts. No comprehensive
study on blockchain security and privacy has yet been done despite numerous studies
in this area over the years. In this chapter, the authors talked about blockchain’s
security and privacy issues as well as the impact they 've had on various trends and
applications. This chapter covers both of these topics.
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A Comprehensive Review of the Security and Privacy Issues
INTRODUCTION

Inthe business network, a Blockchainis adistributed, decentralized ledger or database
that makes it easier to record commercial transactions. It can also be explained as
an open-source, decentralized database that is accessible to all members of the
network at all times. A majority of the network’s participants must agree on every
transaction before it can be recorded in the public ledger. A transaction uploaded to
the blockchain can’t be deleted or tampered with once the block contains verification
information about it. Blockchain was first used in 2009 with the introduction of
Bitcoin. This electronic payment system or cryptocurrency is cryptographically safe
because it makes use of peer-to-peer (P2P) network technology. Payments cannot be
made to any central institutions, such as a bank, because there is no trusted third-
party authority to whom payments can be made. The owner of a Bitcoin is free to
use it whenever and wherever they want without having to deal with a centralized
authority. Bitcoin’s arrival has sparked a lot of interest in Blockchain, which has now
garnered the attention of academics as well as industry. The Blockchain’s features
enable security, privacy, and data integrity without the involvement of a third party
in transaction control, which is why it’s attracting attention.

Although the financial industry has embraced blockchain as its foundational
technology, customers have expressed reservations about the platform’s inherent
security. Integrity, confidentiality, and availability are common concepts used
to describe security. Public blockchain systems are mostly based on distributed
networks and have limited levels of confidentiality, but theirintegrity and availability
are guaranteed by these systems. In these blockchain systems, data accessibility
is always on the higher end. Data replication for distributed systems increases
readable data availability, but it decreases write availability. Despite the fact that the
blockchain’s underlying architecture is extremely safe, implementations of cutting-
edge technologies have taken use of the blockchain’s security features. Because
all of the network’s public keys are visible to everyone, the blockchain system is
likewise susceptible to the leaking of transactional privacy. Ethereum and smart
contracts have recently been found to have a number of security flaws. For instance,
thieves exploited a smart contract recursive calling vulnerability in June 2016 and
stole $60 million. Blockchain security and privacy issues have been investigated
in several research, however, none have provided answers for enhancing security.
In this chapter, we’ll examine blockchain technology from a broader perspective,
including the security concerns that go along with it. In this chapter, we’ll go over
the numerous security issues associated with popular blockchain systems, including
a real-world assault and an analysis of the vulnerabilities exploited. For the sake
of data security and preventing vulnerabilities, we’ll also cover various encryption
approaches in this chapter.
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