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ABSTRACT

TheCOVID-19pandemichasresultedintheurgentneedfortheNigeriangovernmenttoembrace
digital economy at all costs. Countries with digitised economies have been able to easily adapt
to thechallenges that thepandemichasbrought, suchaseLearningfor theeducationsectorand
e-businessforthebusinesssector.Thisinnovation,however,comesalongwithalotofcyber-attacks
bycybercriminalsresultingfortheneedtoestablishadequatecybersecuritymeasures.Nigeriahas
gravely felt the impact of the COVID-19. Businesses have been shut. Countries have shut their
borders,thusmakingitimpossibleforNigeriangovernment/businessestoaccessothercountries’
products,mostespeciallyChina.Thepaperreviewsthedigitaleconomyofsomedevelopednations
andtheircybersecuritymeasurestosustainthisinnovation.ThestudyfurtherhighlightshowDigital
EconomyhascontributedtotheGrossDomesticProductofmostnations,thusservingasameans
ofdiversificationformostnations.
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1. INTRoDUCTIoN

TheinventionoftheWorldWideWebin1989,ledtotheinnovationofthefirst-everwebsiteon
theinternetin1991.Thisdevelopmentledtotheestablishmentofover1.5billionwebsiteswith
Governments, private organisations, individuals and businesses exploring the potentials of the
cyberspace(InternetLiveStats,2020).Theexistenceofwebsiteshasconstitutedamajorrequirement
formostinstitutionsintheglobalenvironment,hencemakingtheworldaglobalvillage.Thisinvention
hasgeneratedotherinnovationsthatarebeingdrivenbytheinternet/cyberspace.Government,Private
andpublicenterprisesnowcarrybusinessesinthecyberspaceforthesakeofease,convenienceand
accountability.Thishasledtocriminalsontheinternetwhoarereferredtoascybercriminalsdeploying
allsophisticatedmeanstodefraudvulnerablepersons,businessandgovernments.Interestingly,there
are3.8billionInternetusers,whichaccountsforfifty-one(51)percentoftheworld’stotalpopulation
of7billion(ITU,2020).

ThedependencybyInstitutions/GovernmentsandBusinessesonthecyberspaceimplies that
thereisurgentneedforanenhancedcybersecuritytoguaranteeagovernedcyberspace.
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COVID19hasnecessitatedthetransactionsofmostbusinesses,communications,interactions,
tooccurinthecyberspace,thusconstitutingthedependenceandsurvivalofgovernance,businesses
and communication on the cyber space. Additionally, most persons rely on visual means of
communication, Meetings, Conferences with Apps such as Zoom, Skype, etc, but the question
remainswhomonitors/regulatestheseapplicationsandhowsecuredarethey.Thedependenceof
officeworkandcommunicationviathecyberspacebecauseoftheCoronavirushasresultedtoan
increaseincybercrimeandhasprovidedanenvironmentwherescammersandhackersthrive.Common
cybercrimesduringthispandemicinclude:phishingandransomwarewhilesocialengineeringisalso
ontherise(FBI,2020).SocialEngineeringisdescribedastheartofmanipulatingpeopletogiveup
theirconfidentialinformation.Thisartisontheriseamidthecoronaviruspandemic.

Mostdigitalisedeconomieshavebeentargetsofthesecyberattacks.CountriessuchastheUSA,
Singapore,China,Germany,UnitedKingdom,Russia,hasrecordedmostcyberattacksevenbefore
theCOVID-19pandemic,nowrecordsmuchmorecyberattacksondailybasis.Thecountriesthat
haveembraceddigitalisation,haveexcelledinareassuchasthedigitalinnovation,digitalindustry,
digitalfacilitiesanddigitalgovernance.

Severally, thegovernmentsofUSAandUKhavebeenvictimsofdatahijackingbecauseof
itsdigitaleconomy,andtheUSAhascomeouttostatethatitscoronavirusdataisonthethreatof
beinghijackedbycybercriminalsfromothernations(Chohan,2020).Fordevelopedcountrieswhose
economyisdigitalised,ahijackormanipulationofCOVID19datawillimplyslowingdownthe
responsetothecrisis.Forexample,robotsanddronesarebeingusedbytheUS,China,SouthKorea
andothercountries,ifhijackedcouldaffectthemanagementofthepandemiccrisissituation.Such
attacksposedangertothehealthandsafetyofpatientsduringaCOVID19pandemicthatisover
stretchingmostcountry’shealthcaresystems.Thishasnecessitatedanincreasedcybersecurityin
mostlythehealthandfinancialsectorofthedigitalisedeconomiesofmostnations.

Itispertinenttonotethataguaranteedcybersecuritybygovernmentsimpliesanenhancedhuman
security.Humansecurityisdescribedasanapproachinidentifyingandaddressingwidespreadand
cross-cuttingchallengestothelivelihood,survivalanddignityofpeople,whichcallsforpeople-
centred, comprehensive, context-specific and prevention-oriented responses that strengthen the
protectionandempowermentofallpeople(UnitedNations,2020).Itisarguedthatsecurityshould
beseenatthehuman/individuallevelratherthanatthenationallevel.Whichraisesthequestion,
doescybersecurityenhancepromotehumansecurity?TheNigeriangovernmenthascommenced
thedigitisationofhereconomyandthisraisestheissueofitsreadinesstoprovideanefficientand
effectivecybersecurity.Digitisationdenotesservicesofacountryareallgoingonlinewhichimplies
thatthereisneedforanefficientandeffectivecybersecuritymeasuresintheNigeriacyberspace.
Digitaleconomyisperceivedasinterneteconomywherebusinessesareperformedonthecyberspace.
Unfortunately,famousdigitaleconomiesintheworldsuchastheUSA,ChinaandRussiaarebeing
facedwithseriesofattacksonacontinuousbasis,whichalsoraisesthequestionofhowsafethese
economiesareandhowpronetheyaretocyber-attacks.

AccordingtotheGlobalSecurityIndexReport(2018),cyberattacksacrosstheworldhavecentred
onfiveindustrieswhichinclude,Government,financialservices,transportation,manufacturingand
healthcare;predictingthatcybercrimewillcostworldwidedamages,whichmayaccountforabout$6
trillionannuallyby2021,upfrom$3trillionin2015(CybersecurityVentures,2020).Thequestion
remains,whowilltaketheleadforthefightagainstcybercrime,whatmeasureshavebeenputinplace
bygovernmentstoprotectthevulnerableagainstsuchcyber-attacks.Thecyberspacesystemsare
designedinsuchawaythatmosttimesahumaninterventionisneededbeforemoniescanbepushed
outofone’sbankaccount,yetpeoplefallpreytothedevilishactsofthesecybercriminals.Conversely,
cybercriminalsuseallkindsofsophisticatedtoolsandmeanstoperpetuatetheircrimesandhence
makingitverydifficulttotracethemandareincreasinginnumbersonadailybasis.(CNBC,2017)

With the coronavirus pandemic ravaging its way into the society and forcing governments,
organisations,businessesandpersonstoworkandstayathome,thesecybercriminalshavetakenthe
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