
DOI: 10.4018/IJERTCS.289198

International Journal of Embedded and Real-Time Communication Systems
Volume 13 • Issue 1 


Copyright©2022,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



*Corresponding Author

1

Traffic Flows Forecasting Based 
on Machine Learning
Vladimir Deart, Moscow Technical University of Communications and Informatics, Russia

Vladimir Mankov, Training Center Nokia, Russia*

Irina Krasnova, Moscow Technical University of Communications and Informatics, Russia

ABSTRACT

Thearticleaimstodevelopamodelforforecastingthecharacteristicsoftrafficflowsinreal-time
basedontheclassificationofapplicationsusingmachinelearningmethodstoensurethequalityof
service.Itisshownthatthemodelcanforecastthemeanrateandfrequencyofpacketarrivalforthe
entireflowofeachclassseparately.Thepredictionisbasedoninformationaboutthepreviousflows
ofthisclassandthefirst15packetsoftheactiveflow.Thus,therandomforestregressionmethod
reducesthepredictionerrorbyapproximately1.5timescomparedtothestandardmeanestimatefor
transmittedpacketsissuedattheswitchinterface.
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1. INTRodUCTIoN

Everyyear,thetrafficoftelecommunicationsnetworksisgrowingrapidly,andthenumberofusers
andservicesisincreasing.Therearenewtypesofapplications,eachofwhichrequiresensuringthe
qualityofserviceattheproperlevel.Thereareseveralmaincategoriesofservices,suchasvoice,
video, data, and many of their extensions: audio and video conferencing, IPTV, etc., for which
appropriatetrafficmanagementpoliciesareprovided.However,thenetworkoperatordoesnotalways
knowthenatureandcategoryofincomingtraffic,whichcomplicatesthetaskofmanagingnetwork
resourcesanddynamicallyallocatingbandwidth.Unidentifiedandnon-allocatedtrafficflowsfrom
thenetwork’spointofviewareprocessedaccordingtotheBestEffortprinciple.

Thefirstapproachestodefiningtrafficclasseswerebasedonalistofwell-knownTCPandUDP
ports,butwiththeadventofdynamicallychangingports,theuseofthismethodbecameimpossible.

Thewell-knownDPI(DeepPacketInspection)technologyallowsfor“deep”analysisofpacket
headersattheupperlevelsoftheOSImodel.Nevertheless,withthehelpoftheDPIsystem,itis
alsonotalwayspossibletoidentifythenatureofthedataflow,forexample,incasesofencryptedor
tunneledtraffic.Inaddition,DPItechnologydoesnotallowtopredictthefuturecharacteristicsof
trafficflows,suchastherateorfrequencyofarrivalofpackets.
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Theflowcharacteristicsareoftenevaluatedaspacketsarriveat thenetwork interface.Flow
Tableasanexampleallowsestimatingthecurrentmeanrateofeachidentifiedflow.Butthecurrent
flowratedoesnotalwayscorrespondtothemeanrateoftheentireflow,soforecastsusingthemean
rateremainquiteinaccurate.

Someapproachesinvolvepredictingthebandwidthusedbasedontimeseries,suchasthe
ARIMA(AutoregRessiveIntegratedMovingAverage)model.But in thiscase, theforecast
is given short-term and is made based on all flows, which does not allow to evaluate the
characteristicsofeachoftheflows.

Recently,dataminingmethodshavebeenusedmoreandmoreeffectivelyintelecommunications,
especiallyMachineLearning (ML) approaches, to solve awide rangeof tasks, including traffic
classificationanddeterminationofitscharacteristics.

SupervisedLearningandUnsupervisedLearningstandoutamongthemethodsofmachine
learning. Supervised Learning methods imply the presence of a database that consists of a
certainnumberofdifferentsamples,eachofwhichischaracterizedbyitsownsetoffeatures
and the correspondingclass.Thisdatabase isdivided into a trainingand test sequence.The
trainingsequenceisusedtobuildaclassifierorregressormodel,andthetestsequenceisused
toevaluateit.Duringtesting,thealgorithm’sefficiencyischeckedbycomparingthepredicted
valuesand the trueclasses.SupervisedLearningmethodsare fastandaccuratebutcanonly
predictclassesknowntothemodelinitially.ForUnsupervisedLearningmethods,classvalues
arenotdefined,whichcomplicatesthetaskandreducespredictionaccuracy,butitispossible
todetectnewclasses.

TheauthorssuggestusingSupervisedLearningmethodstospeedupclassifytrafficflowsbased
ontheircharacteristics.Theparametersofthefirstfifteenpacketsoftheflowareanalyzed,such
asthelengthofeachpacketandtheinter-intervalarrivaltimebetweentwoconsecutiveincoming
packetsandtheparameterscalculatedontheirbasis.Themodelusesthemtodeterminetheclass
ofthetrafficflow.Aclassreferstoaspecificapplication.UsingUnsupervisedLearningmethods,
themodelexpands,addsnewclassestothemodel,andrefinesexistingclasses(Deart,Mankov,&
Krasnova,2021;Deart,Mankov,&Krasnova,2020;Mankov,&Krasnova,2019;Mankov,Deart,&
Krasnova,2021;Mankov,&Krasnova,2017).

Thepurposeofthispaperistoextendthecurrentmodelbydevelopingblocksforpredictingflow
properties.ThemethodsofSupervisedLearningareusedtoestimatethemeanrateandinterarrival
timeofpacketarrival.Theforecastismadeforeachclassseparately-thus,theindividualproperties
of the application, the characteristics of the current flow based on the first fifteen packets, and
informationaboutpreviousflowsaretakenintoaccount.Tobuildthemodel,theauthorsanalyze
fiveregressionmethods:Boost,RandomForestregression,Linear,Lasso,andVotingregression.
Theregressionresultiscomparedwiththeforecastbasedonthemeanrateandthemeanvalueof
theinterarrivaltimeofpacketarrival.Theestimationofforecastingresultsdependingondifferent
methodsofdatapreprocessingisalsogiven.

Thearticleisstructuredasfollows:Section2providesanoverviewoftheworkonthetopic
ofthecurrentarticle,highlightsthemaindirectionsofresearchdevelopment,andconsiders
theproblemsofrelatedfields.Section3providesabrieftheoreticaloverviewofthemethods
usedtopredicttrafficcharacteristics,andsection4–methodsofdatapreprocessing.Section5
detailsthedynamictrafficclassificationmodel,whichincludesreal-timetrafficclassification,
adding new applications, and predicting traffic flow characteristics individually for each
class.Section6describestheexperimentalstudiescarriedoutinthework,inparticular,the
methodologyofdatabase formation,preliminarystudiesof thedataset, the impactofdata
preprocessingmethodsontheresultsoftrafficforecasting,andacomparisonofthepredictive
abilitiesofvariousmodels.Section7isdevotedtothegeneralconclusionsofthearticleand
thedefinitionofaplanforfutureresearch.
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