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ABSTRACT

Threat and Risk Assessment is an important area in cybersecurity. It covers multiple systems and orga-
nizations where cybersecurity is significant, such as banking, industry, SCADA, Energy Management
System, among many others. The chapter presents a method to help assessing threats and risks associated
with computer and networks systems. It integrates the Framework for Improving Critical Infrastructure
Cybersecurity—developed by the National Institute of Standards and Technology—with a quantitative
method based on the use of a Continuous Logic, the Logic Scoring of Preference (LSP) method. LSP
is a method suitable for decision making that provides the guidelines to produce a model to assist the
expert in the process of assessing how much a product or system satisfy a number of requirements, in
this case associated to the identification, protection, detection, response and recovery of threat and risks
in an organization.

INTRODUCTION

The chapter presents a method to help assessing threats and their associated risks. Threat and Risk As-
sessment encompass a wide area, ranging from building construction to network and computer security
through automotive design and construction, and many others such as Supervisory Control And Data
Acquisition (SCADA), Energy Management System (EMS) systems among others, many of them closely
associated with computer and networks systems.
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Threat and Risk Assessment Using Continuous Logic

Assessing threats and the risks associated to them implies several tasks such as identifying threat and
risks, detecting them and their level of danger to a particular organization cybersecurity system, as well
as to decide what to do with a specific threat, the costs of prevention or correction, the consequences of
the actual risks occurring or, alternatively, not paying any attention to them, disregarding them.

Properly identifying, recognizing, making out a possible threat is the first step in this process;
consequently, to have a list of characteristics, traits, attributes or requirements can be of help in that
task. Therefore, it is necessary in first place to clearly define the set of requirements that can be of use
in identifying threats and their related risks. Second, it is important to have a method that using those
requirements eases the building of a model that assist people in charge with the job of assessing threats
and risks in order to make well informed decisions on the matter.

The method proposed here is aimed at giving help in the area of cybersecurity and it is based on the
Framework for Improving Critical Infrastructure Cyber security developed by the National Institute of
Standards and Technology (NIST). The proposal integrates this framework with a quantitative method
based on the use of a Continuous Logic, the Logic Scoring of Preference (LSP) method. LSP is a method
suitable for decision making that provides the guidelines to produce a model/tool to assist the expert in
the process of assessing how much a product or system satisfy a number of requirements, in this case
associated to the identification, protection, detection, response and recovery of threat and risks in an
organization. More specifically, the proposal is aimed to supplement steps 3 to 5 in the NIST program
(NIST, 2018) with the necessary activities to develop a quantitative LSP model for assessing threat and
risks in an organization. Therefore starting from a set of requirements taken from the NIST Framework,
and applying the LSP method, a decision model can be developed. The resulting model can be used as
an effective tool to assist professionals in the process of assessing potential threats and risks involved in
any kind of organization, be it industrial, service, utilities, etc., providing a global indicator as well as
a set of partial indicators, for each system under evaluation. These indicators are values in the interval
[0; 100]; the global indicator represents the stage in which a system under evaluation is with respect to
the whole set of critical threat and risk requirements identified and, in the case of the partial indicators,
to cohesive subgroups of requirements.

BACKGROUND

The next two subsections discuss related work on threat and risk assessment and introduce some concepts
of the LSP method necessary to understand the rest of the work.

Threat and Risks Assessment

Threat and Risk Assessment is part of an ongoing process of identifying, assessing, and responding to
risk. Threat and Risk Assessment in cyber security contexts is becoming more and more a concern for
organizations of any kind, i.e. industrial, utilities, service oriented, etc., since computers and networks
have penetrated nearly every activity. Organizations increasingly have the need to assess the potential
threats and the risks involved in their processes and infrastructures. Not only commercial and govern-
ment institutions but also utilities are aware of the potential threats to their infrastructures. Many open
source and proprietary methods exist today to perform a risk and threat assessment, some focused on
specific types of risk and some focused on specific business sectors. Of course the problem of threat and
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