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ABSTRACT

Theissuesofprivacyanddataprotectionaregaininginprominence,especiallyagainstthebackdrop
ofchangingcitizenpreferencesandtheenforcementofstrictlegislationssuchastheEU’sGeneral
DataProtectionRegulation.Pursuantbotharticle25oftheregulationandfollowinggoodpractice,
publicsectorinstitutionsneedtoapplytheprincipleofprivacybydesign(PbD)totheirinformation
systems. However, there is limited consensus on how this application is to be carried out. This
articleaimstofillthisgapbyconstructinganimplementationmethodologywithaparticularfocus
onthee-governmentdomain.Thisisdonebyusingadesignscienceapproachleveragingpractical
experienceandextantliteraturetodesignthemethodologyinaccordancetouserneeds,existinglegal
requirements,andbestpractices.Theproposednewmethodologyisappliedtoareal-lifeprojectfrom
Bulgaria’se-governmentroadmapandevaluatedbyprojectstakeholdersandexperts.

KEywoRDS
Data Protection, E-Government, GDPR, Methodology, Privacy by Design

INTRoDUCTIoN

Issuesofinformationsecurityandprivacyhasgainedsignificantinterestandsalienceamongboth
academic andpractitioners.Protectingpersonal data is not only increasingly seen as a potential
competitiveadvantagebutalsomandatedbyeverstricterregulationssuchasEuropeanUnion’sGeneral
DataProtectionRegulationandthenumerousUSprivacyregulations.Oneoftheimportantproblems
toimplementingprivacycontrolshasbeentooperationalizetherequirementsandapplytheminthe
mostcost-effectiveway.Cavoukian(2010)hasproposedthatinordertodothatprivacyneedstobe
introducedattheveryearlystagesofinformationsystemsdevelopment,andthissetofprinciplesis
knownasthePrivacybyDesign(PbD)approachtopersonaldataprotection.Theparticularitiesof
applyingthePbDprinciplestoreal-lifeprojects,however,remainsunclear,andnumerousapproaches
persist(Semanthaetal.,2020).Thechallengeisparticularlypertinentinthepublicsectorwhichcalls
foraspecificmethodologythatisbothsuitablefore-governmentapplicationsandflexibleenough
toaccommodatetherequirementsofalargescopeofpotentialgovernmentandmunicipalusers.

Thegoalofthisworkisthustopresentasuitablemethodologythatcanguidetheimplementation
of thePrivacybyDesignprinciples inthee-governmentdomain.Thismethodologybuildsupon
existingSoftwareDevelopmentLifeCycle (SDLC)methodologiesandadds to themphases that
arespecificforthee-governmentdomainsuchasamorestringentlegalanalysis,aswellaspublic
consultationwithrelevantstakeholders.Toillustrateitsapplicationaparticularreal-lifeprojectfrom
the Bulgarian e-governance roadmap is selected and modeled using standard Unified Modeling
Language(UML)notationwithprivacyenhancements.Thisisthenpresentedtosixexpertsworking
onthisprojectandevaluatedviain-depthsemi-structuredinterviews.Theresultsshedmorelight
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onhow theprinciples ofPbDareunderstood andwhat concrete practices canbeused for their
application.Thearticleproceedsasfollows.Thesecondsectionprovidesashortliteraturereviewof
PbDdesignprinciplesandimplementationmethodologies.Thethirdsectionisanoverviewofthe
methodologicalapproachthatlargelyfollowstheDesignScience(Hevneretal.,2004)paradigm,and
thefourthsectionpresentstheoutlinesofthenewlyproposedmethodology.Sectionfiveshowshowit
canbeusedtoareal-lifee-governmentproject,whilesectionsixdiscussestheresultsandconcludes.

BACKGRoUND

Providebroaddefinitionsanddiscussionsofthetopicandincorporateviewsofothers(literature
review)intothediscussiontosupport,refute,ordemonstrateyourpositiononthetopic.1Theneed
forrigorousinformationsecurityandprivacyfunctionalitiesinthee-governmentdomainishardly
a new development (Ebrahim & Irani, 2005). However, the increasing scope and complexity of
government functions, togetherwith risingpublicconcernandmoreaggressive regulationssuch
astheEuropeanUnion’sGDPR,haveincreasedthesalienceandtheneedforeverbetterprivacy
measures.Whileitiswidelyagreedthatimplementingsecurityandprivacycontrolsatthedesign
stageofagiveninformationsystemsignificantlyminimizeswork,increasessecurity,anddecreases
costs(Williams,2009;Schaar,2010,Hustinx,2010),itremainsunclearexactlyhowtodosoina
realisticsetting(Kroener&Wright,2014,Jacobs&Popma,2019,Bednaretal.,2019).Cavoukian
(2012а)hasproposedanumberofprinciplesthatHoepman(2014)operationalizesinanumberof
privacy-preservingstrategiesandtactics.SomeauthorsusethosetoproposeaPbDmethodology
(e.g.Dennedyetal,2014;Cronk,2018)butthoseeffortsarelargelyfocusedontheprivatesector.

oVERALL FRAMEwoRK

APrivacybyDesign(PbD)implementationmethodologyfore-governmentcanonlybeeffectiveby
simultaneouslyaddressingthemultitudeofdimensionsthatasoftwaredevelopmentprojectentails
–bothtechnologicalandsocial-organizationalones.ThesuccessofagivenITartefactdependsnot
onlyonappropriatetechnologybutalsoonitsembeddednessintheorganizationalstructureandits
abilitytointegratewithandsupportnormsandbehaviors.theSocio-TechnicalModel(STM)may
beleveragedasausefulframeworkthatreflectsthismultitudeofdependencies(seee.g.Kowalski,
1994; Østby et al., 2019). The Technological dimension of the STM focuses on the Machines
(infrastructure)andtheMethods(operations)performeduponthem.Thesocialdimensionsinclude
boththeformalstructureoftheorganization(formalandprocess-wise),aswellastheculture(ethical
andlegaldimensions)thatsupportbehaviors,normsandexpectations.Thesuccessfulimplementation
ofaPrivacybyDesign initiativenecessarilyhingesuponallaspects– itmustoperateon theIT
infrastructurebut also include rules, anddesignpatternsofhigherorder.Equally important, the
processmustbeformalizedwithintheofficialstructuresof theorganizationbutalsounderstood
andsupportedbytheprofessionalsthataredirectlyorindirectlyinvolvedinit.Theimportanceof
individual-levelandsocio-organizationalconsiderationsassuccessfactorsfordigitaltransformation
effortsisnowwellestablished(Grublješičetal.,2019).Whileimplementationshavelargelyfocused
onderivingconcretesoftwarerequirements(Morales-Trujilloetal.,2019),e-governmentapplications
requireamuchmoreinvolvedmulti-stakeholderapproachandthusallelementsoftheSTMmustbe
properlyaddressedtoensuresuccess.WebeginbyreviewingthePbDfoundationalprinciplesand
thenshowhowexistingmethodologiesneedtobeexpandedtomorefullyaccountforthespecific
needsofelectronicgovernmentinformationsystems.
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