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ABSTRACT

The emerging trend of internet of things in recent times is a blessing for various
industriesintheworld.Withtheincreasingamountofdatageneratedbythesedevices,
it makes it difficult for proper data flow and computation over the regular cloud
architecture.Fogcomputingisagreatalternativeforcloudcomputingasitsupports
computationindevicesoveralargedistributedgeographicalarea,whichisaplusfor
fogcomputing.Havingapplicationsinvariousdomainsincludinghealthcare,logistics,
design,marketing,manufacturing,andmanymore,fogcomputingisagreatboonfor
thefuture.Evolvingfogcomputinginvariousdomainswithdifferentmethodsand
techniqueshasshapedaclearfutureforit.Applicabilityoffogcomputinginvehicular
communicationsandstorage-as-a-servicehasmadethetermmorepopularthesedays.
Itisareviewofallthepossiblefogcomputing-enabledapplicationsandtheirfuture
scope.Italsopreparesabasisforfurtherresearchintofogcomputingdomain-enabled
serviceswithlowlatencyandminimumcosts.
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1. INTROdUCTION

Fog computing, also called fog networking, is basically an extension of cloud
computing.Fogcomputing,morepreciselyisanarchitecturethatusesedgedevicesto
carryoutadequatecomputation,storageandcommunicatelocallyandovertheinternet
backbone.ItishencederivedfromEdgeComputing,whichisintendedtoextendthe
distributedcomputingincludingnumerousdevicesbyconnectingthemtothecloud.
Theterm‘fog’in‘fogcomputing’referstothecloud’sedge.Alltheoperationsand
computationsareperformedatthevicinityoftheIoTdevicesandsensorsalongwith
thestorageandnetworkingrequiredthroughoutthecomputation.

All the computations in fog computing are decentralized and geographically
distributed. Increasingnumberof IoTdevicesandsensorshavegivena rise to the
increaseintheprospectsoffogcomputing.Fogcomputingprovidesthesameservices
ascloudcomputingsuchascontainersandvirtualization,etc.toensuretheefficient
useofresources.

2. LITERATURE REVIEw

ZeeshanAlietal.(2020),Fogcomputing,abbreviatedasFC,issimplyaninfrastructure
which contains distributed computing, where all the computing resources such as
storage,applicationsanddataaredistributedamongthecloudandthedatasource.
Allthesecurityandprivacyissuessuchasauthenticationandkeymanagementissues,
which were seen in cloud computing are also observed in fog computing as fog
computingisjustanextensiontothetraditionalcloudcomputing.TheschemeSAKA-
FC,usedforauthenticationkeyexchangeforfogcomputingmaysufferfromextreme
vulnerabilitiesaccordingtotheanalysisperformed.ThereissomethingcalledBAN
logicwhichvalidatestheformalsecurityanalysisoftheproposedscheme.Meanwhile,
automatedformalschemesecurityverificationtakesplacebytheuseofAVISPAtool.
Somesortofnonformalsecurityanalysisisperformedtomanifestthattheproposed
schemecanencountersomeknownattacks.Withtheproposedscheme,wegetsame
communicationcostsasSAKA-FC,withasmalldifferenceincomputationcostof24%.

B.V.Nateshaetal.(2021),Simplytobesaid,fogcomputingisthecuttingedge
technologyusedforhandling,processingandcomputationofhugeamountofdata
receivedfromedgedevicesandsensorssuchasIoTdevices.Somecommonnetworking
deviceslikerouterandgatewaysarealsousedforasnodestohostandprovideservices
to theconnecteddevicesasa resultof IoTapplications.Themajorprobleminfog
computing is finding a perfect node and deployment and running of IoT services
becausethisdevicesmightbegeographicallydistributedandhaveanumberoflimited
resourceswiththem.Two-levelresourceprovisioningframeworkhasbeendesignedin
thispaperwiththehelpofdockersandcontainerization.Withthetwo-levelresource
provisioningframework,serviceplacementplatformhasbeenformulatedasamulti-
objectiveoptimizationproblem forminimizationof service time, cost, andenergy
consumptionofIoTapplications.Themulti-objectiveoptimizationproblemhasbeen
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