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ABSTRACT

Privacy protection is a hot topic in network security. M cholars are committed to evaluating
privacy information disclosure by quantifying priv
telecommunications fraud. However, in the processf@t quantitative privacy, few people consider the
reasoning relationship between privacy informatio
disclosure and privacy disclosure caused by i g. This paper completes an experiment
on privacy information disclosure in th
privacy measurement algorithm, this lates the privacy disclosure of public figures
in different fields and conducts horj 1 analysis to obtain different privacy disclosure
characteristics. The experigentgot shows the situation of privacy disclosure, but also gives

suggestions and method to
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In recent years, hack attack, virus, trojan and personal information disclosure are increasingly
exposed to public view, network security has attracted much attention. The existing network security
technologies have a broad definition of protected data, which does not divide the types of data. Most
of the time, they treat the protected data equally. Network service providers don’t think differently
about different types of data when they grab network data, also they don’t communicate with data
providers(Vincent et al., 2011). In fact, different types of data need different degrees of protection,
especially personal privacy data. For example, someone’s gender is one privacy data that can be open
to alot of people, such as friends, colleagues and so on, passwprd of bank card is also kind of privacy
data, but it is confidentiality to others, which can only be kept by himself.
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Many network activities may cause personal privacy information disclosure, such as website
registration, online shopping, clicking links and so on. What information is disclosed in process
of network activity is difficult to capture, even if it can be captured, it is difficult to measure what
impact it will have on the data owner after privacy information is disclosed. However, there is a
certain connection between different types of personal privacy data(Omoronyia, 2016), more data can
be derived from one or more exist data. However, these connections are not considered in network
activities. Most existing privacy protection schemes can only match individual privacy information.
The P3P platform(Cranor et al., 2002) which proposed in 2007 provides a method for personalized
privacy protection, enabling users to define their privacy preferences. But P3P platform has not done
any processing for the relationship between different privacy information, also has not used specific
numbers to quantify these links.

Ontology is a good tool to find the relationship between different data. In a
the correlation between two separate data can be calculated. Because of the exig of reasoning

relationship, most of the existing privacy protection methods will actually still cau disclosure.
In order to understand the situation of privacy disclosure in real world, this pap privacy
disclosure measurement experiment on ten public figures in differen nderstand
what kind of privacy information is easily disclosed by people in di gticlds. By calculating

of a privacy measurement algorithm based on WordNet ont:
public figures’ privacy information is quantified with a specifi

The rest of this paper is organized as follows. Sectio
protection, ontology based privacy protection and priv:
relationship and structure of WordNet. Section 4 builds
goal. Section 5 introduces the quantification alggrithm
relationship handling and the characteristics g m.
section 7 is the conclusion.

#yzed comparatively.
relgted work include privacy
" Section 3 introduces the
isclosure model and defines the
e framework of algorithm, the
1on 6 is the experimental part and

2. RELATED WORK

There are many hot topics in the rotection, such as location based privacy protection,
data publishing based priva rnet of things based privacy protection, video privacy
protection and so on. Thig PMmainly considers privacy protection in data dissemination. In this
respect, the more commo

reached a con a ontrol. Ulybyshev et al.(2017) designed a cloud enterprise framework
to ensure that eaclgervice can only access authorized database fields by assigning keys in untrusted
cloud platform. Cher®gt al.(2015) proposed a data distribution protocol called ReDD, which enables
high quality information to be transmitted in a mobile social network by estimating the quality of
messages, without revealing user’s privacy information. Some scholars had begun privacy protection
from known information, such as Zhang et al.(2018) considered a variety of medical knowledge,
established a destination tree, and dynamically defined the access boundary of hospital information
system based on context. These methods could all achieve privacy protection to a certain extent, but
they didn’t divide the protected privacy information based on meanings, or to say, the division is
not detailed enough to connect privacy information which had relationships in terms of meaning.
With the application of ontology technology to the computer field, some scholars began to achieve
privacy protection based on ontology. Tian et al.(2017) proposed an ontology based service rating
framework, which was based on semantic similarity to match requirements and services, thereby
reducing privacy disclosure. Chou et al.(2017) introduced ontology technology regarding privacy
disclosure problems in the field of network visualization, implements a visual interface based on
ontology, and assists with some privacy protection operations. Belaazi et al.(2015) proposed that



20 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/article/privacy-disclosure-in-the-real-
world/284046

Related Content

E-Voting Risk Assessment: A Threat Tree for Direct Recording Electronic
Systems

Harold Pardue, Jeffrey P. Landryand Alec Yasinsac (2011). International Journal of
Information Security and Privacy (pp. 19-35).
www.irma-international.org/article/voting-risk-assessment/58980

Blockchain-Based Data Sharing Approach Considering Educational Data
Meenu Jainand Manisha Jailia (2022). International Journal of Information Security
and Privacy (pp. 1-20).
www.irma-international.org/article/blockchain-based-data-sharing-approach-considering-
educational-data/303666

Cost Estimation and Security Investment of Security Projects

Yosra Miaoui, Boutheina A. Fessiand Noureddine Boudriga (2019). Advanced
Methodologies and Technologies in System Security, Information Privacy, and
Forensics (pp. 166-179).
www.irma-international.org/chapter/cost-estimation-and-security-investment-of-security-
projects/213649

The Impact of Privacy Legislation on Patient Care

Jeff Barnett (2008). International Journal of Information Security and Privacy (pp. 1-
17).

www.irma-international.org/article/impact-privacy-legislation-patient-care/2483

M-Commerce Security: Assessing the Value of Mobile Applications Used in
Controlling Internet Security Cameras at Home and Office — An Empirical

Study

Ahmed Elmorshidy (2021). International Journal of Information Security and Privacy
(pp. 79-97).

www.irma-international.org/article/m-commerce-security/289821



http://www.igi-global.com/article/privacy-disclosure-in-the-real-world/284046
http://www.igi-global.com/article/privacy-disclosure-in-the-real-world/284046
http://www.igi-global.com/article/privacy-disclosure-in-the-real-world/284046
http://www.irma-international.org/article/voting-risk-assessment/58980
http://www.irma-international.org/article/blockchain-based-data-sharing-approach-considering-educational-data/303666
http://www.irma-international.org/article/blockchain-based-data-sharing-approach-considering-educational-data/303666
http://www.irma-international.org/chapter/cost-estimation-and-security-investment-of-security-projects/213649
http://www.irma-international.org/chapter/cost-estimation-and-security-investment-of-security-projects/213649
http://www.irma-international.org/article/impact-privacy-legislation-patient-care/2483
http://www.irma-international.org/article/m-commerce-security/289821

