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ABSTRACT

Personal identification number (PIN) is a common user authentication method
widelyusedespeciallyforautomatedtellermachinesandpoint-of-salesdevices.The
user’sPINentryissusceptibletoshoulder-surfingandinferenceattacks,wherethe
attacker canobtain thePINby lookingover theuser’s shoulder.The conventional
keypadwithafixedlayoutmakesiteasyfortheattackertoinferthePINenteredby
casualobservation.Thispaperproposesamethodofauthenticationtoaddressthese
challenges. The paper develops a prototype numeric keypad with a layout akin to
theconventionalkeypad,withthekeysrandomizedforeachPINentry.Theshuffle
algorithm,Durstenfeldshufflealgorithm,isimplementedinanapplicationdeveloped
usingJavaScript,whichisaprototype-basedobject-orientedprogrammingapplication
thatconformstotheECMAScriptspecification.Theprototypeisimplementedonthree
computingplatformsforevaluation.Thetestprovestheeffectivenessofthesystem
tomitigateshoulder-surfingandinferenceattacks.
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INTRoDUCTIoN

Mostpaymentandbankingservicesatbothpointofsaleterminals(PoS)andautomated
tellermachines(ATMs)areauthenticatedwiththeuseofPINs(Nathaniel&Osuo-
Genseleke,2018).Theseapplicationsareinpublicplaceswhereotherpeoplemaybe
abletoobservetheprocessofkeyinginthePINtoauthenticatethetransaction.An
adversarycaneasilygainaccesstotheinformationbylookingoverone’sshoulderto
observetheprocess(Bošnjak&Brumen,2019).Anotherwayanadversarycanobtain
theinformationisthroughaninferenceattack(Kovelamudi,Zheng,&Mukkamala,
2017).Thisisdonebyobservingthepositionandmovementofthepotentialvictim
during thePINentryprocesson thekeypad.With the fixedpositions for thekeys
onthestandardizednumerickeypad, it isnotverydifficult toaccuratelyguessthe
digitsofaPINjustbyobservingtheloginprocess.Theattackercangainaccessto
thevictim’sfinancialinformation,beabletoimpersonatethevictimtogainaccess
tosensitiveinformationorusethevictim’sidentitytocommitacrime.Scrambling
keypadhasbeenproposedtohelpovercomeshouldersurfingandinferenceattack.

Ascramblingkeypadhasalayoutsimilartoatelephonekeypad,buteachtimea
keyonthekeypadispressedthedigitsarescrambledtodifferentpositionsotherthan
thestandardnumberpositions(Phoka,Phetsrikran,&Massagram,2018).Thisisto
maintainoptimumsecuritysuchthatwhensomeonewatchingthePINkey-inprocess
wouldnotbeabletodeterminethenumbersbeingentered.Thepurposeofscrambling
keypad is to prevent shoulder-surfing and inference attacks. Shoulder-surfing is a
typeofsocialengineeringtechniquewhichattackersusetoobtaininformationsuch
aspersonalidentificationnumbers,passwordsandotherconfidentialdatabylooking
overtheuser’sshoulder,eitherfromkeystrokesonadeviceorsensitiveinformation
beingspoken(Hindusree&Sasikumar,2015).Shoulder-surfingisaformofdatatheft
wherecriminalsstealavictim’spersonalinformationbyobservationthevictimwhen
usingdevicessuchasATMs,computers,PoSterminals,andotherelectronicssystems
thatrequiretheuseofaPINforauthentication(Kasat,Bhadade,&Trivedi,2015).
Thiscanleadtoidentitytheftorfraud.Evidencesuggeststhatshouldersurfingoccurs
morefrequentlyandcanbeeasilycarriedoutbyanaverageuser(Bošnjak&Brumen,
2019).Though it isquite safewhenone isusingapersonaldevice in transactions
thatrequireaninputofsensitivedata,suchasPINsonthenumerickeypad,theissue
ofshoulder-surfingcomestoplaywhenusingapublicdeviceorhavetoperformthe
transactioninapublicplace.

Inference attack is a data mining technique that is used to illegally access
information about a subject or database by analyzing collected trivia data that is
disclosedunknowingly.Thisisanexampleofbreachedinformationsecuritywhere
theattacker isabletodeducekeyorcritical informationofadatabasefromtrivial
information,oftenthroughsocialengineeringwithoutdirectlyaccessingit(Turkanović,
Družovec,&Hölbl,2015).Themostusedmodeofauthenticationisthroughtheuse
ofpasswordsandPINs(Kwon&Hong,2015).Thecommonlyusedaccesscontrol
methodis thepassword-basedauthentication,wheretheuserinputsapre-arranged
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