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ABSTRACT

OwingtothehigherusageofinternetpostandduringCOVID-19,attacksonITinfrastructureand
digitalpaymenthavesurged.Thisworkundertakestheempiricalstudyonmobile-basedpayment
anddeterminestheimpactofpost-demonetization,duringCOVID-19andpostCOVID-19.Number
ofbankssupportingdigitalpayment,valueineachtransaction,monthlyvaluesarethefactorsthat
havebeenundertakenforthisstudy.Datarevealedhigherusageofmobile-basedpayments.Onthe
otherhand,securitychallengesonpaymenthavebeenexploredbyconsideringtheworld’sleading
regulationsandstandardsprevailingonmobile-basedpayment.Majorrecommendationsoffinancial
regulatorsandCERT-INhavebeenincludedforthedeeperunderstandingofemployedsecurity.This
workwillbeimmenselyhelpfultoallthestakeholdersaimingtounderstandthemobilepayment
trendsonmultidimensionsandstrengtheningthesecurityinmobile-basedpaymenttoavoidany
lossesthatmaybeincurredduetocyber-attacks.
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INTRoDUCTIoN

Wearelivinginthedigitalworlddrivenbymobilephonesthataresophisticatedenoughtoactasa
computer(Hutchessonetal.,2015;Kenney&Gortmaker,2017).Collaboration,calling,andpayment
everythingcanbeinitiatedwiththehelpofmobilephones(Martínez-Cagigaletal.,2019).Nowadays,
banksarecarriedinmobilephones.Transactionrelatedtobillpayment,transferoffundandmonthly
installmentpaymentcanwellbeinitiatedwiththehelpofmobilephones.Inaddition,appsrelated
towalletremainsinstalledthatcanalsobeusedforthepayment.Equippedwithsmartphones,deep
internetpenetration,provider’soffersandthegovernmentsupportarethekeydriversencouraging
themobilebaseddigitalpayment.

Digitalpaymentbasedmethodsarewidelyusedacrossthedevelopednations,andhavedrawn
theattentionofusers,providersandregulators fora long time(Asokanetal.,2000).Developed
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countries,suchasNorway,Japan,andAustralia,are the leadingcountries relying immenselyon
digitalpayments.Insomeofthedevelopedcountries,usageofdigitalpaymentisreachingtowards
theoptimumlevel.CountriessuchasSwitzerlandarereachingtowardszerocurrencyusageduring
payments(Singh,2019).Taxevasion,crimecontrol,andcurbinparalleleconomyaresomeofthe
advantagesofdigitalpayment(Armeyetal.,2014;Immordino&Russo,2018).Inaddition,usage
ofdigitalpaymentleadstothegrowthinGDP.Digitalpaymentisusedinarangeofindustriesthat
includeshospitality,medical,retailindustrytonameafew(Guptaetal.,2018;Hsiehetal.,2008;
Ritaetal.,2018).Digitalpaymentisbeingpromotedindevelopingcountries,particularlyinemerging
economies(Hsiehetal.,2008).Owingtothebenefitoffered,thismethodofpaymentenjoyswide
supportfrompeopleandgovernmentacrosstheworld(Gichuki&Mulu-Mutuku,2018).According
toaprediction,digitalpaymentwilltouchalmosttheentirepopulationbytheendof2025(Gichuki
&Mulu-Mutuku,2018).

Tointroducethisnewpayment instrument,ReserveBankofIndiapopularlyknownwithits
abbreviation‘RBI’actsasachiefregulator,advisortothegovernmentofIndia,andpolicyformulator.
Inordertostandardizethebankingoperations,RBIissuesthestandardoperatingproceduresforthe
complianceat central level.All the scheduledbanks irrespectiveof theirmanagement including
privateorpublicareboundtocomplywiththepoliciesandguidelinescirculatedbyRBI.Inaddition
topaymentinstruments,italsodealswiththefinancialfraudthathappensinbanksandtheother
financialsector.Advisoryonsecuritymeasuresandstandardoperatingproceduresareissuedfrom
timetotime.

Biometricidentityisusedacrosstheworldtoestablishone’sidentitywiththehelpofdigital
method(Wildes, 1997). Unique Identification Authority of India (UIDAI) is a body created to
implement the ‘Aadhar Scheme’ a digital identification of people residing within India. Unique
IdentificationAuthorityofIndia(UIDAI)isabodycreatedtoimplementthe‘AadharScheme’a
digitalidentificationofpeopleresidingwithinIndia.Inthesameline,inIndia,‘Aadhar’,abiometric
based identification method that draws analogy with the USA’s social security number is used
(UIDAI,2020).‘Aadhar’iswidelyusedandrecognizedtoestablishtheidentityofanindividual.
Underbiometricidentification,‘Aadhar’maintainsthedatarelatedtoone’sirisandfingerprintsand
thesameisactingasakeyduringtheestablishmentofone’sidentity.UniqueIdentificationAuthority
ofIndia(UIDAI) isabodycreatedto implement the‘AadharScheme’adigital identificationof
peopleresidingwithinIndia.Underthisscheme,apersonholdingan‘Aadhar’accountisidentified
withone’sbiometricdetails.‘Aadhar’isapreferredmethodtoexploreoneselfandrecommendedto
establishone’sidentityin‘KnowyourCustomer(KYC)’.Alltheleadingbanksandotherinstitutions
acrossthecountryprefer‘Aadhar’basedKYCovertheotherdocumentsofidentityduetopresence
ofbiometricdetailsin‘Aadhar’andlackofbiometricinformationinothercards.Tostrengthenthe
‘Aadhar’security,anewvirtual‘Aadhar’numberhasbeenintroducedrecently.‘Virtualid’based
methodenablestohidethetruedetailsandpreventstheleakageofone’spersonalinformationinthe
eventnetworksecurityiscompromised.UIDAIhasalreadyissuednearly1.272billion‘Aadhar’and
around49billionauthenticationsdoneacrossthecountrythathaveutilized‘Aadhar’basedbiometric
details(UIDAI,2020).

Cyber-attackisaglobalchallengeexperiencedacrosstheworld(Alatalu,2020).Organizations,
networkinfrastructure,andportalshavenotbeensparedbytheattackers.Inthepresentlandscape,
thecyberworldcanbecategorizedintoresourceowner,user,attackersanddefenders.Ononehand
defendersareaimingtostrengthenthesecurity,ontheother,adversariesevolveapproachesthatcan
penetratethenetworksystem.Thisgameiscontinuouslygoingon.Todealwiththeissuesrelatingto
InformationTechnology(IT)includingpromoting,introducing,innovationinthefield,thegovernment
ofIndiahasconstitutedtheMeiTy(MinistryofElectronicsandInformationTechnologyofIndia).In
ordertogaineffectivecontrol,severalotherentitieswiththenomenclatureofautonomousbodiessuch
asNationalInstituteofElectronicsandInformationTechnologyNIELITandCERT-IN(Computer
Emergency Response Team-India) have been formed. Assisting the Ministry of Electronics and
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