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ABSTRACT

Security and privacy issues are the challenging areas in the field of internet of things (IoT) and fog comput-
ing. IoT and fog has become an involving technology allowing major changes in the field of information
systems and communication systems. This chapter provides the introduction of 10T and fog technology
with a brief explanation of how fog is overcoming the challenges of cloud computing. Thereafter, the
authors discuss the different security and privacy issues and its related solutions. Furthermore, they
present six different case studies which will help the reader to understand the platform of IoT in fog.

INTRODUCTION

Internet of Things (IoT) is on the cutting edge of Technology, connecting humans, devices and systems
intelligently. It is a network of connected physical objects that are reachable through the Internet. The
‘Thing’ in the IoT could range from a “Smart Home” to a “Connected Inhaler”, that is assigned a unique
address and has the potential to fetch and handover the data collected, over a network without any assis-
tance, making our lives more easier. ol enables a device to represent itself digitally over the internet and
gets connected to its surrounding devices triggering interaction among various such connected devices.
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Security and Privacy Issues in loT

The word “Internet of Things (IoT)” was coined by Kevin Ashton in 1999 and is defined as the net-
work of physical nodes with other items embedded with it like software, sensors, actuators, and network
connectivity which enable these objects to collect and exchange data. IoT integrates the real world with
the computer-based systems precisely and efficiently, reducing the human intervention.

Though the term “Internet of Things” is two decades old, it is in limelight since 2010 as there has
been an exponential growth in the number of devices connected to the internet. Starting from a ‘Con-
nected Home’ having remotes, smart refrigerator, security keypads to the present-day mobile-controlled
devices, smart-temperature learning device (thermostats), connected fitness tracker we have seen our
lives evolving around the internet. Medical field is tremendously improving by the application of IoT as
it aims to empower people to lead a healthier life by wearing connected devices. The impact of 10T is
challengingly growing in the Agriculture, Poultry and Animal Husbandry fields.

There is an exciting future in the field of IoT. Growth of Artificial Intelligence and Machine Learning
will result in a new range of connecting devices in the coming decade with improvised technologies.
Concepts like “Monitoring and Reporting” will ensure clean and safe surroundings with smart traffic
systems resulting in lessening the accident numbers, ensuring security. Applications of IoT to Plants and
Animals sector will lead to a smarter way of growing, processing and storing food. Smart Home would
automatically manage our most standard house activities and its energy consumption.

The evolution of 10T has started with remote computing infrastructures like data centers and moved
on to the recent Cloud Computing environment to meet the demands of enormous data that the devices
generate by making use of virtual storage applications in turn it will take off to “fog computing” in the
coming days. Fog Computing features a cloud on the edge of the device where data is generated result-
ing in reducing the access time to the cloud.

Boon of IoT would be Machine to Machine (M2M) Communication leading to an automation of
daily tasks which in turn provide a controlled, efficient, timely, and a better quality of life. Setback of
IoT would be technology taking over our lives, lesser employment of menial staff, risk of losing privacy,
any failure or bug in the software will result in serious consequences.

HOW IS loT LINKED WITH FOG?

The Internet of things is developing gradually and is leaving a mark in almost all domains. High-speed
data processing, analytics and with less response times has become mandatory in all applications and
software’s and it is turning out to be a tough task to meet these requirements in the current centralized
cloud computing technique used by the present IoT systems. Organizations storing large amounts of
data on the cloud find it difficult to cope with the swift changes in the cloud technologies, making them
dependent on the service providers. Security, Privacy and Complexity in building their private cloud
still seems challenging for the Cloud Computing Sector (Lebied, 2017).

To overcome the challenges faced by the Cloud Computing Technology, researchers have come up with
an idea of bringing Cloud service features closer to physical IoT devices. This computing infrastructure
where the cloud is placed in vicinity of data being generated featuring as “mini-cloud” is referred to as
Fogging or Edge Computing or Fog Computing, often associated with Cisco. The metaphor “fog” is
coined since it refers to the cloud near the ground. Substantially, the fog layer acts as a junction between
the produced data and cloud capabilities. It aims to increase the efficiency by reducing the movement of
data to and fro the Cloud. Here, the processing and storage of computing resources and its applicant ser-

454



20 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/security-and-privacy-issues-in-iot/280188

Related Content

GARCH Risk Assessment of Inflation and Industrial Production Factors on Pakistan Stocks
Shehla Akhtarand Benish Javed (2012). International Journal of Risk and Contingency Management (pp.
28-43).

www.irma-international.org/article/garch-risk-assessment-inflation-industrial/74751

Handling the Dataflow in Business Process Models

Giorgio Bruno (2018). Multidisciplinary Perspectives on Human Capital and Information Technology
Professionals (pp. 137-151).
www.irma-international.org/chapter/handling-the-dataflow-in-business-process-models/198255

Memory-Based Antiforensic Tools and Techniques

Hamid Jahankhaniand Elidon Beqiri (2008). International Journal of Information Security and Privacy (pp.
1-13).

www.irma-international.org/article/memory-based-antiforensic-tools-techniques/2478

Cryptography in E-Mail and Web Services

Wasim A. Al-Hamdani (2011). Applied Cryptography for Cyber Security and Defense: Information
Encryption and Cyphering (pp. 79-129).
www.irma-international.org/chapter/cryptography-mail-web-services/46239

Assessing Risk and Safeguarding Rare Library Materials During Exhibition Loans
Patti Gibbons (2016). International Journal of Risk and Contingency Management (pp. 15-25).
www.irma-international.org/article/assessing-risk-and-safeguarding-rare-library-materials-during-exhibition-loans/148211



http://www.igi-global.com/chapter/security-and-privacy-issues-in-iot/280188
http://www.irma-international.org/article/garch-risk-assessment-inflation-industrial/74751
http://www.irma-international.org/chapter/handling-the-dataflow-in-business-process-models/198255
http://www.irma-international.org/article/memory-based-antiforensic-tools-techniques/2478
http://www.irma-international.org/chapter/cryptography-mail-web-services/46239
http://www.irma-international.org/article/assessing-risk-and-safeguarding-rare-library-materials-during-exhibition-loans/148211

