
DOI: 10.4018/IJCWT.2021040103

International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 2 • April-June 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



29

The Iran-Saudi Cyber Conflict
Chuck Easttom, Georgetown University, USA & University of Dallas, USA

 https://orcid.org/0000-0002-6744-6731

William Butler, Capitol Technology University, USA

ABSTRACT

Cyberconflictisafactorinmodernpolitics.Thereisoftenasynergybetweenhistoricalpolitical
issuesandcurrentcyberconflicts.SaudiArabiaandIranhavealong-standingmutualanimosity
thatisnowbeingexpressedviacyberoperations.Thisstudyprovidesacontextforcurrentcyber
conflictsbetweentheKingdomofSaudiArabiaandIran.Thepoliticalhistoryofbothcountriesis
brieflyexplored.Thenspecificcyberincidentsareexaminedwithinthatexistingpoliticalconflict.
ThecurrentstateofaffairsbetweenSaudiArabiaandIrancanbestbedescribedasacybercold
war.Thisstudyprovidesbothcurrentcyberincidentsaswellasthepoliticalandhistoricalcontext
inwhichtheseincidentsoccur.ThehistoryofthemodernstatesofIranandSaudiArabiaprovidea
contextforthepoliticalstrifebetweenthetwocountries.
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INTRodUCTIoN

ThepoliticalsituationbetweenSaudiArabiaandIranhasbeentenuousforsometime.Bothnations
viefordominanceintheMiddleEast,makingthemnaturallyinconflict.Asthetwonationscompete,
thissometimesisexpressedinkineticconflicts,suchasthecivilwarinYemen.TheHouthimovement,
officiallynamedAnsarAllah,isonefactionintheYemenicivilwar(Lackner,2019).TheHouthi’s
aresupportedbythenationofIran.ThegovernmentofYemenisledbyAbdrabbuhMansurHadi,
andissupportedbySaudiArabia(Hill,2017).AbdrabbuhMansurHadihasbeenpresidentofYemen
since2012,thoughthatpositionisrejectedbytheHouthi’s.

TheYemenicivilwarisindicativeoftheregionalfrictionbetweenSaudiArabiaandIran.While
suchconflictsareasubstantialconcernforregionalpeaceandstability,thereareotherissuesthat
canalsoimpacttheregion.Cyberconflictismuchmorereadilyengagedinbynationstates.This
isprimarilyduetothefactthatthereislessriskinvolvedinacyberattackthaninakineticattack
(Easttom,2018).ThiscurrentstudyexploresthecyberconflictbetweenIranandSaudiArabia

LITeRATURe ReVIeW

Tounderstandthecurrentcyberconflict,itisimportanttounderstandthepoliticalhistoryofthe
region.This includesboth thehistoryofSaudiArabiaandIran.Thegeographical,political,and
religionshistoriesofbothnationsimpactthecurrentsituationintheregion.Themodernaspectof
cyberconflictdoesnotoccurinavacuumandmustinsteadbeviewedinhistoricalandpoliticalcontext.
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TheGulfCooperationCouncilisagroupofArabmonarchiesconsistingofBahrain,Kuwait,
Oman,Qatar,SaudiArabiaandtheUnitedArabEmirates,formedin1981(Al-Mawali,2015).The
groupwasformedforeconomicreasons.SaudiArabiahasalwaystakenaleadingroleintheGulf
CooperationCouncil.Oneifthegoalswastohaveacommoncurrencyby2010,butitdidnotreach
thatgoal.Othergoalsincludeestablishingscientificresearchcenters,encouragingtheprivatesector,
andgenerallyincreasingtiesamongmembernations(Abboud,2016).Achievingacommondefense
forcewasalsoagoalofthecouncil,butonethathasnotbeenachieved(Yasein,2019).Whilethe
councilhasnotachievedallofitsgoals,ithasfacilitatedcooperativeprojectsthroughoutthemember
nations.Theseprojectshaveincludedeconomicinitiatives,technologicalprojects,andimprovements
tohealthcare.Withtheseadvances,onecouldarguethatthepoliticalmotivationsbehindformingthe
councilarelessimportantthantheprogressithasachieved.

Tosomeextent,thecouncilwasalsoestablishedasacounterbalancetoIran’spoliticalinfluence
intheregion.IranhascontinuedextendingitsinfluencebysupportinggroupssuchasHezbollah,
andexpandingitsinvolvementinSyria(Wastnidge,2017).Ibish(2016)viewstheconflictinSyria
asaproxywarbetweenIranandSaudiArabia.WhetherthatviewoftheSyrianwarisaccurateor
not,thereisnodoubtthatIranhasatleastsoldarmstofactionsinSyria.ItisclearthatIranwishesto
haveastronginfluenceonSyria,tothepointofintroducingmilitaryforcesinSyria(Bucala,2017).
TheleadershipofIranwouldprobablyviewtheirinvolvementinSyriaassupportingakindredcause.
ThisisinfacthowtheUnitedStatesvieweditsinvolvementinSouthVietnam.However,fromthe
perspectiveofthecouncil,Iran’sinvolvementinSyriaservesprimarilytoenhanceIran’sinfluence
throughouttheregion.

The issue isoneofcompeting ideologiesandgoals.ClearlybothIranandSaudiArabiaare
both Muslim nations. However, Iran is largely Shia Muslim, while Saudi Arabia is a primarily
SunniMuslimcountry.Throughoutthemiddleofthe20thcentury,SaudiArabiavieweditselfasthe
leaderoftheMuslimworld.ThisviewissupportedbySaudiArabiabeinghometoMeccaandthe
birthplaceofIslam.However,the1979IslamicrevolutioninIransetupatrulytheocraticIslamic
government (Parvaz, 2014). Furthermore, Iran has the explicit goal of exporting its theocratic
modeltoothernations.ThisservesasadirectthreattothepoweroftheMonarchyinSaudiArabia,
andtheotherGulfCooperationCouncilstates.Whilethereareissuesregardingeconomicsandoil
thatfueltheconflict,itisnotunreasonabletoassumethatoneoftheprimarydrivingforcesinthe
rivalrybetweentheGulfCouncilandIranisthetheocraticthreattothepowerofthemonarchiesin
thecouncil.Whilethecouncilhasaccomplishedother,quitelaudablegoals(Khoja,Rawaf,Qidwai,
Rawaf,Nanji,&Hamad,2017;Al-Othman,etal.,2015;Salahuddin,&Gow,2014),protectingthe
powerofthemonarchyistheprimarypurpose.

TheYemenicivilwarhasbeenasmallregionalconflict,butonewhichhasinvolvedinternational
forces.Yemenhasbeenengagedinacivilwarsince2015.Thewarbeganbetweentheinternationally
recognizedYemenigovernment,andtheHouthiarmedmovement.Bothofthesegroupsclaimto
betheofficialgovernmentofYemen.TheHouthi’sarebasedinthemountainousregionbordering
withSaudiArabia.TheHouthileader,HusseinBadreddinal-Houthiwaskilledin2004duringa
governmentcrackdownfollowinganti-governmentprotests.Thatconflictcontinuedandhasbeen
repeatedlyheatingupsincethat time.Inretrospect thekillingofHouthiactuallyencouragedthe
growthoftheanti-governmentfaction,ratherthansubduingit.

FormanyyearstheHouthi’susedcivildisobedience,includingprotestsandboycotts.Forexample,
in2012,theHouthi’sboycottedtheelectionbecauseithadonlyonecandidate(Hokayem&Roberts,
2016).Inmid-2014thisledtoseveralweeksofstreetprotests.Theseprotestsescalatedtouseofforce
betweentheHouthiandtheYemenarmy(Hall,2017).InSeptemberof2014theHouthiseizedcontrol
oftheYemenicapital.Therewasaproposalforpeacethatincludedsplittingthenationintosixfederal
regions.InJanuary2015,theHouthiseizedthepresidentialcompoundandledtotheresignationof
PresidentAbdrabbuhMansuHadiandhisministers.Thenextmonth,Hadiescapedanddeclaredthe
Houthitakeoverasillegitimate(Hamidi,2015).Thisincidentisonlyoneofseveralthatindicatethe
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