
DOI: 10.4018/IJCWT.2021040101

International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 2 • April-June 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



1

Cyber Warfare and the “Humanization” 
of International Humanitarian Law
Steven Kleemann, Berlin School of Economics and Law, Germany & University of Potsdam, Germany

 https://orcid.org/0000-0002-0556-7706

ABSTRACT

Cyber warfare is a timely and relevant issue and one of the most controversial in international
humanitarianlaw(IHL).TheaimofIHListosetrulesandlimitsintermsofmeansandmethodsof
warfare.Inthiscontext,akeyquestionarises:Hasdigitalwarfarerulesorlimits,andifso,howare
theseapplicable?Traditionalprinciples,developedoveralongperiod,arefacinganewdimension
ofchallengesduetotheriseofcyberwarfare.Thispaperarguesthattoovercomethisnewissue,it
iscriticalthatnewhumanity-orientedapproachesaredevelopedwithregardtocyberwarfare.The
challengeistoestablishalegalregimeforcyber-attacks,successfullyaddressinghumanrightsnorms
andstandards.Whileclarifyingthisfromalegalperspective,theauthorcanredesignthesensitive
equilibriumbetweenhumanityandmilitarynecessity,weighingthehumanitarianaimsofIHLand
theprotectionofcivilians—incombinationwithinternationalhumanrightslawandotherrelevant
legalregimes—inadifferentmannerthanbefore.
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INTRodUCTIoN

Overtime,thelawofwarhasevolved,especiallywithregardtomeansandmethodsofwarfare.Not
onlyhasthecommonnameforthelegalregimechangedinrecentdecades,thefocusitselfhasshifted
toward thehumanizationof that law,which isnowknownmainlyasInternationalHumanitarian
Law(IHL)insteadof“lawofwar”or“lawofarmedconflict”.Thisprocesswasdrivenbycentering
humanrightsandtheprincipleofhumanity.Although,thetermIHLoriginallyreferredtothefour
1949GenevaConventions,itisnowsteadilyusedtodesignatethewholebodyoflawsregulating
war.Consequently,theseevolutionsaremanifestedinboththecontentandthephraseologyofthe
law(Meron,2000:239).

Onthedownside,theissueofcyberwarfareisnotonlyhighlytopical,italsofacesmanychallenges
intermsofitsinternationallegalframework.Therefore,thequestionariseswhetherdigitalwarfare
hasrulesorlimitsunderIHL,andifso,howaretheseapplicable?Furtherpressingquestionsare
howtodefine‘attack’underIHLwithregardtocyberoperationsandwhatconstitutestheconduct
ofsuchoperations.Finally,theinterconnectionofmilitaryandciviliancyberspaceaffectsoneofthe
coreprinciplesofIHL,theprincipleofdistinction,andneedsattention.

Usingcyberoperationsduringarmedconflictcanhaveharrowinghumanitarianconsequences
(ICRC,2013:1).Throughattacksagainststatesorevenprivatecomputersandnetworks,civilians
might be deprived of medical care, drinking water, electricity or other essential needs (ICRC,
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2013:1).Aircraft control systems,nuclearplants, anddams relyoncomputers andare therefore
highlyvulnerabletargets.Thisthreatensthelivesofhundredsofthousandsofpeopleand,duetothe
interconnectionofnetworks,itisratherdifficulttolimittheattacktoonlypartofasystemwithout
impairingthewhole(ICRC,2013:1).

Toavertfutureciviliansuffering,itisurgentthattheinternationalcommunityproperlyresponds
tonewmeansandmethodsofwarfareandclearlyspelloutwhatisacceptableandwhatisnotin
cyberwarfare.Sincewarshaverulesandlimitsintermsofmeansandmethodsofwarfare,interalia
withregardtotheuseofmissiles,artilleryorrifles,thisshouldalsoapplytocyberwarfareandthe
potentiallytremendousdangeritrepresents.

Theproblemsinthisregardcanbeconsideredfromvariouslegalangles.However,thefollowing
articlewilllayitsfocusmainlyontheius in bello.Duetolimitedspaceitisalsonotpossibleto
addressallissuesregardingcyberwarfarewithinIHLindepth.Thearticle’saimisthereforeinstead
tosurveyprobableissues,providingcomprehensiveinformationoncertaincontroversialissueswithin
thesphereofcyberwarandtheprincipleofhumanity.

THe HUMANIZATIoN oF INTeRNATIoNAL HUMANITARIAN LAW

Incontrastwithhumanrightslaw,IHLcondonesoratleastallowsthekillingandinjuringofhuman
beingsnotevendirectlyparticipatinginanarmedconflict–“civilianvictimsoflawfulcollateral
damage.”(Meron,2000:240)Besidesthat,deprivationofpersonalfreedomswithoutajudgement,
wide-scalerestrictionsoffreedomofexpressionandassemblyispossible(Meron,2000:240).Allthis
isacceptableduringarmedconflictaslongas“therulesofthegame”arefollowed.Thelawofarmed
conflict(LOAC)regulatesthedimensionsofastruggleoflifeanddeathbetweenopponentswhoare
deemedequivalentastheyaremainlybothstates(Meron,2000:240).InternationalHumanRights
Law(IHRL)however,appliesintherelationshipbetweenunequalparties(statesandindividuals),
anditsaimistoprotectthephysicalintegrityandhumandignity(Meron,2000:240).Itbecomes
apparentthatthetworegimesIHLandIHRLaredifferent,andthe‘humanization’ofthelawofwar
can,insomeway,beconsideredacontradictioninterms.Twooverarchingprinciplesareheldinthe
balance:militarynecessityandhumanity.

Despitetheapparentdivergencesbetweenregulatorysubstanceofthetwobodiesoflaw,the
processofhumanizationofIHLevolvesatleastfromthelate19thcenturyonwards.Onefocalsector
inwhichthisprogressionhastakenplaceisthelawoftargeting,whosegoalistoconfine‘attacks’,by
proscribingcombatantstodirectthemagainstcivilians(Biggio,2017:41).Asnoted,theincreaseof
capabilitiesofcyberoperationscreatestensionsbetweentheviolence-centredrationaleofthelawof
targetingandtheessenceofcyber-attacks.Theireffectscouldresultindisastrouseffects,evenwithout
causingphysicalharm(Biggio,2017:41).Thisgivesrisetouncertaintywithregardtothetypeof
cyberoperationsthatcouldqualifyas’attacks’undertargetinglaw.Regulatingcyber-attacksunder
targetinglawmayreconfigurethesensitiveequilibriumbetweenmilitarynecessityandhumanity.
TheprincipleofdistinctionillustrateshowhumanitariannotionsshapetheLOAC.Thisprinciple
“shouldlieattheheartofmodernLOAC”,(Turns,2014:836)asitistheoneofthebasicprinciples
withregardtolawfultargeting,codifiednotonlyinArticle48AdditionalProtocolItotheGeneva
Conventions(API),itisalsopartofcustomaryinternationallaw(Turns,2014:836).Thegeneral
protectionofciviliansislaiddowninArticle51APIwhereitisstatedthat,“[t]he civilian population 
and individual civilians shall enjoy general protection against dangers arising from military operations
[…][andthat]“[t]he civilian population as such, as well as individual civilians, shall not be the 
object of attack[…][andthat][i]ndiscriminate attacks are prohibited.”Logically,civiliansshould
generallybeprotected againstmilitary cyberoperations and cyber-attacksdirected against them
areprohibited,astheyareindiscriminate.However,despitetheenormousdangerinherenttocyber
war,itissometimesseenaslessdevastatingthroughtheuseofnon-lethalweapons,notnecessarily
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