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ABSTRACT

Thispaperproposesasmartsystemofvirusdetectionthatcanclassifyafileasbenignormalwarewith
highaccuracydetectionrate.Theapproachisbasedontheaspectsoftheartificialimmunesystem,
inwhichanartificialimmunenetworkisusedasapooltocreateanddevelopvirusdetectorsthatcan
detectunknowndata.Besides,adeeplearningmodelisalsousedasthemainclassifierbecauseof
itsadvantagesinbinaryclassificationproblems.Thismethodcanachieveadetectionrateof99.08%
onaverage,withaverylowfalsepositiverate.
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INTRoDUCTIoN

Formanyyears,virus recognitionandeliminationhavebecomecriticaland importantproblems
becauseofthecomplicatedchangeinthedevelopmentofmalwaresystems,whichcausesantivirus
programstoinefficientlydetectandremoveviruseswithtraditionalalgorithms.Inthepast,themost
exact method for malware detection was signature analysis, which made antivirus systems with
outdatedvirussignaturedatabasesbecomepowerlessinthefaceofnewsecuritythreats.

Inrecentyears,theartificialimmunesystem(AIS)(Read,Andrews,&Timmis,2012)hasbeen
developedasaprospectivemodelbecauseofitsabilitytoadaptnaturallytotheenvironmentwhere
it isapplied.TheAIS isgroundedonbasicprinciplesof thebiological immunesystemandhas
powerfulinformationprocessingcapabilities,suchasfutureextraction,patternrecognition,learning,
adaptability,memoryanddistributivenature.AllaforesaidfeaturesmadeAISattractiveformany
computersecurityresearchers.ComputersecuritysystemswhicharebasedonAISprinciplesallow
todetectunknownmaliciouscode,ascertainresearchprojectsindicated(Al-Sheshtawi,&Hatem,
2010;Khangetal.,2015).

Inaddition,deeplearning(DL)hasbecomeapromisingandpotentialtechnologyintheproblem
solvingoflargevolumesofdata,especiallyidentificationproblems.SomeDLarchitecturessuchas
convolutionaldeepneuralnetworks,deepbeliefnetworks(DBNs),recurrentneuralnetworks,have
beenusedsuccessfullyinthefieldofcomputervirusdetection.Inthepast,althoughthesemodels
hadsignificantperformances,theystillhaddeficienciesinunknownmalwaredetectionandalmost
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requiredverylargeamountofdata,inordertoperformbetterthanothertechniques.Thus,theyhave
hadtoberetrained,duetothequicklyincreasednumberofviruses,inrecentyears.

Thispaperpresentsahybridapproachtobuildavirusdetectionsystemthatcandetectunknown
malwarebasedontheideaofthehumanimmunesystem,inordertorecognizeunknownviruses
andincreaseaccuratedetectionrate.ByusingalgorithmsoftheAIS,insteadoftrainingthemodel
directlywithadataset,theauthorsgenerateadetectorsetanduseitfortrainingthesystem.Inthis
method,theauthorsextractthefeaturesfromcleanandmalwarefiles,thenusetheartificialimmune
network(AiNet)togeneratemaliciousdetectorstodetectunknownelements.Afterthat,theyruna
DLmodeltotrainthedetectorsandcompareitsefficiencywithotherclassifiermodels.

Inthefollowing,thepaperisorganizedinfoursections:Thefirstsectiondescribesrelatedwork;
thesecondsectiondetailstheauthors’modelforvirusdetection;thethirdsectionpresentstheauthors’
experimentalresults;thefourthandlastsectionconcludesthepaper.

ReLATeD woRK

Wang,Wu,&Hsieh(2009)proposedasupport-vectormachine(SVM)modelfordetectingunseen
malware.Usingstaticanalysis,theseauthorsextractedportableexecutable(PE)headerentriesand
trainedtheSVMclassifierusingselectedfeatures.Wangetal.’sclassificationmodeldetectedviruses
andwormswithconsiderableaccuracy,butthedetectionaccuracywaslowerfortrojansandbackdoors.

Nguyen et al. (2014) integrated an artificial neural network (ANN) with a clonal selection
algorithm(CSA)tocreateanewvirusdetectionapproach,whichaimedtohandlevirusdetection.
Inthisapproach,theseauthorsusedsomeANNsasthedetectors;also,theyusedtheCSAtofind
thebestANN’sstructureandweights.TheCSAisusedtotrainapoolofimmaturedetectorsfor
anadaptationwiththeproblem-space.However,theauthorshadnotexaminedthecoverageofthe
detector,sotheyobtainedmanyirrelevantdetectorsand,thereby,alowdetectionrate.

Shah,Jani,ShettyandBhowmick(2013)usedFisherscoretoselectbestfeatures.Bythisway,
theyextractedthePEfeaturesandproceededtouseanANNforclassifying.Althoughtheirapproach
couldidentifyunknownviruspatterns,theyusedonlyonedeployedANNaslearningmodel,which
wasnotefficientintrainingcostnorinperformanceforlargedata.

Liao(2012)extractedattributesinaPEfileincludingPEheader,optionalheaderandsection
header. Then, this researcher proceeded to select the top five properties with the most obvious
differencebetweencleanfilesandvirusinfections.Thisresearchachieved99%accuracyand0.2%
falsepositiverate(FPR)forunknownmalware.Thelimitationofthisapproachisthatitcouldnot
detectallmalwarefromthedataset.Furthermore,Liaousedadecisiontableoffivepropertiesto
detectthemalwarewithsomerulesheobservedinhissampleswithoutusinganyclassifier.Liaodid
notconsiderotherfeaturesofthePEfilewhichcouldalsobeusedtofordetectionsystem.Itbecame
ineffectivewiththecurrentvirusproblem.

Tobiyama,Yamaguchi,Shimada,Ikuse,andYagi(2016)usedconvolutionaldeepneuralnetworks
tomaketheclassificationofbehavioralcharacteristicsextractedfromtherecurrentneuralnetworks
model.Thecombinationofthesetwomodelsbroughtaboutquitehighaccuracy,about96%.However,
extractingfeatureimagesslowedtheperformanceduringthetraining,andtheauthorscouldnotutilize
thenetworkonalargescalebecauseofthesmallamountofdata.

SaxeandBerlin(2015)introducedadeepneuralnetwork.Theytookthefour256-dimensional
featurevectorsandconcatenated themintoasingle1024-dimensional featurevector.Themodel
achievedausabledetectionrateatanextremelylowfalsepositive(95%detectionrateat0.1%FPR),
buttheperformancedecayedsignificantlyinthetimesplitvalidationbecausetheyreliedonsyntactic,
ratherthansemantic,featuresforachievingaverylowFPR.

Nguyen,Nguyen,Khang,andLe(2014)extractedfilesintobinarystringsofsizeL(L=16,32
or64bit),andtwoconsecutivestringsoverlapped½L.TheyusedanAiNettoimprovedetectors’
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