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ABSTRACT

Inmobilebusiness(m-business),aclientsendsitsexactlocationstoserviceproviders.Thisdatamay
involvesensitiveandprivatepersonalinformation.Asaresult,misuseoflocationinformationbythe
thirdpartylocationserverscreatingprivacyissuesforclients.Thispaperprovidesanoverviewofthe
privacyprotectiontechniquescurrentlyappliedbylocation-basedmobilebusiness.Theauthorsfirst
identifydifferentsystemarchitecturesanddifferentprotectiongoals.Second,thisarticleprovidesan
overviewofthebasicprinciplesandmechanismsthatexisttoprotecttheseprivacygoals.Inathird
step,theauthorsprovideexistingprivacyprotectionmeasures.
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1. INTRoDUCTIoN

Nowadays,peoplearebecomingmoreandbusierandthereforepreferonlinemobilebusinessportals
tothemarketsorofflinestores.Inthisway,websitesbasedonmobilebusinessarethebestsolution
formanyentrepreneurs.Tobeabletoselltheirproductstoalargenumberofusersallovertheworld.
Themobiledeviceswithenhancedpositioningtechnology(asGPS)havesignificantlyincreasedthe
useofm-business.M-businessisageneralcategoryofinformationservicesavailabletomobileusers
thatusesinformationaboutthegeographiclocationsofmobileclientsbasedonmobilecommunication
technologies(forexampleGPS).Asaresult,newtypesofm-businessapplicationsprovidinglocation-
basedservices(LBS)havebecomepopularinrecentyears.

Inm-business,acustomersendsitsexactlocationstoserviceproviders.Thisdatamayinvolve
sensitiveandprivatepersonalinformation.Asaresult,misuseoflocationinformationbyservice
providerscreatingprivacyissuesforcustomers.Therefore,location-basedmobilebusinesscanalso
posea serious threat to theprivacyofusers (Shklovski,Mainwaringetal.,2014).Forexample,
revealingspecificuserlocationmayallowanadversarytoderivesensitiveinformationwhenauser
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visits,suchasahospital.Inaddition,revealeduserdatacouldbeusedforcriminalharassment,armed
robberyorsearchforemptyhousesforburglary.Asaresult,mechanismsforprotectinglocation
privacyaremandatorywhenusingm-businessprovidingLBS.Amechanismmostcommonlyusedto
protectusers’locationsistheobfuscationofthelocation,whichdeliberatelyreducestheaccuracyofa
location,sothatattackerscanonlyretrievecoarse-grainedlocationinformation(Ardagnaetal.,2007).

Mechanismsimplementingtheconceptofk-anonymity(Kalnisetal.,2007)toprotecttheidentity
oftheuser(examplesofdifferentprivacygoals).Ingeneral,thesemechanismsattempttofindaset
ofkusersthatcannotbedistinguishedfromeachother,sothatanattackercannotidentifyasingle
useroutsideofthisset.

Locationinformationhasthreeaspects:identity,location,andtime.Ifanattackerisabletomake
theconnectionbetweenthem,theprivacyofthelocationisbroken.Historicallocationdataarealso
importantbecausetheyenablebehaviormodelstobeestablishedandpossiblyidentifytheuser’s
home,placeofworkandgenerallyfrequentedplaces.

Inthe19thcentury,LouisBrandeisdefinesthetermofprivacyandisactuallyquitesimple:
“Therighttobeleftalone”(Wightmanetal.,2013),thatiswhyprivacyitselfisacomplexsubject.
Therearedifferentapproachestomeetingtheprivacyrequirementsofm-businessprovidingLBS.
Somearedesignedtoprotecttheuser’sidentitywhensendingqueries;othersfocusonprotecting
specificallytheuser’slocation.Somehavealsoproposedprotocolsforthequeryprivacyspecifically
aswell.In(Micciancioetal.,2010)theauthorshavepresentedaframeworkprovidingspecificsto
obfuscatequeries.Anidealapproachtoensuretheprivacyofthelocationwouldprovidestatisticson
thebehaviorofm-businessuserswhileprotectingeachindividualidentityandlocationinformation.
StatisticsareimportanttoensureserviceimprovementsthatenableAmbientIntelligencetechniques.

This paper will provide information on available Location Privacy Protection Mechanisms
(MPPPs),identifytheireaseofuseandprovideameasureforcomparingmethods.Inaddition,in
thisarticle,wepresentthekeyconceptoflocationprivacymetric.Alocationprivacymetricisused
toestimatethelevelofprotectionofferedtousers.

Therestofthepaperisorganizedasfollows.Therelationbetweenm-businessandwebportalsare
discussedinSection2.TheprivacymodelisdiscussedinSection3.Thedifferentsystemarchitectures
forthecustomerprivacyprotectionarepresentedinsection4.Insection5,wedefinethedifferent
protection objectives. The technological measures for the protection of privacy are presented in
section6.Insection7,weprovideanoverviewofexistingmechanismsforuserprivacyprotectionto
achievethedifferentprotectionobjectives.Insection8,weproposeaqualitativecomparisonofthe
mechanismsbasedonasimplecomparisontable.Discussionandanalysisarepresentedinsection
9.Finally,existingprivacyprotectionmeasures,conclusionsandfutureworksaredrawninsection
10and11.

2. M-BUSINeSS AND WeB PoRTALS

TheWebhashadasignificantimpactontheroleofthemobilebusiness:sellinggoodsandservices,
electronic data interchange (EDI) network, mail or other online system. A standard corporate
m-businesswebportalusedformuchofanorganization’sonlinebusinesspresencecanencompass
internalenterprisesystems,corporatecommunicationandcollaboration,andthemobilebusinessfor
remittances,ofgoods,servicesand/ordatabetweencompanies(B2B)orbetweenthecompanyand
itscustomers(B2C).Thenewm-businessportalmodelincludesweb-basedcommunitiesandhosted
servicessuchassocialnetworkingcapabilitiesandsocialsavingstofacilitatecreativity,collaboration,
anduser-to-usersharing.

WebPortalSolutionisawebsitedesignedtoprovidecustomizedfunctionalityforitsvisitors.
Additionally,businesswebportalsarecreatedtoshareworkplacecommunication.
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