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ABSTRACT

InthetraditionalRFIDsystem,thesecurewiredchannelcommunicationisusedbetweenthereader
andtheserver,andthenewmobileRFIDsystemisdifferentfromthetraditionalRFIDsystem.The
readerandtheservercommunicatebasedonthewirelesschannel.Thismakesauthenticationprotocols
applicabletotraditionalRFIDsystemsnotapplicabletomobileRFIDsystems.Tosolvethisdefect,
atwo-wayauthenticationprotocolMSBisproposedforultra-lightweightmobileradiofrequency
identification system based on bit replacement operation. MSB (most significant bit) encrypts
informationbasedonbitwiseoperations,andtheamountofcomputationofthecommunicationentity
isreduced.Tags,readers,andserversfirstauthenticateandthencommunicate.MSBcanberesistant
tocommonattacks.Thesecurityanalysisoftheprotocolshowsthattheprotocolhashighsecurity
attributes,andtheperformanceanalysisoftheprotocolshowsthattheprotocolhasthecharacteristics
oflowcalculationvolume.TheformalanalysisoftheprotocolisgivenbasedonGNYlogic.
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INTRODUCTION

With thedevelopmentof information technology,RFIDtechnologyandcommunicationnetwork
technologyareboundtobedeeplyintegrated.Optimisticallyinthelongrun,RFIDtechnologyhas
abroadprospectandisintheascendant.However,duetocost,securityrisks,etc.,theapplicationof
RFIDisstillsubjecttosomerestrictionsandfullofchallenges.

Radiofrequencyidentificationtechnologyappearedinthe1930sand1940s,itwaswidelyspread
in the1990s.Dueto the limitedtechnologyat the timeandthe lowdemandfrompeople,RFID
technologywasusedintheRFIDsystemapplicationtoexchangeinformationbetweenthereaderand
theserverbasedonawiredconnection.Thisexchangemethodisgenerallyconsideredassafeand
reliable.ThissystemiscalledthetraditionalRFIDsystem(Liu D W, et al.,2016;Wang W C,et al.,2018).

Inthe21stcentury,withtherapiddevelopmentofscienceandtechnologyandthegrowthof
humanneeds, traditionalRFIDsystemshavebeenunable tomeetpeople’sneeds, it leads to the
emergenceofmobileRFIDsystems(Zhao T F, et al.,2019).Thebiggestdifferencebetweenamobile
RFIDsystemandatraditionalRFIDsystemisthatthecommunicationbetweenthereaderandthe
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serverinthemobileRFIDsystemisnotbasedonawiredconnectionlink,butawirelessconnection
lineisusedforinformationtransmission.Duetoitsinherentproperties,wirelesslinkshavecertain
securityrisks(Xie R, et al.,2018;Bai Z & He Y G,2019).Themutualauthenticationprotocolapplicable
tothetraditionalRFIDsystemisnolongerapplicabletothemobileRFIDsystem,soitisnecessary
todesignanewmutualauthenticationprotocolforthemobileRFIDsystem.

Thewirelesscommunicationnetworkhasthreecharacteristics:

(1) Comparedwithwirednetwork,wirelesscommunicationnetworkhasgreatopenness;
(2) Thewirelesscommunicationnetworkismobile;
(3) Thetransmissionchannelofthewirelesscommunicationnetworkisunstableandwillchange.

It is precisely because of these three characteristics that the security problem of wireless
communicationnetworksismoreseriousthanthatofwiredcommunicationnetworks.Thespecific
manifestationsareasfollows:

(1) Thewirelesscommunicationnetworkisvulnerabletomonitoringattacks,andthesignalwillbe
intercepted;

(2) Thewirelesscommunicationnetworkissubjecttoinsertionattacks,whichleadstocontrolof
thewirelesscommunicationnetworksystem;

(3) Userscanusewirelesscommunicationnetworkswithoutauthorization;
(4) Thewirelesscommunicationnetworkhasobviousrobustness;
(5) ThemobileIPsecurityproblemofthewirelesscommunicationnetworkisrelativelyserious;
(6) Thewirelesscommunicationnetworkwillbesubjecttowirelessinterference.

Basedonthesecurityproblemofwirelesscommunicationnetworks,anultra-lightweightmutual
authenticationprotocolformobileRFIDsystemsispresentedbasedonbitreplacementoperations.In
ordertoachievethegoalofreducingthecomputationalloadofcommunicationentities,bitoperations
areusedtoencrypttheinformationinthedesignedprotocol.Atthesametime,GNYlogicalformal
analysisandsecurityanalysisoftheprotocolarecarriedout.GNYlogicwasproposedbyGong,
Needham and Yahalom in 1990 (Gong L, et al.,1990). It is a logic for analyzing authentication
protocols.AcompletelydifferentstatesearchtoolisusedinGNYLogic,whichincludesasetof
beliefsthataremaintainedbyeachtopicandasetofinferencerulestoobtainnewbeliefsfromold
beliefs.BANlogichasaverysimpleandintuitiveruleset,soitiseasytouse.GNYlogiccanbe
usedtofindseriouserrorsintheprotocol,whichhasattractedwidespreadattentionfromsecurity
researchers.TheapplicationofGNYlogichasepoch-makingsignificance.Ithasgreatlypromoted
thedevelopmentofformalverificationofsecurityprotocolsandinspiredmanymethodsofformal
verificationofsecurityprotocols.

2. ReLATeD wORK

Intheone-wayauthenticationmobileauthenticationprotocol,itisfoundthattheprotocolcannotresist
man-in-the-middleattacksandreplayattacks(Sandhya M & Rangaswamy T R,2011).Anellipticcurve
mobileauthenticationprotocolwasproposed(Zhou J, et al.,2012),butthissolutioncouldnotensure
theprivacyofthereaderside.Atthesametime,thecomputationalloadonthelabelsideisalsolarge.

Alightweightmobilemutualauthenticationprotocolwasgiven(Sun Z W & Li S,2019).The
protocol’sencryptionofinformationwasmainlybasedonthePUF(PhysicalUnclonableFunction).
Asynchronous attacks cannot be resisted in the protocol. The attacker can obtain the complete
communication message by listening. When the communication entity’s session is blocked, the
attackercanreplaytheinformationwhichisobtainedbylisteningmultipletimes,theencryptionkey
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