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ABSTRACT

Thispaperpresents thenature,effects,anddynamicsofcybercrime inNigeriaand itseffects to
economicdevelopmentinthecountry.Thepaperissourcedforsecondarydatathrough,journals,
periodicalsandpublicationsaswellasobtainedprimarydatafromthefield.Primarydatawassourced
through the distribution of 66 questionnaires using the purposive sampling technique. Findings
revealedthatthereexistsaninsecurecyberspaceinNigeriaandtheactivitiesofthecybercriminals
affects theeconomynegativelybydiscouragingNigerians frompartaking inelectronic services/
transactions,thusdiscouragingNigeriansfromacceptingtheconceptofdigitaleconomy.Findingsalso
revealedthatactivitiessuchasunauthorizedaccess,hackingandcracking,onlinefraud,identitytheft,
cyberterrorism,amongstothersweredominantthreatsinthecyberspaceandfinallythecyberspace
providejobsandbyimplicationcontributetothesocioeconomicdevelopmentoftheNigerianState.
Recommendationsprofferedincludethefederalgovernmenttotrainandretrainforensicexpertsin
allfinancial/securityagenciestowardsachievingasecuredcyberspaceandtheneedforthefederal,
state,andlocalgovernmentstocreateawarenessamongstothers.
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INTRoDUCTIoN

Theadventoftheinternethasrevolutionisedthepresentsocietybydrivingandsustainingeconomic
growth in developed and developing countries hence providing a platform for a new means of
communicationandmaking theworldaglobalvillage.Cyberspacehasopenedup societies and
citiestothetechnologydrivenworldandalsotothreats.Mostdigitalinformationandtransactions
arecarriedoutstoredinthecyberspaceandaresusceptibletoattacks.

Nigeriahasapopulationofover200milliom(WorldBank,2019),withastaggering258,493,026
Mobile GSM users, as of November, 2018. In 2019, the Nigerian Communication Commission
revealedthatabout160millionpeoplesubscribedtotheinternet(NCC,2019;Punch,2019a)though
Nigeriaisrated47intheworldasitrelatestothenumberofinternetsubscribers.TheITUConnect
2030,suggeststhattherewillbe70percentInternetpenetrationby2023worldwide,thustheneed
aforasecuredcyberspace(GCI,2018).
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ThenumberofGSMusersandinternetsubscribersincreasesonamonthlybasis;thequestion
remains;arethesesubscriberssecuredintheCyberspace.Mostactivitiesarepresentlycarriedout
viainternetandbeingreliedupontoserveasmediumtoservice-orientedoperationsbutitshouldbe
notedthattheoverrelianceonthecyberspaceexposespersons/businessestocyber-attacks/threats.

Cyberspaceisaninternationalandunstabledomainwhichisidentifiedbytheuseofelectrons
andelectromagneticspectrumwhoseaimistocreate,modify,store,exchange,extract,useanddelete
informationwithoutasoleadministrator(Mayer,2014).Nigeriabeingontheinternationaldomain
benefitsfromtheexistenceofcyberspace.Asadevelopingcountrywithagrowingeconomy,Nigeria
standsagreaterchanceofbenefitingfromthisspacebecauseofherpopulationwhichisfastgrowing
andalsoservesasamarkethubforAfrica(Ukwuoma,2019).Suchbenefitsinclude;servingasan
informationresource,servesamediumofcommunication,andsocialnetworking(Majid,2012).

Thecyberspacehasassisteddeveloping/developedcountriesgrowandsustainitseconomy.These
benefitscomewithamajorchallenge,whichiscyberattacks.CountriessuchastheUSA,UKand
Russiawiththebestandstringentcyberspacesecuritymeasureshavesufferedsetback,asattacksand
fraudulentactivitieshasaffectedcitizens,businessesandGovernmentandhasmadethecyberspace
communitytooperatewithcaution(Oulsola,etal.,2014).Thesefraudulentactivitiesarecarried
outwiththesoleaimoffinancialgainsbyattackingbankaccountsofindividuals,businessesand
governments.InformationTechnology(IT)contributesimmenselytotheNigerianeconomyandother
developedcountriessuchastheUnitedStatesandUnitedKingdom,howeverITexposescitizens,
firmsandStatestothedangerthatareoftenbeenperpetuatedintheCyberspace.

The number of cyber criminals in Nigeria and around the world is on the rise because
interconnectivityandcommunicationmediumviathecyberspacehasalsoincreased,whichhasmade
itextremelydifficulttoapprehendandpersecutethesecybercriminalswiththeirtargetsbeenany
ITorITrelateddevices/services.Thepersistenceofcybercrimeisinontherisebecauseitiseasyto
executeandveryrewarding,theFBIincollaborationwiththeEFCC,currentlyreleased/published
alistofNigerianswhoareonthemostwantedlistanddefraudedindividualsandcompaniesoflike
sum,although,thishassoundedawarningtothosewhointendtoandcurrentlypracticingtheactto
desistorfacethewrathofthelaw.

AccordingtoareportoftheCouncilofEconomicAdviserstothePresidentoftheUnitedState
(2018),acyberactivitycouldberegardedasmaliciousactivityifanunauthorizedusertriestomar
theprivacyofavailableinformation/communicationsystemsorcouldbereferredtoasanactivityto
attacktheconfidentiality,IntegrityandAvailability(CIA)ofinformationorcomputers(Naserand
Zolkipli,2013).Itisbasedontheseactivitiesthatcountrieshavedevelopedcybersecuritymeasures
to curb the activities of unauthorized use. The Federal Bureau of Investigation alongside other
investigativebodieshavetriedtoclampdowntheactivitiesofcybercriminalsthroughcollaboration
withStatesyetthecrimeactivitiesstillpersist.In2017,theDirectorofNationalIntelligenceinthe
UnitedStatespositedthattheactivitiesofmischievouselementsinthecyberspaceisontheincrease
andhasdegeneratedtobecomethestrategicthreattothegovernmentandindustrysources,malicious
cyberactivityisagrowingconcernforboththepublicandprivatesectorsandfurtherstatedthat
cyberthreatswerethemostimportantstrategicthreatchallengingtheUSeconomyandtheworld
economiesatlarge.

Mbanaso,ChukwudebeandAtimati(2015)positsthatsocio-economic,politicalandcultural
activities of every State is currently driven by cyberspace and could cause serious damage if it
interruptedorcollapses.Theyalsosuggestedthattheinternetwhichisalsoreferredtoasthecyberspace
hasbecomeaplatformforwar,novelties,networkingandcriminality.

TheNigerianCommunicationCommission(NCC)issaddledwiththeresponsibilitytoregulate
thecyberspaceandthecommissions’effectivenessledtotheinternetavailabilitytoruralandurban
areasinthecountry.ItallstartedwiththeuseofVSATtechnologyandthentheGSM,3G,4Gand
presently theprovisionof testinggroundof the5Gtechnology(NCC,2019).Interestingly, these
trendsprovidedjobsfortheunemployedyouthsandprovidedaplatformforbusinesstothrivein
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