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ABSTRACT

The services of the internet play an essential part in the daily life of the users. So, safety and
confidentialityoftheinformationaretobemaintainedtopreserveuserconvictioninvariousservices
offeredbynetwork.Thetwo-factor-basedpasswordverificationtechniquesareusedbetweenremote
server and legitimate users for verification over insecure channel. Several protocols have been
suggestedpreviouslyclaimingtheirsimplicity,privacy,safety,androbustness.Theauthorsproved
that their enhancedprotocolsarevulnerable todifferentattackson thenetworkandpermitonly
authenticateduserstoupdatetheirpasswordpreservingtraceabilityandidentity.Analysisshowsthat
noschemehasfulfilledallthesecurityrequirementsandachievedentiregoals.Therefore,inthis
article,aschemehasbeenpresentedtoovercometheseissuesinthepreviousschemestoresistillegal
accessleadingtomisuseandachieveallthesecurityrequirementsandgoals.Thesafetyanalysisof
thepresentedschemehasconfirmeditsperformanceintermsofreliabilityandsafety.
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INTRoDUCTIoN

Astimegrowsdaybyday,dependencyofuserinvarioustechnologyincreaseswhichconstituted
achallengeregardingvalidityoftheremoteuser.Therearevarioustypesofattackspossibleinthe
networkwhichcausessignificantfinancialloss.Therefore,thereisarequirementofsometechniquesto
validatethelegitimateuserstoanunsafemediasuchasInternet.Themostcommonlyusedtechnique
istwofactorbasedpasswordverification.Thisprotocolissusceptibletonumerousattackscausedby
humanintellectualcapacityofschemingandmemorizingtypicalpasswords.

Chipcardbasedtechniquecanbeefficientlyimplementedinvariouspassword-basedverification
protocols(Lamport,1991),(Gamal,1985),(Kocher&Jaffe,1999),(Messerges,Dabbish,&Sloan,
2002),(ChangC.C&WuT.C,1993),(HwangM.S&Lee,2000),(Kumar&Gupta,2011),(Xiong
&Niu,2014)and (Kumari&Khan,2013)easily.Thesehaveseveralapplications like financial
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transactions,identityapprovalandaccessingofremoteservices.Toimprovetheirfeasibility,cards
areconfinedintolimitedsizeandcost.Variousprotocolshasbeenreported(Tang,Hwang,&Lee,
2002),(Chang&Chang,2005)and(Srivastva&Sharma,2012)inwhichusermayupdatepassword
withoutinteractingwiththeserver,howeveruser’sidentitymustbesameineveryloginattempt.
Moreover,theschemesbasedonvariableidentity(Das,Saxena,&Gulati,2004),(Wang,Liu,Xiao,&
Dan,2009),(ChangandChang,2009),(Madhusudhan&Mittal,2012),(Chang,Tai&Chang,2013),
(Khanetal.,2014),(Devgan&Awasthi,2016),(Chaudharyetal.,2015),(Wangetal.,2015),(Kharu
etal.,2018),(Luetal.,2016)and(Jung,Lee&Kim,2016)arelesspronetoattacksandpromising.

Literaturereviewofthevariousschemesshowsthattilldatemostofthepresentedschemesare
unsafetodifferentattackslikeposeattack,onlinepasswordguessingattack,chipcardmisplaced
attack,repetitionattackandmaninmiddleattack.Manyoftheaboveschemesneedalotofstorage
costandcomputationalcostwhichdecreasestheperformanceofthescheme.Variousschemesare
failtoachieveallthesecurityparametersandgoals;thereforeaneedarisestodevelopaprotocol
thatfulfilstheentireabovecriterion.Therefore,inthispaper,theauthorsproposedaschemeasA
NovelVerificationProtocoltoRestrictUnconstitutionalAccessofInformationfromSmartCard.

NoTATIoNS AND DeSCRIPTIoN

Thefollowingsymbols/notationsarepreferredinthispaperasdescribedinTable1.

Scheme Design
Initially, user enters his personal information to the terminal and sends towards the server for
registration. Then user obtains chip card delivered by the server with security parameters. The

Table 1. Symbols/Notations
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