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ABSTRACT

Phishingwasintroducedin1996,andnowphishingisthebiggestcybercrimechallenge.Phishing
isanabstractwaytodeceiveusersovertheinternet.Purposeofphishersistoextractthesensitive
informationoftheuser.Researchershavebeenworkingonsolutionsofphishingproblem,butthe
parallelevolutionofcybercrimetechniqueshavemadeitatoughnuttocrack.Recently,machine
learning-basedsolutionsarewidelyadoptedtotacklethemenaceofphishing.Thissurveypaper
studiesvariousfeatureselectionmethodanddimensionalityreductionmethodsandseeshowthey
performwithmachinelearning-basedclassifier.Theselectionoffeaturesisvitalfordevelopinga
goodperformancemachinelearningmodel.Thisworkiscomparingthreebroadcategoriesoffeature
selectionmethods,namelyfilter,wrapper,andembeddedfeatureselectionmethods,toreducethe
dimensionalityofdata.Theeffectivenessofthesemethodshasbeenassessedonseveralmachine
learningclassifiersusingk-foldcross-validationscore,accuracy,precision,recall,andtime.
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1. INTRoDUCTIoN

InPhishing,thephishercreatesafraudphishingwebsitetomisleadwebuserstostealtheirsensitive
personalinformation.DeceptionisthewayofPhishingbyhidingasatrustedentityinelectronic
communication.The first timePhishingdiscovered in the1980s.Anti-PhishingWorkingGroup
(APWG)reported51,401uniquephishingwebsitesinJune2018(Chiew,Tan,Wong,Yong,&Tiong,
2019;Phishing Activity Trends Report 2nd Quarter 2018,2018).AnotherreportbyRSAestimated
thatglobalorganizationslost9billion$duetophishingfraudin2016(HeidiBleau,2016).Itisone
ofthebiggestcybercrimefacedbyinternetusers.Generally,phishingattacksareaccomplishedusing
emailsandwebsite spoofing.Phishers start theattackbysendingspoofedemails tovictimsand



International Journal of Information Retrieval Research
Volume 11 • Issue 1 • January-March 2021

2

victimsthinkthisisauthenticandsecure,therebytheygottrapped.Figure1representstheworkflow
structureofphishing.

Apartfromemail,phisherleadsuserstovarioussimilarlookingauthenticated,secureandfamous
websitesviaadvertisementlinks.Therearemanywaysofphishingdetectionandpreventionsuch
astheuseofanyauthorizedanti-phishingsoftware,naivebrowserextensions(GoogleandMozilla
FirefoxuseBlacklistwarningsystem)andtoolbars.Blacklistwarningsystemqueriesadatabaseof
alreadyknownphishingURLssoitwillnotbeabletoidentifynewupcomingphishingwebsites
(Chiewetal.,2019).Designinganintelligentphishingdetectionsystem,basedonMachinelearning
classificationmodelcaneasilyidentifywhetherthiswebsiteorweb-linkisforphishingornot.These
MLbasedclassificationsystemsareveryeffective.However,forcreatingthesepredictionsystemin
machinelearning,featureselectionanddimensionalityreductionareveryimportantsteps.Investigation
ofstateoftheartapproachesrevealsthatthereisaneedforasystematicstudyoffeatureselection
anddimensionalityreductionapproachestodesignanintelligentandcapablesystemtodetectthe
phishingwebsites.

ForanyMachinelearningclassifier,weneedusefulandrelevantfeatures.Forchoosing,those
relevant features from thedataset feature selection isparamount.Feature selection is evenmore
usefulwhenwearedealingwithhighdimensionaldata.Thishighdimensionaldatasetposesmany
problems, such as increased training timeand sometimes itmay lead towardsoverfittingofour
machine-learningmodel.Thefeatureselectionprocesswillselectrelevantattributesfromdatabased
onthemethodspecifiedbytheanalyst(Ameen,Balogun,Usman,&Fashoto,2016).Thesereduced
featureswillhelpusinimprovingtheaccuracyoftheclassifieranddecreasethecomputationalcost
oftheclassifier.Therearethreemaincategoryoffeatureselectiontechniquesfiltermethod,wrapper
method,andembeddedmethod.Allthesetechniqueshavetheiruniquesignificance,andwewill
discussitsection3.

Dimensionreductionisanotherfeaturepreprocessingtechniquebeforethedesignofaclassifier.
Dimensionalreductiontransformsthedatasetintoalowdimensionaldataset,ensuringitwillnot
changethemeaningofdata.Whenthedimensionalityofthedatasetsreduced,thenitimprovesthe
performanceoftheclassifierincomparisontoapplyingonoriginaldata.Dimensionalityreduction
canbebothlinearandnonlinear;itdependsonthedataset.

FeatureselectionandDimensionalityreductionbothareusedindesigningthebestMachine
learningClassificationmodelwithadifferencethatfeaturesselectiontechniqueaimsatselecting
thefeaturesfromoriginaldatasetwhereasdimensionalityreductiontechniqueaimsattransforming
thedimensionalityoforiginaldatasets.

Machine learning focuses on developing the computation algorithms to find out patterns,
reasoning, and rules fromdata todesignMachineLearningmodel,which candetect ormake a
predictionaboutforthcomingoccurrences(Ali,2017).Machinelearningissupervisedlearningif
outputsaregivenwithtrainingdatafortrainingthemodelelse;itisunsupervisedlearning.Many
supervised learning algorithms are successfully working on real-life applications. Some popular
Machine learning Classification techniques are Support Vector machine (SVM), Naïve Bayes
classifier,KNearestNeighbor(KNN),Decisiontrees,Randomforest,andEnsemblemethods.These

Figure 1. Phishing workflow
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